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What is HIFIS?

* Helmholtz Association with 18 autonomous research centres in

Germany

* Incubator platforms for better collaboration between centres

* Using synergies is key!

* HIFIS is the central IT service federation platform in Helmholtz

* Very good review last year from international experts
* Centres make web services and resources available

for all other Helmholtz members

* Central AAl with community attributes and integration

* Helmholtz, EGI, eduGAIN, ...
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The Cloud Native Landscape

The Cloud Native Trail Map Integration with

Container orchestration research infrastructure

1.Containerize applications 5.DNS, Load Balancing

2.Cl/CD - robust automation  [EEIEETIEE O 6-[\leth0rk Oper?.tions |
3_Orchestration Sp tware-defined networking
* Firewall

4.Monitoring & Analysis
torng Yol * Dynamic certificates

7.Scientific data storage
| * dCache
6. NETWORKING, PoLICY, * High performance storage
Eo : * DBaaS
| 8.Event streaming platforms
* Data acquisition streams
* Function as a service (FaaS)

9.Scale container registry

* HPC & HTC
9. CONTAINER REGISTRY & RUNTIME Gcrnsun] CcTis] [ e ° DOCkeI’ / Singularity Reglstry
10. SOFTWARE DISTRIBUTION 1 O . SOftwa re Repository
* CVMFS
Source: trailmap.cncf.io e NIMS
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https://trailmap.cncf.io/

Software stack container orchestration

Infrastructure as a Service

E openstack.

Infrastructure as code
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Software stack container orchestration

Container as a Service .
Cloud Native CI/CD v GitLab *
Container registry h

Infrastructure as a Service

E openstack.

Infrastructure as code
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Software stack container orchestration

Kubernetes as a Service

Container Orchestration . |'| ELM

Kubernetes Package Manager RANCHER kubernetes

Container as a Service .
Cloud Native Cl/CD v G | tLa b *
Container registry

Infrastructure as a Service

E openstack.

Infrastructure as code
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Software stack container orchestration

Software as a Service
Container-based environments
App deployments as code

Kubernetes as a Service
Container Orchestration
Kubernetes Package Manager

Container as a Service
Cloud Native CI/CD
Container registry

Infrastructure as a Service
Cloud Computing
Infrastructure as code

° um [
PostgreSQL 0( jupyterhub ) Bt

k . 15 Grafana
CHIFIS I B o 8 Joask

rsmcss JCache
. |-| ELM

RANCHER kubernetes

g GitLab
= = openstack.
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Architecture

Infrastructure concepts

App App
Virtual Machine Virtual Machine Cantainer Container Container

App App App

Traditional Deployment Virtualized Deployment Container Deployment

* A container image is a standalone, executable package of software that includes everything needed to
run an application: code, application runtime, system tools, system libraries and settings.

* Container images become containers at run time and are processes (or group of processes)
running in a cgroup, where the Kernel restricts resource usage (CPU, memory, disk 1/O, network)
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Architecture

Clusters and Schedulers

* Openstack Hypervisors organized as Host Aggregates ==
* Openstack Nova (compute scheduler) places VMs on Hypervisors (hosts) - OpenStaCh

App App App App App
Contalner Container Container Container Contalner Container Container Container Container Container Contalner Container
Page 9
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Architecture

Clusters and Schedulers

* VMs configured as Kubernetes nodes form a Kubernetes Cluster T

* Dynamically created by Rancher Kubernetes management platform RANCHER  «kubernetes
* Openstack Hypervisors organized as Host Aggregates ==

* Openstack Nova (compute scheduler) places VMs on Hypervisors .- OpenStaCh

App App

Container Container Container Container
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Architecture

Clusters and Schedulers

* Kubernetes scheduler places containers on Kubernetes Nodes Spor‘l?{ ,_@DASK

* Application Deployments form Container Clusters |
* VMs configured as Kubernetes nodes form a Kubernetes Cluster ﬂ @

* Dynamically created by Rancher Kubernetes Management platform RANCHER  kubernetes
° 1 I =0

Openstack Hypervisors organized as Host Aggregates =_=0pen stack.

* Openstack Nova (compute scheduler) places VMs on Hypervisors

App App App

Container Container ontaine ontaine ontaine Container Container Container Container Container Container
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Rancher

Clusters

* Unavailable internal-public-ci

Cluster agent is not connected

X Unavailable panosc-k8s

Cluster agent is not connected

Provider

Custom

Custom

Imported

OpenStack

Custom

Local

Custom

Custom

Kubernetes Version

v1.21.9

v122.10

v1.21.13

v1.26.2+rke2rl

v1.24.8

v1.21.5

v1.24.9

v1.21.4

72 cores

40 cores

24 cores

24 cores

176 cores

12 cores

6 cores

12 cores

12 cores
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140 GiB

78 GiB

47 GiB

47 GiB

343 GiB

23GiB

11 GiB

23GiB

Pods

103/990

170/550

44/330

413/1870

27/330

28/330

49/330




GitLab Integration

Cluster Reconcilers Failing Reconcilers Kubernetes Manifests Sources Failing Sources

Reconciler ops avg. duration Source ops avg. duration

HelmRelease

v Status

Cluster reconciliation readiness Source acquisition readiness

GitRepository
GitRey
HelmRe

HelmRe
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Sources

* Helm Charts

* Git Repositories
* Sealed Secrets

<~>flux

S

~N

Targets
* Clusters
* Namespaces

5

kubernetes

Page 13

_



Gitlab Runners for gitlab.desy.de o

Johannes Reppin, Michael Schuh — DESY IT / HIFIS, PaNOSC, ExPaNDS

50k

Helm Deployment
* Gitlab CI/CD pipelines / jobs
* Autoscaling service
* Shared runner pilot for

gitlab.desy.de B
* At ~ 50k pipelines per month

40k

Items

cl/cD
| Apr May Jun Jul Aug Sep Oct Nov Dec Jan Feb Mar
Month

ON DEMAND == Pipelines total Avg: 34.7k - Max: 48.5k === Pipelines succeeded Avg: 22.6k - Max: 32.2k === Pipelines failed Avg: 10.9k - Max: 14.8k
== Pipelines canceled Avg: 1.04k - Max: 1.33k === Pipelines skipped Avg: 47.6 - Max: 72

O RUNNERS
=1

USER GITLAB O

O
=
=y . §
GITLAB 2 a
BASTION F J i
O —— g HELM

O RANCHER kubernetes

[ ) — . £ openstack.
&) GitLab
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JupyterHub - jupyter.desy.de

Johannes Reppin, Tim Wetzel — DESY IT / HIFIS

Helm Deployment with Flux CD

®* Merge group memberships from
Helmholtz AAI in Keycloak

®* Run Jupyter Servers, set UID/GIDs

* Integrate with dcache-demo.desy.de

o ®
~ Jupyterhub

J

upyter-Hub

HTTP Proxy

l J/hub/admin ‘ !u Ad - in

| Config.py Hub . - Database
f ﬁ »
:
g J Authenticator Spawners M Q Q
A l ! ! ‘
L e vcLOAK k
User Federation
* LDAP (DESY) dCache
* OIDC (EGI Check-in) PetaByte Storage

* OIDC (Helmholtz AAI)

* NFS Mounts
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Collaborative document editing - notes.desy.de

OHedgeDoc e D & ¢ @

+ Ne B

Menii v & 1 ONLINE

B I S H®w?" DEDITABLE

8 %@ tLt=E -8

Helm Deployment with Flux CD

®* HedgeDoc instance

* Collaborative note taking for Helmholtz
* Storage and backups via S3 on CEPH

VISA DEV Student Project

Hier findest du unsere Idee fiir ein Programmier-Projekt am VISA-Portal, das vom Institut Laue-
Langevin (ILL) entwickelt wird. Inhalte sind nattrlich absprechbar, das hier soll einen Startpunkt
darstellen

DESY wird einem Konsortium zur Weiterentwicklung dieses Portals beitreten und hier einen ersten
Beitrag entwickeln.

Als Einstieg empfehlen wir, dich mit VISA vertraut zu machen. Es gibt mehrere Instanzen am
DESY: visa.desy.de, visa-staging.desy.de und auch am EuXFEL: visa.xfel.eu, visa-staging.xfel.eu.
Diese werden mit FluxCD aus Gitlab heraus auf unserem Kubernetes-Cluster (kube-cluster1)
deployed. Log' dich gerne bei visa.xfel.eu ein und schau dich um (sag’ bescheid, wenn du
eingeloggt bist, dann schalten wir dich frei). Unten sind noch Folien sowie die Github-repos zu
VISA verlinkt, mit denen du dich auseinandersetzen kannst. Alles weitere dann spater. :-) Wenn
etwas unklar ist, frag' bitte immer nach, wir sind da. Bis zum 1.3. leider nur per Chat, aber danach
dann in Person.

+ Zeitraum 21.2 - 11.04.2023

Einleitung Verlauf + Neue Notiz W Tim

SIS T T a

x
DESY IT Virtualization HandsOn HIFIS@DESY current meeting.
k8s-seminar - ideen wrap up

O visited 5 days O

Ziel des Projekts

Ziel des Projektes soll es sein, eine Erweiterung in VISA zu implementieren, die es erlaubt, “home™
Verzeichnisse in Form ven Openstack-Volumes an die gestarteten VMs anzuhangen. Dabei soll
ein wiederkehrender User immer das gleiche Volume bekommen. Fir User ohne Volume muss
eines erstellt und in der VISA-Datenbank bekannt gemacht werden.

Das VISA portal

Das VISA-Portal erlaubt es Wissenschaffenden, Openstack-VMs zu erstellen, auf denen Daten von
Experimenten verfiighar sind. Diese kénnen entweder OpenData sein oder nur den am Experiment
beteiligten Wissenschaffenden zugénglich sein. Zusétzlich stehen verschiedene
Analysewerkzeuge bereit, mit denen die Daten ausgewertet werden kénnen. Die von VISA
erzeugten VMs sind hier eher fiir die Datenexploration als fiir groiskalige Auswertungen gedacht,
weil die Rechenleistung begrenzt ist und nicht dem entspricht, was fur die “richtigen”
Auswertungen ben&tigt wird. Fiir eine anfangliche Beurteilung der Daten (gerade vor dem
Download auf passendere Infrastruktur, speziell fiir OpenData) reicht es allerdings aus

0On-demand scheduling of GPUs = HIFIS@DESY-2022-01-18 " DESY IT Virtualization HandsOn
for CI/CD with Kubernetes on session 8
Openstack g
ted 25 da Im letzten IT-Seminar hat Michael die Installation und Verwendung am DESY ausfiihrlich
beschrieben. Folien hier (Login erforderlich): https://it.desy.de/sites2009/site_it/content
/e15/e83348/e272894/Meetina329444/it-seminar-k8s_ger.pptx

DESY IT Virtualization HandsOn
session 7

gl St Collaborative note taking, presentation generation, LaTeX-like
CEm e e mathematical notation and more. More than 1.5k AAl-registered
HIF\S@DES‘VQUZLILZ?; ¥ puppetisation—-offopenstack—vm X DESY IT Virtualization HandsOn % users from a” HelthItZ and beyond-

) ° session 6

HIFIS Openstack

[ uppe | e | vrtustiston
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Virtual Infrastructure for Scientific Applications (VISA portal)

Michael Schuh, Tim Wetzel — DESY IT

* Developed at ILL, France

* Deployed at 6+ institutes in Europe

* Scientists can spawn VMs with
specific datasets mounted for data
exploration after experiments

* Applications and workflows
integrated into the infrastructure
according to user needs

Search for experiments

Search for your experiments using the filters below

Propasal e | mstrument  StartDate  EndDate

FXE example data

ExPaND5 Reference Data for Serial Crystafiography

3 Dac 2017

£: openstack.

VISA_Apptainer

VISA Image with Apptainer (former
Singularit ) preinstalled

Choose hardware requirements

4 Cores

8GB memory

Large

VISA_CrystFEL

VISA Image with latest CrystFE

8 Cores

16GB memory

XLarge

1 D e 2 flux
# VISA-Jupyter-Proxy 4 | *wemetes "7
@ L
‘ ar B T \ - = —_—
- ) L] »
@ L VISA Frontend HiﬂNc';lV'x VISA-API-Service | > VISA-DB ‘
O : | I
= ", VISA-Web-Service EL
kServe Frontend Appj Croniob |
> &= ( ) =%
[ Keycloak ||= VISA-Account-Servicd Metadata ‘ :]? ngm
[2u] N
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Service discovery portal for Helmholtz
federated web service

Allows users to find, understand and
access services in Helmholtz

Service quotas, access, monitoring to be
integrated into portal

Communication channel between services
and portal in development

Developed and hosted at DESY

Code available on Helmholtz codebase
Deployed on k8s via CI/CD pipelines
Testing, monitoring, dependency
management & error detection integrated
into pipelines
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Helmholtz Cloud

In the Helmholtz Cloud, members of the Helmholtz Association of German research centers provide
selected IT-Services for joint use.

Note: Helmholtz Cloud is currently in-pilot phase and will go in-production when the legal framework is finalised.

e information at hifis.net

<« HELMHOLTZ CLOUD Services Team News Helpdesk About Signin
Search services Select Keywords V'  Select Providers Vv  Select Software v  Sort Services V'
llab liab: .
B2Share bwsync&Share Collabtex Compute Projects

00 Nextcloud 6 Overleaf m Slurm

File Sync and Share, Groupware-
Funetionalities: Files, Fotos, Calendar;

e B2SHARE, based on Invenio

Research Data (+ corresponding Collaborative document writing with Apply for Computing Time at Julich

Metadata) Publishing service. etc. LaTex Supercomputing Centre (JSC).
UJ JOLICH AT H=on 9 JOLICH

Container-Runtime Data Projects (HDF) GPU compute HAICORE

m Apptainer m JARDS Service m HAICORE

Container runtime environment on HPC Apply for data projects at FZ) /]dlich m Jupyter Dedicated COmputing REsources for

systems at FZ) / Julich Supercomputing Supercomputing Centre (JSC). the Helmholtz Al community.

Centre (JSC). Jupyte books on GPU Nodes

q Nvidia A100 GPUs

9) sLick ?) JoLick ST

rfrastrae Soionce
HAICORE Helmholtz Codebase Helmholtz RSD (sdence) HIFIS Events

Collab Database
m HAICORE V GitLab . Research Software ndiB) Indico

Directory An Events Management service for

Decicted COmputing FEsources for A welbased Devops eyl oot bromotssnd ascver resesrch sofeare veryons wihin Heimls andthei
the Helmholtz AT community. P pository manager developed in the Helmholtz Association. partners, based on Indico.
¢ JULICH Hzon orz

Page 18



PIA eResearch system (https://info-pia.de) @ o

Spontanmeldung

Spontanmeldung: Symptomfrage...

* System for conducting epidemiologic studies and
repetitive surveys
* Available as web and mobile application for

participants
* Currently built on docker-compose (see figure) e S
* Development for k8s-ready version facilitated with
HIFIS resources T
* Onboarding and introduction to the ) = /<//;\\ L ke
infrastructure via video call between project || & [*& ¥m/ ] ﬁ\i SME | I
lead, developers and DESY team —— g m 7
* Access to Rancher / k8s cluster given live RE— | L — tf —
* Ticket queue and chat for support by DESY = Jd & |
* Colleagues at HZI satisfied by onboarding ' " @ Py
and platform Stablllty Heise et.al. ,Putting digital ez)ldemlolog):|ntokpract|cer;I:\asPerrsosp;ctlv;mMM) : :

Monitoring and
Management Application®, 2022 Informatics in Medicine Unlocked 30
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Sensor Management System — Controlled Vocabulary @

Norman Ziegner, Daniel Sielaff - Helmholtz Centre for Environmental Research (UFZ)

identity-Provider-App |
HIFIS-AA

User

user authentfication
(evary RC has tsown)

f

crden inls

Data-Project-
Management.
Modul@UFZ

system for the user
authorization

Gt user ries and projects

Gt user authentification

Sensormanagems nt-

System

N

Gt user rokss and projects : :

MSA-Managingand |

areh iving sen sor
metadata

sav e due's atashinerts—

SMS-Core
sam, aller anc delete artities
HIFIS.
Virusi Organisations Object Storage 83 SMS-Database
= Min.Ia - Stores al
ihortastion Objects’Atta chments Stores the sensor
et adata
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e OV sane. debte and
es the CV's
cv

Cv-Database

Stores the CV
({D8-Scherma inspired by
aoMz)

Sensor Management for environmental research
Distributed systems for measurement campaigns
Sensor metadata administrated in SMS

Metadata is shaped by controlled vocabulary (CV)
* Ensures FAIRness

* Instance hosted in Kubernetes@DESY

st ~
SMEQGFZ SMEGKT
JPRp— A:Tur P——
curates the CV
i
use the CV \
/ use the CV. \
( SMS-CV@HIFIS-Rancher |
__ usethe GV - usetheCV_
\ /
\ | | / |
SUSBUFZ . o
~_ e
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Remote Component Environment (RCE)
[RCEW

* Open Source integration environment for
distributed workflows
(https://rcenvironment.de/)

* Comes with GUI, batch mode, external
tool integration, ...

* Used for simulation and design of
aircraft, ships and their impact on
climate and environment

* Automated creation and disposal of test
networks of distributed software (like
RCE) for automated system testing on
Kubernetes@DESY

* Automated deployments and chaos
testing for resiliency optimization

rrrrrr

1] RCE for CPACS (RCE Client 1)
Ffile Edit  Search Windew Help

CASE & R RN

mdo vl B1_with_water_n3 4cons 60.wf {3 RUNNING mdo vl 8:1_with water_n3_dcons 60.wf 2014-08-27 15:24:57 01 £3
=

<] 2z i

. ®
Structure Tempfilter

0,
?‘z‘\\‘

ThermolS0

S
// \ £ \

zzi zzi F< TR zzi zz: Q

K Y : ‘ b4

SN U = i — A
|Aerodynamic Optimizer CoG cons Mass model Water mass ThermoRAD
— \G [0

) 2 I

TIGL Viewer Mesh Trajectory

0 Workflow Data Browser &2 | 5] Log| 5 Properties |[ix] Workflow List| & Workflow Console

B e@ s e d| i
a ] mdo_v1 8.1 _with_water_n3_4cons_60.wf_2014-08-27_15:24:57_01 (2014-08-27 15:25:13) <local>
- @ Timeline H
4 92 Timeline by Component r
» -+ Mass model
4 ™ Mesh

4 M Run3 (2014-08-2715:27:18)
» & Inputs
4 = Outputs
14 Cohx_body: 3401227

= 0| & Network &

4 RCE Client1 <Self>
4 RCE Relay Server
5 RCE Server 1 <Workflow Host>
(= Published Components
MW GGHY3 (1.05)
Hysapl_nobatch (1.0)
5 RCE Server 2 <Workflow Host>
(= Published Components
STSMWLO (1.0)
| Tempfilter (L0)

Tnvoked File|Open
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Summary

» Kubernetes clusters for use within DESY as well as for Helmholtz users via HIFIS
* Managed by Rancher instance for dynamical cluster deployments and additional RBAC
* Many internal & external use cases already hosted on clusters

» Jupyter, Keycloak, HedgeDoc, Gitlab runners, ...

* Helmholtz Cloud Portal, VISA Portal, SciCat, ...

* Use cases from 5 other Helmholtz Centres

Outlook

Exploring feasibility of k8s deployments on bare metal by DESY colleagues

Better integration with Gitlab-agent (currently only for cluster admins)

Optimization of cluster deployments with Terraform for easy base cluster spawning
Strategy development for individual service backups

Monitoring solution for external users' services
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Thank you
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Contact Michael Schuh Tim Wetzel Johannes Reppin

DESY IT-RIC IT-RIC IT-INFA
michael.schuh@desy.de tim.wetzel@desy.de johannes.reppin@desy.de

Deutsches Elektronen Synchrotron
www.desy.de

DESY
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