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‘ PUBLIC-KEY CRYPTOGRAPHY

Programming S.L. Graham, R.L. Rivest* ‘
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: ) Room 2D-149
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MIT Laboratory for Computer Science Murray Hill, NJ 07974, USA
and Department of Mathematics : '

Factoring integers with sublinear resources on a superconducting quantum processor
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POST-QUANTUM CRYPTOGRAPHY

NIST Announces First Four Quantum-Resistant Cryptographic
Algorithms

Federal agency reveals the first group of winners from its six-year competition.

- Most popular approach
- Basic idea: quantum resistant public-key cryptography
- NIST standardization competition

- Fudamentally speculative
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QUANTUM CRYPTOGRAPHY

- Radically different approach: take
advantage of quantum mechanics (no
cloning, monogamy)

- Private key-cryptography (key distribution,
information-theoretic security)

- Solving the key distribution problem:
quantum key distribution (BB84 protocol) .

% ~

QUANTUM CRYPTOGRAPHY: PUBLIC KEY DISTRIBUTION AND COIN TOSSING

C‘h;_arles H. Bennett (IBM Research, Yorktown Heights NY 10598 usa)
Gilles Brassard (dept. IRD, Univ. de Montreal, H3C 3J7 Canada)
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THE BB84 PROTOCOL

EVE

a
M
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g 000

ALICE

4

TRANSMITTER
Randomly prepare |H), |V), |[+) or |—)

Diagonal basis: {|+) =

Rectilinear basis: {|H), [V)}

|H)+|V)
\/E )

_ [H)-v)
= ="7 }

BOB

|

RECEIVER
Randomly measure rectilinear
basis or diagonal basis

RECIPE

Only the basis-match events matter:

rectilinear basis match-> key round
diagonal basis match - test round
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QKD POST-PROCESSING

Raw keys

Sifted keys

Corrected keys

Final keys

Length of the keys
\

[

{m

-

-

Sifting and parameter estimation

|

Error correction

Privacy amplification —
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SUMMARY: QKD VERSUS POST-QUANTUM CRYPTO

PROS
v Fundamental security upgrade (long-
term secuity warrant)

CONS
x Limited performance (keyrate, distance)

x More complex and costly (new
infrastructure)

X Implementation security issues

(quantum hacking)

4

. )
i

Complex hardware inside a commercial QKD system.
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AN ALTERNATIVE TO EXPLORE: PASSIVE QKD

ACTIVE QKD

Standard approach: active modulation (seeded by RNGs)
QRNG

Laser>>— Pol-M > Pout

|+)

(pE< nEB_n — \
/”‘1)
=)

%X Vulnerable to modulator side-channels (e.g.
mode-dependencies, THAS)

x  More complex (hardware-wise)

x  Lower frequency of operation

v" Higher secret key rate per pulse

PASSIVE QKD

Alternative approach: replace active modulation by a fixed
“gquantum mechanism” and a post-selection step

network
Laser >>
é D1 LN N ) é Dk
V)

@ € [0,2m) ¢

Laser Ignore!
3 Linear optics p(\ |+) &

|H)

= Accept!

v Presumably simpler and cheaper
v" Higher frequency of operation
x Lower secret key rate per pulse

v Immune to modulator side-channels
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AN ALTERNATIVE TO EXPLORE: PASSIVE QKD

PASSIVE IDEAL-BB84 ENCODING
Curty, M., Ma, X.,, Qi, B., & Moroder, T. Physical Review A 81, 022310 (2010)

Ignore!

[Voe'f),

¢=(B—-a) ~ U[0,2m)

) 1Y)

] Y
|\/U€"a)L > >
1 \ (i) PBS
|—)

v = intensity of the
coherent pulse

(e.g.v =~ 108 photons) a = phase of the
coherent pulse

|H)

Accept!
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DIGRESSION: THE DECOY-STATE METHOD

-IDEAL SOURCE : [1)(1]

-REAL LASER SOURCE (phase-randomized coherent state) :

2w . . e Huk
| dalvoet)(vae®| = poloxol + p11)(1I + pal2)2] 4+, pi =7~ (k= "intensity")
0 .
-PROBLEM: photon-number splitting attack O
-SOLUTION: use multiple intensities ﬂ D
Bob
Alice

2Dy Dy

Extra modulator:
intensity modulator

Laser
CE IPBS PBS
— U1 M1 U4 X
\ - oly-IM U D/:/Qf O\RV
: _//X\ U3 HWP
o\, _Jo AN 50: 50 BS
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PASSIVE DECOY-STATE METHOD

PASSIVE IDEAL-BB84 ENCODING

Curty, M., Ma, X, Lo, H. K., & Liitkenhaus, N. Physical Review A 82, 052325 (2010)

[Vue'),
v =P —-a) ~ U[0,2m)
|\/aeia) > > — v
Y Y pBs Vi
&

PASSIVE DECOY-STATE METHOD
Curty, M., Ma, X.,, Qi, B., & Moroder, T. Physical Review A 81, 022310 (2010)

Vo),

_ Y
|\/5€LQ)R > - —

Y " 50:50 BS

Ignore!

Phase d?fference

27
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PASSIVE DECOY-STATE BB84

e.g.v = 108 photons DIFFICULTIES
passive BB84
passive decoy (R) " encoding -arbitrary polarization (not in a circle)
1 /
-polarization-decoy coupling

\ V)

DECOY-STATE

METHOD
INVALIDATED!

vt z41 photon

’ CLASSICAL

passive decoy (L)

MEASUREMENT
(for post-selection)
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DECOY-STATE LINEAR PROGRAMS

ACTIVE QKD - decoy-independent Fock states

“Erroryields” LP

Ej = zpnuen
\ m

Detection-and-error rates of

“Yields” LP TARGET: y,
Qj = z Pn|jYn
n | Detection rates of the
- v different photon-numbers
Detection rates of Known (unknowns)
the different decoys  photon-number
(observed) probabilities

the different decoys

TARGET: e,

Detection-and-error
rates of the different
photon-numbers

PASSIVE QKD - decoy-dependent Fock states

-PROBLEM: lack of constraints

Qj = anu)’n,j
n

ky = z Pnij€n,j
n

-SOLUTION: additional trace-distance constraints

{l:Vn,j - Yn,kl < Aj,k,nr

en,j - en,kl < Aj,k,n}-

J,kn
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NEW IDEA: NOISE-SUPPRESSING CONSTRAINTS

o} = /1;.“*3'|R)(R| + (1 - A;‘ey)% (i.e. “ideal state” + “white noise”)

gV = ASSVNV] + (1 — A5 2 ﬂ
oj' = A H)H] + (1= %97

L _ ,key key, 1
oj = A |L)Y{L| + (1 -4 )E
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PERFORMANCE OF PASSIVE QKD

- ~ 10° . — :
KEY-RATE DECREASE (~1 0.m.) Ideal limit of the passive protocol
L Passive protocol
(1) Additional sifting = 10" Active protocol
]
2
(2) Inherent noise of the mixtures = 102
& 107
E
E
- 10
N
%-m5
L
7
_1[}-5 1 1 1 1
0 a0 100 150 200
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