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PUBLIC-KEY CRYPTOGRAPHY
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- Private key, public key

- Computational security

- Ubiquitous example: RSA

- Weaknesses
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POST-QUANTUM CRYPTOGRAPHY
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- Most popular approach

- Basic idea: quantum resistant public-key cryptography

- NIST standardization competition

- Fudamentally speculative



QUANTUM CRYPTOGRAPHY
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- Radically different approach: take
advantage of quantum mechanics (no 
cloning, monogamy)

- Private key-cryptography (key distribution, 
information-theoretic security)

- Solving the key distribution problem: 
quantum key distribution (BB84 protocol)



THE BB84 PROTOCOL
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ALICE BOB

EVE

Rectilinear basis: ۧȁH , ۧȁV

Diagonal basis:  ۧȁ+ =
ۧȁH + ۧȁV

2
, ۧȁ− =

ۧȁH − ۧȁV

2

TRANSMITTER
Randomly prepare ۧȁH , ۧȁV , ۧȁ+ or ۧȁ−

RECEIVER
Randomly measure rectilinear

basis or diagonal basis

RECIPE
Only the basis-match events matter:
rectilinear basis match→ key round
diagonal basis match → test round



QKD POST-PROCESSING
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𝑅𝑎𝑤 𝑘𝑒𝑦𝑠

𝑆𝑖𝑓𝑡𝑖𝑛𝑔 𝑎𝑛𝑑 𝒑𝒂𝒓𝒂𝒎𝒆𝒕𝒆𝒓 𝒆𝒔𝒕𝒊𝒎𝒂𝒕𝒊𝒐𝒏

𝐹𝑖𝑛𝑎𝑙 𝑘𝑒𝑦𝑠

𝐸𝑟𝑟𝑜𝑟 𝑐𝑜𝑟𝑟𝑒𝑐𝑡𝑖𝑜𝑛

𝑃𝑟𝑖𝑣𝑎𝑐𝑦 𝑎𝑚𝑝𝑙𝑖𝑓𝑖𝑐𝑎𝑡𝑖𝑜𝑛

𝑆𝑖𝑓𝑡𝑒𝑑 𝑘𝑒𝑦𝑠

𝐶𝑜𝑟𝑟𝑒𝑐𝑡𝑒𝑑 𝑘𝑒𝑦𝑠

𝐿𝑒𝑛𝑔𝑡ℎ 𝑜𝑓 𝑡ℎ𝑒 𝑘𝑒𝑦𝑠

BASED ON THE 
OBSERVABLES OF 
THE PROTOCOL

(security proof
required)



SUMMARY: QKD VERSUS POST-QUANTUM CRYPTO
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Complex hardware inside a commercial QKD system.

PROS
 Fundamental security upgrade (long-
term secuity warrant)

CONS
 Limited performance (keyrate, distance)

 More complex and costly (new 
infrastructure)

 Implementation security issues
(quantum hacking)



AN ALTERNATIVE TO EXPLORE: PASSIVE QKD
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ȁ ۧ𝑉

ȁ ۧ+

ȁ ۧ−

ȁ ۧ𝐻
𝝋 ∈ 𝟎, 𝝅,

𝝅

𝟐
,
𝟑𝝅

𝟐
ȁ ۧ𝑉

ȁ ۧ+

ȁ ۧ−

ȁ ۧ𝐻

Accept!

Ignore!Laser

Laser

Linear optics
network

𝐷1 𝐷𝑘

𝝆𝐨𝐮𝐭

ACTIVE QKD
Standard approach: active modulation (seeded by RNGs)

PASSIVE QKD
Alternative approach: replace active modulation by a fixed 
“quantum mechanism” and a post-selection step

Laser Pol-M 𝜌out

QRNG

 Vulnerable to modulator side-channels (e.g. 
mode-dependencies, THAs)

 More complex (hardware-wise)
 Lower frequency of operation
 Higher secret key rate per pulse

 Immune to modulator side-channels
 Presumably simpler and cheaper
 Higher frequency of operation
 Lower secret key rate per pulse

𝝋 ∈ ሾ𝟎, 𝟐𝝅)



AN ALTERNATIVE TO EXPLORE: PASSIVE QKD
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PASSIVE IDEAL-BB84 ENCODING
Curty, M., Ma, X., Qi, B., & Moroder, T. Physical Review A 81, 022310 (2010)

ȁ ۧ𝑉

ȁ ۧ+

ȁ ۧ−

ȁ ۧ𝐻

Accept!

Ignore!

𝝋 = 𝜷 − 𝜶 ~ 𝑼ሾ )𝟎, 𝟐𝝅

𝜐 = intensity of the
coherent pulse

(e.g. 𝝊 ≈ 𝟏𝟎𝟖 photons) 𝛼 = phase of the
coherent pulse



DIGRESSION: THE DECOY-STATE METHOD
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-IDEAL SOURCE : ۧȁ𝟏 ۦ ȁ𝟏

-REAL LASER SOURCE (phase-randomized coherent state) :

න
𝟎

𝟐𝝅

𝒅𝜶ห ൿ𝝊𝒆𝒊𝜶 ൻ 𝝊 ห𝒆𝒊𝜶 = ۧ𝒑𝟎ȁ𝟎 ۦ ȁ𝟎 + ۧ𝒑𝟏ȁ𝟏 ۦ ȁ𝟏 + ۧ𝒑𝟐ȁ𝟐 ۦ ȁ𝟐 + ⋯ , 𝒑𝒌 =
𝒆−𝝁𝝁𝒌

𝒌!
(𝝁 = "𝐢𝐧𝐭𝐞𝐧𝐬𝐢𝐭𝐲")

-PROBLEM: photon-number splitting attack

-SOLUTION: use multiple intensities

Pol-Mod

Alice

Laser

50: 50 BS

Bob

D+ DH

DVD−

PBS PBS

HWPDecoy-IM 𝜇𝟑
𝜇𝟐

𝜇𝟏 𝜇𝟏 𝜇𝟏

Extra modulator: 
intensity modulator



PASSIVE DECOY-STATE METHOD
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PASSIVE IDEAL-BB84 ENCODING
Curty, M., Ma, X., Lo, H. K., & Lütkenhaus, N. Physical Review A 82, 052325 (2010)

ȁ ۧ𝑉

ȁ ۧ+

ȁ ۧ−

ȁ ۧ𝐻

𝝋 ∈ ሾ )𝟎, 𝟐𝝅
Accept!

Ignore!

𝝋 = 𝜷− 𝜶 ~ 𝑼ሾ )𝟎, 𝟐𝝅

PASSIVE DECOY-STATE METHOD
Curty, M., Ma, X., Qi, B., & Moroder, T. Physical Review A 81, 022310 (2010)



PASSIVE DECOY-STATE BB84
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passive decoy (R)

e.g. 𝝊 ≈ 𝟏𝟎𝟖 photons

𝜐𝒕 ≈ 𝟏 photon
CLASSICAL 

MEASUREMENT 
(for post-selection)

passive decoy (L)

passive BB84 
encoding

ห ൿ𝜐𝑒𝑖𝛼
R

ห ൿ𝜐𝑒𝑖𝛽
R

ห ൿ𝜐𝑒𝑖𝛾
L

ห ൿ𝜐𝑒𝑖𝛿
L

𝑡
𝜌out

ȁ ۧvac
1/2

1/2

PBS

DIFFICULTIES

-arbitrary polarization (not in a circle)

-polarization-decoy coupling

ȁ ۧ𝐿

ȁ ۧ𝑅

ȁ ۧ𝑉 ȁ ۧ𝐻

𝜃

𝜙

DECOY-STATE
METHOD

INVALIDATED!



DECOY-STATE LINEAR PROGRAMS
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ACTIVE QKD → decoy-independent Fock states

“Error yields” LP

𝐸𝑗 =

𝑛

𝑝𝑛ȁ𝑗𝑒𝑛

Detection-and-error rates of 
the different decoys

Detection-and-error 
rates of the different 

photon-numbers

“Yields” LP

𝑄𝑗 = 

𝑛

𝑝𝑛ȁ𝑗𝑦𝑛

Detection rates of 
the different decoys

(observed)

Known
photon-number 

probabilities

Detection rates of the 
different photon-numbers

(unknowns)

TARGET: 𝒚𝟏 TARGET: 𝒆𝟏

PASSIVE QKD → decoy-dependent Fock states

-PROBLEM: lack of constraints

-SOLUTION: additional trace-distance constraints

𝑄𝑗 =

𝑛

𝑝𝑛ȁ𝑗𝑦𝑛,𝑗 𝐸𝑗 = 

𝑛

𝑝𝑛ȁ𝑗𝑒𝑛,𝑗

ȁ𝑦𝑛,𝑗 − 𝑦𝑛,𝑘ȁ < 𝛥𝑗,𝑘,𝑛, ȁ𝑒𝑛,𝑗 − 𝑒𝑛,𝑘ȁ < ሚ𝛥𝑗,𝑘,𝑛 𝑗,𝑘,𝑛



NEW IDEA: NOISE-SUPPRESSING CONSTRAINTS
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ȁ ۧ𝐿

ȁ ۧ𝑅

ȁ ۧ𝑉 ȁ ۧ𝐻

𝜃

𝜙

𝜎𝑗
V = 𝜆𝑗

test ۧȁ𝑉 ۦ ȁ𝑉 + (1 − 𝜆𝑗
test)

𝟙

2
𝜎𝑗
H = ൿ𝜆𝑗

testȁ𝐻 ۦ ȁ𝐻 + (1 − 𝜆𝑗
test)

𝟙

2

𝝈𝒋
𝐑 = 𝜆𝒋

𝐤𝐞𝐲 ۧȁ𝑹 ۦ ȁ𝑹 + (𝟏 − 𝜆𝒋
𝐤𝐞𝐲

)
𝟙

2
(i.e. “ideal state” + “white noise”)

𝝈𝒋
𝐋 = 𝜆𝒋

𝐤𝐞𝐲 ۧȁ𝑳 ۦ ȁ𝑳 + (𝟏 − 𝜆𝒋
𝐤𝐞𝐲

)
𝟙

𝟐



PERFORMANCE OF PASSIVE QKD
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KEY-RATE DECREASE (~1 o.m.)

(1) Additional sifting

(2) Inherent noise of the mixtures
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