Fast single-photon detectors and real-time key distillation enable high
secret-key-rate quantum key distribution systems
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fiber length (km) att. (dB) po p1 Puy Pz.a Pz Rsite(Mbps) ¢z (%) Qz (%) SKR (Mbps)

10.0 1.58 0.49 0.22 0.74 0.65 0.99 159.4 0.8 0.4 64
102.4 16.34  0.46 0.20 0.79 0.66 0.99 7.8 1.0 0.3 3.0

TABLE I: Measured secret key rate (SKR) and corresponding experimental parameters. The variables g
and p; stand for the mean photon number of the signal and decoy states, p,, and p,, =1 — p,, are the
corresponding probabilities to choose these values, pz o and pz p are the probabilities of Alice and Bob to
choose the Z basis, Rgy is the sifted key rate, ¢z is the phase error rate and @z is the QBER Z.

We implemented a simplified time-bin BB84 quantum key distribution protocol [1, 2] with the
purpose of achieving the highest possible secret key rate at short distances. The sender Alice emits
signals at a rate of 2.5 GHz. In the key-generating basis, we use a superconducting nanowire sin-
gle photon detector (SNSPD) with a novel design optimized for fast count rates. The in-house
designed and fabricated NbTiN detector consists of 14 nanowires which are arranged in an inter-
leaved pattern. Together with the in-house made readout electronics, the detector shows a jitter
below 60 ps and simultaneously an efficiency of 64% at a count rate of 320 Mcps, which repre-
sents the operating point of the detector for our shortest-distance key exchange. We performed
real-time error correction with a low-density parity check algorithm implemented on a dedicated
field-programmable gate array. This algorithm has a leakage of 17% at the highest quantum bit
error rate found in our experiment, which was 0.4%. The privacy amplification was performed in
real time on a consumer-grade GPU. We achieved a secret key rate of 64 Mbps over a distance of
10.0 km of ultra-low-loss (ULL) single-mode fiber (0.16 dB/km) and 3.0 Mbps over 102.4 km of
ULL single-mode fiber (see Table I). Additionally, we monitored the secret key rate over a longer
time over 10.0 km ULL SMF, showing that the secret key rate can be maintained at a similar value
for more than 1000 consecutive privacy amplification blocks.
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