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...but Todays Cryptosystems Are Threatened
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— Use One-Time-Pad together with Quantum Key Distribution (QKD)
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How Do Superconducting Nanowire Single-Photon Detectors
(SNSPD) work?
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How Do Superconducting Nanowire Single-Photon Detectors
(SNSPD) work?
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SNSPD - Design
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Jitter in QKD

Temporal jitter increases Quantum bit error rate (QBER) and introduces loss

error error
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Detection Electronics - How to Minimize Amplitude Jitter?

voltage Leading Edge
Discriminator

1
] wfr ]

0
time ' time

@uamum Communication 11
,,\)X‘Techno\ogy Group




Detection Electronics - How to Minimize Amplitude Jitter?

voltage Leading Edge
Discriminator

nnnnnnn Id

tlme time

At

voltage Constant
Fraction
Discriminator

voltage
SUBTRAC ZERO CROSSING
jﬂ_ L1
[

time time ' time

BN -
G_y;uamum Communication
,,\)X‘Techno\ogy Group



Detection Electronics - How to Minimize Amplitude Jitter?
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Detection Electronics
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Detection System - Results
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Secret Key Exchange
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Conclusion and Outlook

* Secret key rate in our work!:

LGriinenfelder, F. et al., Nat. Photon. 17, 422-426 (2023)
21i, W. et al.,Nat. Photon. 17, 416-421 (2023)
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Conclusion and Outlook

* Secret key rate in our work!:

e 3.0 Mbps at 102.4 km ULL fiber

* 63.6 Mbps at 10.0 km ULL fiber
* Back-to-back published article?: 115.8 Mbps at 10 km
* What Are the Limits?

* Two 14-pixel detectors + Cascade error correction instead of LDPC: 140 Mbps at
10 km
* Perfect system: 192 Mbps at 10 km

LGriinenfelder, F. et al., Nat. Photon. 17, 422-426 (2023)
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QKD with Coherent States
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Decoy States
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High SKR Time-Bin QKD - Results

fiber length  att. Lo M Pu  PZA  PZB Reit ¢z Q2 SKR
(km) (dB) (Mbps) (%) (%) (Mbps)

10.0 158 049 022 074 065 099 1594 08 04 63.6
102.4 16.34 046 020 0.79 0.66 0.99 7.8 1.0 03 3.0
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