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Overview

• AARC BPA is used in many places

• Not a single Proxy – can be many federated Proxies

• Community, Infrastructure, Site, edu-ID

• How to Trust SPs?

• How “open” should Proxy be?

• Does Snctfi V1 need
• Guidance

• Update to V2
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Snctfi
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Start with a reminder – (some) slides shown at 
FIM4R in Montreal, Canada in September 2017



https://aarc-project.eu

Authentication and Authorisation for Research and Collaboration

David Kelsey

FIM4R meeting - Montreal

AARC NA3 Task 4 – Scalable Policy Negotiation

Snctfi
SP/IdP Proxies and a new Policy Trust Framework

19 Sep 2017

STFC-RAL
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Flow of attributes and trust – via SP/IdP Proxy

Picture from GEANT – eduGAIN

Attribute flow

Trust flow
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“Security Collaboration among Infrastructures” (SCI) – our starting point

Http://pos.sissa.it/archive/conferences/179/011/ISGC%202013_011.pdf

• EGI, HBP, PRACE, EUDAT, CHAIN, WLCG, OSG and XSEDE

• Defined a policy trust framework

• build trust and develop policy standards for collaboration on operational security

• SCI was used as the basis for Sirtfi

• A Security Incident Response Trust Framework for Federated Identity

• to enable coordination of security incident response across federated 

organizations 

• Version 1

http://pos.sissa.it/archive/conferences/179/011/ISGC%202013_011.pdf


https://aarc-project.eu

Scalable Negotiator for a Community Trust 
Framework in Federated Infrastructures

Snctfi
• As for “Sirtfi”

• A meaningful acronym which is pronounceable

• With no pre-existing hits in search engines

• “Sanctify” - meaning: make legitimate or binding

• Synonyms for sanctify: Approve, endorse, permit, allow, authorise, legitimise, “free from sin”
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Why “Snctfi”?
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• Abstract: identifies operational and policy requirements to help establish trust between an 
Infrastructure and identity providers either in an R&E Federation or in another Infrastructure, 
in each case joined via a Service Provider to Identity Provider proxy

• The target audience: intended for use by the personnel responsible for the management, 
operation and security of an Infrastructure and those wishing to assess its trustworthiness 

• Snctfi version 1
• An output of the EU H2020 AARC project

• Published on 26 Apri 2017

• https://aarc-project.eu/policies/snctfi/

• Peer-review and assessments – future work
• Interoperable Global Trust Federation (IGTF)

• https://www.igtf.net/snctfi/

• EGI Security Policy Group – together with AARC2
• Working on two “Community” security policies – to implement requirements of Snctfi
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Snctfi - the new Trust and Policy Framework

https://aarc-project.eu/policies/snctfi/
https://www.igtf.net/snctfi/
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• Background and Introduction

• Operational security [OS]
• Aiming to prevent security incidents, or

• Minimise the impact of those that occur

• User responsibilities [UR,RU,RC]
• To establish trust between the Infrastructure and the R&E federations, and between Infrastructures, the 

Infrastructure relies on appropriate behaviour by its users and user communities. 

• Addresses issues related to user management, AUPs, security incident response, …

• Protection and processing of personal data [DP]
• Bind the Infrastructure Constituents  and Collections of users to either 

• A common Infrastructure Data Protection policy (framework)

• Or GEANT Data Protection Code of Conduct
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Structure of the Snctfi document
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Discussion topics

• Policy for/ trust of SP/IdP Proxy (AARC BPA)
• Does Snctfi help build Trust in Federations?

• What do Identity Federations need?

• Do we need a Snctfi entity attribute?

• Should we update Snctfi to version 2?

• Need for Snctfi FAQ and Guidance?

• Other issues?
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Discussion – what do Identity Federations 
need?

• Is a AARC BPA Proxy a different Federation participant?

• And should it be registered as such?

• IdP, SP, attribute authorities, AARC BPA proxies, other “middle 
things”

• Or do we leave the Proxy as a simple “SP” in the federation but 
with appropriate entity attributes (Sirtfi, Snctfi, etc.)?
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Discussion – update Snctfi V1 to V2?

• Snctfi V1 published in 2017
• Was derivative of SCI trust framework V1

• Sirtfi is also a child of SCI V1

• SCI was updated to V2 in 2017

• Sirtfi V2 has just been published

• Surely we need a Snctfi V2?

• And perhaps, by the way, an SCI Version 3?

• Thoughts?
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Discussion – FAQ and guidance

• WISE SCI-WG has recently completed
• Guidance to maturity assessment against SCI V2

• Sirtfi (v2) has FAQ and guidance

• We need Snctfi guidance

• Will research communities do their own maturity assessment?
• And help develop the Guidance

16 Feb 2023Kelsey/Proxies



GN4-3 / GN4-3N Symposium 2020 

David Kelsey or
policy@aarc-community.org

Thank you

As part of the GÉANT 2020 Framework Partnership 
Agreement (FPA), the project receives funding from the 
European Union's Horizon 2020 research and innovation 
programme under Grant Agreement No. 856726  (GN4-3).

mailto:policy@aarc-community.org


Backup slides
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GN4-3 / GN4-3N Symposium 2020 

Engage!

•https://fim4r.org

•https://refeds.org

•https://wise-community.org

•https://www.igtf.net

•https://aarc-community.org

•Contact us: policy@aarc-community.org
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https://fim4r.org/
https://refeds.org/
https://wise-community.org/
https://www.igtf.net/
https://aarc-community.org/
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WISE SCI v2 ‘how-to’ guide update

Ian Neilson (UKRI-STFC)
SIG-ISM - WISE Workshop, Virtual 21/04/2022

By people from GN4-3 EnCo (Uros Stevanovic and Ian Neilson)



▪All information now in one place (hopefully): on the WISE Wiki -
▪ https://wiki.geant.org/display/WISE/SCIV2+How-to

WISE words ….
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https://wiki.geant.org/display/WISE/SCIV2+How-to


A Trust Framework for Security 
Collaboration among Infrastructures

▪ https://wise-community.org/wp-content/uploads/2017/05/WISE-SCI-V2.0.pdf
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❑ 29 Assertions across 
5 Categories.

❑ How to assess the 
level of compliance?

Kelsey/Proxies

https://wise-community.org/wp-content/uploads/2017/05/WISE-SCI-V2.0.pdf


SCIv2 Assessment Chart (A) 
▪ https://wiki.geant.org/download/attachments/440303650/SCIv2-Assessment-Chart_V2-

template_A.xlsx?api=v2
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SCI v2 How-To
▪ To provide guidance on interpreting the SCIv2 text

▪ https://wiki.geant.org/display/WISE/SCIV2+How-to
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SCIv2 Assessment Chart (B)
▪ https://wiki.geant.org/download/attachments/440303650/SCIv2-Assessment-

Chart_V2_template_B.xlsx?api=v2
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SCI Version 1 (2013) “children”
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Sirtfi (and now updated to Sirtfi V2)
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Snctfi (time for a version 2?)

16 Feb 2023Kelsey/Proxies 25


