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Why?



I am protected… ?

3

YES!

http://i.imgur.com/rGtgr.jpg


I am protected…. ?
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No, not 

really

http://i.imgur.com/rGtgr.jpg


An incident in September 2008



A major data breach at 
Australian National University

Public detailed report (Oct. 2nd, 2019)

“The initial means of infection was a sophisticated 

spear phishing email (targeting a senior staff member)

[..]

Information from victim’s calendar was used to conduct 

additional spear phishing attacks later in the 

campaign”
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https://imagedepot.anu.edu.au/scapa/Website/SCAPA190209_Public_report_web_2.pdf


People and technology
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Which links goes to eBay?

http://secure-ebay.com

http://www.ebay.com\cgi-bin\login?ds=1%204324@124.136.10.203/p?ufgs...

http://www.ebaỵ.com/ws/eBayISAPI.dll?SignIn

http://scgi.ebay.com/ws/eBayISAPI.dll?RegisterEnterInfo&

siteid=0&co_partnerid=2&usage=0&ru=http%3A%2F

%2Fwww.ebay.com&rafId=0&encRafId=default
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Technology is often complex

http://secure-ebay.com

http://www.ebay.com\cgi-bin\login?ds=1%204324@124.136.10.203/p?ufgs...

http://www.ebaỵ.com/ws/eBayISAPI.dll?SignIn

http://scgi.ebay.com/ws/eBayISAPI.dll?RegisterEnterInfo&

siteid=0&co_partnerid=2&usage=0&ru=http%3A%2F

%2Fwww.ebay.com&rafId=0&encRafId=default
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http://secure.ebay.com



What issues do we deal with at CERN?
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CERN Computer Security: Abuse, Blunder & Fun

Sebastian Lopienski / slides by Stefan Lueders

TE On Boarding Event, October 11th 2019



Exposed passwords
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CERN data stolen and sold on the Dark Web
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CERN Computer Security: Abuse, Blunder & Fun

Sebastian Lopienski / slides by Stefan Lueders

TE On Boarding Event, October 11th 2019

http://securityresponse.symantec.com/en/ca/threatreport/topic.jsp?id=fraud_activit

y_trends&aid=underground_economy_servers

http://dendory.net/screenshots/malinterview2.jpg


Cybercriminals against you and me



How cyber-criminals make money?
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e-banking trojans phishing online accounts identity theft

ransomware extortion and other scams cryptocurrency mining



E-mail is the main attack vector
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E-mail is the main attack vector

It’s very (too) easy and 

cheap to send e-mails

It’s trivial to fake “From” field

Malicious e-mails contain 

infected attachments and

links to malicious websites
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?

From: James Bond 



Let’s see some of criminals’ tactics



Example 1

How to trick a victim 

(without even infecting their computer)



“We infected your computer and video-recorded you –
pay us, or we publish the videos”
(*) In reality, the computer is not infected, and there is no recording
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Trick 1: send e-mail “from” victim Trick 2: use victim’s leaked password

Demand



Example 2

How to steal victim’s password

and take over their online account



Standard phishing
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Malicious link

Legitimate links



Example 3

How to infect victim’s computer, 

and steal their passwords
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… half a year later …
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… and another 4 months later
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Bonus

Advanced techniques



Advanced techniques used by criminals

• Spear phishing: malicious mails targeted at specific individuals,

– crafted using information gathered earlier: project names, colleagues names, 

hierarchy, who is on holidays etc.

– sent “from” a colleagues, a business partner, even the boss

• Using “contacts” lists: An attacker compromises mailbox of a victim, and 

send malicious e-mails “from” the victim to their contacts

• Joining existing conversation: An attacker compromises mailbox of a victim, 

and replies to existing conversations, adding a malicious attachment 
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So how can I defend myself?



Defense – golden rules

Rule 1: do not trust email

– From field can be faked - anyone can send an mail as president@whitehouse.gov

– Don't follow links from suspicious e-mails

• if in doubt, just type the URL in the browser

– Don't open unexpected attachments, don't enable macros

Rule 2: do not fall for scams and phishing attacks

– No, you haven't won or inherited a fortune, or been offered a great deal

– No, your bank / PayPal / webmail doesn't ask you to "confirm" your account

– No, your CEO/boss doesn't secretly ask you to make a "special" payment/transfer

– No, technical support doesn't call or e-mail you to help you
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mailto:president@whitehouse.gov


Defense – golden rules
Rule 3: be careful when browsing the web

– Think before you click

– Make sure you really are on the correct website

– Don’t install any untrusted software downloaded from the web

Rule 4: protect your computer 

– Keep your operating system (Windows, Mac OS etc.) updated

– Keep your software updated (especially the browser and its plugins/extensions)

– Use an anti-virus, keep it updated

Rule 5: protect your passwords and online accounts

– Use strong passwords, and use password managers

– Don’t reuse password (same password on different websites)

– Enable strong authentication (multi-factor) whenever possible
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What about social media?

Privacy and security risks



“On the Internet, nobody knows you’re a dog”
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We all use these services…
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Social media + cloud services: basic rules

• What you post/share privately may become public

• Once posted/shared, it will stay forever, even if you “delete”

• Think before you upload, post, share or comment online:

– Am I giving up my privacy?

– Could I be ashamed of it later?

– Would I like my parents or employer to see it?

• Do not take inappropriate or intimate pictures and videos
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We all use these services… but who pays for them?
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We all use these services… but who pays for them?
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If you are not paying, 
then you are the product



Data is knowledge, data is power

After some time, these services know you better than your family, 

better than your friends, sometimes even better than you know yourself
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your health

your worries
your plans

where you have been, 

and with whom

what you have been doing

how you look like

your interests



Conclusions



Final words

• Be aware of the risks, so that you don’t become a victim

• Protect

– your accounts (social accounts, Google/Apple, email etc.)

– your computer, smartphone, tablet

– your data (pictures, documents)

– your privacy (who you are)

• Think before you click
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