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CERNBox: Powered by EOS

CERNBox is the cloud sync and share service used at CERN.
« More than 37,000 accounts

_____________________________________________________________

« More than 3.0B files ( 3
| 4R CERNBOX ;
« 20 PB of storage ; :
. -
) S »
Hierarchical Views Access Control Lists
[ o« o i <,

Physical Storage
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EOS for Users in Numbers

[ Production ]

5 Instances 3 Instances
45 Disk Servers 27 Disk Servers
10.9 PB Used 5.5 PB Used
18.1 PB Total 9.9 PB Total

1 Instance 1 Instance
3 Disk Servers 3 Disk Servers
13 TB Used 13 TB Used
209 TB Total 550 TB Total
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1 Instance
12 Disk Servers
3.3 PB Used
4.6 PB Total




EOSHOME: Hardware

MGM + QuarkDB (x3)

CcC7

Intel Xeon, 32 cores.
192G/384G RAM

2 x 2T SSD (1 for QuarkDB)
One node per switch

10G Network

FST
« CC7
 Intel Xeon/AMD Epyc, 20/32 cores
+ 128G/256G RAM

« 48x6T/14T JBOD, 1 filesystem / disk.
XFS

e 10G/25G Network
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Service Availability 2022

e Available (99.76%)

e Degraded (0.24%)
e Down (0.00%) EOS for Users Availability

2 Days 7 Hours 33 Minutes

2 Days 0 Hours 45 Minutes

2 Days 0 Hours 36 Minutes
9 Hours 38 Minutes

1 Days 17 Hours 40 Minutes
1 Day 11 ({oursi20 MinuteS]

1 Days 10 Hours 43 Minutes
1 Day 7 Hours 12 Minutes

1 Days 3 Hours 46 Minutes
21 Hours 36 Minutes
0 Days 20 Hours 50 Minutes
15 Hours 0 Minutes
0 Days 13 Hours 53 Minutes
0 Days 6 Hours 56 Minutes 5 Hours 48 Minutes

0 Days 0 Hours 0 Minutes 0 Seconds

Total Duration
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Service Growth I

e 6PB written since last year (+25%)

EOS Data Volume Evolution

35PB

30PB __ —
25PB
20 PB
15PB
10 PB
5PB

0B
2022-05 2022-06 2022-07 2022-08 2022-09 2022-10 2022-11 202212 2023-01 2023-02 2023-03 2023-04

== EQS Available Raw Space EOS Used Raw Space == EOS Available Free Space
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3.50 Bil

3 Bil

2.50 Bil

2 Bil

1.50 Bil

1 Bil

500 Mil
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Service Growth II

e 800M files written since last year (+30%)

Number of files

05/01 06/01 07/01 08/01 09/01 10/01 11/01 12/01 01/01 02/01 03/01 04/01

== home-i00.files home-i01 files home-i02 files == home-i03.files == home-i04.files == homecanary.files == homedev.files == media.files == project-i00.files == project-i01.files == project-i02.files
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2022 Highlights I

e New EOS stalling system
o  Gently slow-down of user to the applied rates
o Ifthread pool is exhausted, old system kicks in (Immediate rate limiting)
o  Work in progress

# sets the number of threads to 4000.

e0s access limit 4000 threads:max

number of threads for all users to 100.
limit 100 threads:*

threads limit to 1 to user id 12345
limit 1 threads:12345
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2022 Highlights I1

e New Group Balancer in Production (Presentation)

Group Fillness
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https://www.google.com/url?q=https://indico.cern.ch/event/1227241/contributions/5348018/&sa=D&source=editors&ust=1682068661612733&usg=AOvVaw16yEkRodKg5VZWsfq3oPq0

2022 Highlights III Durability

e FSCK tool re-enabled on EOSPROJECT (Presentation)

Global view per instance

|||||
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https://www.google.com/url?q=https://indico.cern.ch/event/1227241/contributions/5349671/&sa=D&source=editors&ust=1682068661613496&usg=AOvVaw252B-VTBqTyexWQtlXZgQ2

2022 Highlights IV Backup

cback backup system cback in numbers
e Daily snapshots for CERNBox users and projects e ~40.000 backup jobs
spaces e ~700M files processed every day
Stored in Ceph buckets, outside of Meyrin datacenter e 5.3 PB of backed up files

Based on restic (Presentation)

®.
PO

/eos/user/..
/eos/project/...
/cephfs/...

.
U \ s3:/cbox-user.../

Ml_..jS(f]l_\ s3://cbox-project.../

/ \ s3:/cephfs-.../
X
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https://indico.cern.ch/event/1227241/contributions/5370476/

2022 Highlights v Monitoring/Logging
\\

EOS Prometheus exporter Loki

e  Exposes metrics from EOS machines to prometheus server e  Promtail daemon collects MGM/FST and ships them to a

e Filesystem, Node, Space, Group, Namespace collectors Loki instance

e  Visualization in Grafana e  Faster investigation by searching through multiple nodes’ logs
e  Advanced visualization via PromQL (Presentation) in one query

e  Monolithic & on k8s (scalable) architectures available

v Space metrics Loglabels v | {eosinstance="eosproject-i0@", eoscomponent="fst"}

Space Disk Read Rate in MB/s
Time @D  Unique labels wraplines @D Dedup  None  Exact = Numbers  Signature
8GB/s
‘ 668/ Common labels: fst eosproject-108 st-project-rgd6-47953.cern.ch eos  Limit: 2000 (64 returned) Total bytes processed: 26.5 kB
s
‘ 4GB/s > 2021-02-28 19:07:38 210228 19:07:38 time=1614535658.496987 func=Report level=INFO logid=statiC..civrsirnenniiinninisinaninnns
\ 8&host=st-project-rgd46-47953. cern.ch&fid=318181276&fxid=12f70f9c&fsid=278&de|_ts=1614535657&de1_tns=879947909&dc_ts=1614534
2GB/s |> 2021-02-28 19:07:38 210228 19:07:37 time=1614535657.879678 func=_rem level=INFO logid=19d96cca-7104-11eb-9cbd-2c600c20da98
|> 2021-02-28 18:57:36 210228 18:57:36 time=1614535056.362519 func=MgmSyncer level=INFO logid=statiC.siiviuisisnisniniiisninnninnas
0MB/s gl > 2021-02-28 18:56:37 210228 18:56:37 time=1614534997.442512 func=Report level=INFO 10gid=StatiCissussssrsnssrsnssnsnrsnsnnnns
| 1030 1100 11:30 1200 1230 1300 1330 1400 1430 1500 1530  16:00 opath=/ xt&fstpath=/data3d/00007cda/ 12 T0F Ik ruid=
N - eosh ) - eosh R — lect400 -
X y - cephfs y - default Y apane proj default .00&rv_op=0&rvb_min=0&rvb_max=0&rvb_sum=0&rvb_sigma=0.00&rs_op=0&rsb_min=0&rsb_max=0&rsh_sum=0&rsb_sigma=0.00&rc_min=0&rc_m
- project-i00 - spare = project-i01 - default == eosproject-i01 - spare == eosproject-02 - default &csize=42400908delete_on_close=0&sec.prot=https&sec.name=rpcgif&sec. host=cbox-1bproxy-@5.cern.ch&sec.vorg=&sec.grps=8sec.ro
- eosproject-02 - spare 15 2021-a7-78 18:5A:37 21A278 1R:5A:37 time=1A14534007.A7347Q func=CamnlateHandlar lauel=TNFN lnaidzctatic
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https://indico.cern.ch/event/1227241/contributions/5326727/
https://indico.cern.ch/event/1103358/contributions/4758326/attachments/2403812/4111601/EOS%20LOKI%20-%20EOS%20Workshop%202022.pdf

2022 Highlights VI Security

File Permissions Consistency eos-sec-logs
e Frequent namespace checks e Sending eos clients’ actions logs to security
e Ensure files within private directories have correct e Read, write, rename, deletion operations
permissions (e.g. not public) e Assist malware/anomaly detection

e Mostly “ancient” cases, no new cases enabled by
current infrastructure
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2022 Highlights VII Evaluation

. Evaluation: EOS on CephFS (Halted)

Replace FST-local HDD with a CephFS mount @
o Initially expected benefits were not conclusive to justify the project Im .
= Performance concerns: '
s Latency spikes still present in our testing
a. Note: Improvements on EOS produce a more stable latency (e.g. not using levelDB)
= Architecture concerns:
= Notideal: Durability handled on two levels. EOS complexity isn’t reduced.
= Risk concerns:
= Namespace vs disk metadata discrepancy could be a potential durability issue
» Data availability concerns (FST becomes a single point of failure)
= Ceph dependency
= Cost concerns:
= Majority of files are very small (< 100KB). Erasure coding becomes expensive
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2023 EOS for Users: Roadmap

Xrdhttp Alma3d
replacing

libmicrohttp

2023 Q1 Q2 Q3 2024
Q4
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Thank you!
Any questions?

Special thanks to:
° Roberto Valverde Cameselle
° Jan Iven
o Hugo Gonzalez Labrador
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