EOS File Transfer Monitoring

Visualize EOS data transfers in one click and look

Presented by Cedric Caffy
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Initially, a very painful process...
e zgrep, grep, awk for each daily transfer file of EVERY MGM of EVERY instance

 Ran for weeks!!!

regex_read_bytes 0="&
rb=0&"'

regex_read _bytes="&rb
=[0-9]*"
regex_write_bytes 0='
&wh=0&"
regex_write_bytes='dwb=
[6-9]*"

read -r TOTAL _READ FILES TOTAL_READ_BYTES <<< "S(zgrep -Ev

"sec.app=(eos/drain|eos/halancing|deletion|rm|recycle|eos/replication)’

Seosreportfile | grep -v Sregex_read _bytes 0 | grep -o Sregex_read bytes
cut -d'=" -f2 | awk -f Sawk_files_bytes_prog)"

read -r TOTAL WRITE FILES TOTAL WRITE BYTES <<< "S(zgrep -Ev
"sec.app=(eos/drain|eos/balancing|deletion|rm|recycle)’ Seosreportfile
arep -v

Sregex_write_bytes 0 | grep -o Sregex_write_bytes | cut -d'=" -f2 | awk -f
Sawk_files_bytes_prog)"
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Initially, a very painful process...

A

CSV file

B

|MONTH

SN

20580960 1.28571E+16
36869610 9.02605E+15
36519003 2.80175E+16
50972604 3.09446E+16

D | E

F | &6

H | I

J | K

L

Y

N (©)

P Q

R S

T

U

V

16588376/ 3.1585E+15
17036770 1.3402E+16
21769241 8.8762E+15
19713695 7.49643E+15

12089336/ 3.44171E+15
30045914 5.66023E+15
27866223 6.9707E+15
44568924 6.13237E+15

12996405 3.04806E+15
13661623 5.07468E+15
16328827 6.57309E+15
16084048 5.47467E+15

149434 7.39455E+13
94702 2.19182E+13
41700 1.93128E+11
39185 26446855418

Total reads per protocol in 2022 - EOSLHCb

=]

B XROOTD —-22.2¢
® GRIDFTP —-0.009I
FUSE - 51.8PB
B HTTP - 2.39PB

Total # files read per protocol in 2022 - EOSLHCb

® XROOTD -114

¥ GRIDFTP —32¢
FUSE - 28,4M

B HTTP - 717K
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59474/ 1.79053E+13
40140 1.2049E+12
43085 1.26523E+11
42737 9.08881E+11

8085504 9.23736E+15
6650106 3.2955E+15
7438064 1.45981E+16
6265787 2.4753E+16

TOTAL_REAPTOTAL_REAPTOTAL_WRI»TOTAL_WRI»XROOTD_RE XROOTD_RE XRQOTD_WPXRQOTD_WPGRIDFTP_RP GRIDFTP_RP GRIDFTP_WGRIDFTP_WPFUSE_READ FUSE_READ FUSE_WRITFUSE_WRIT*HTTP_READ"

3421608 8.3658E+13
2485623 5.0683E+13
5031855 1.95093E+14
3305180 5.48627E+13

Total writes per protocol in 2022 - EOSLHCb

®XROOTD -20.17PB

® GRIDFTP —-20TB
FUSE - 0,38PB

BHTTP - 4TB

Total # files write per protocol in 2022 - EOSLHCb

8 XROOTD - 59M

® GRIDFTP - 185K
FUSE - 14M

B HTTP - 54K

EOS File Transfer Monitoring

116912 8.72607E+13
44399 3.60434E+13
467644 2.21509E+15
88101 5.42683E+13

1834 1.49969E+12
2299 1.88461E+12
626/ 2.41278E+11
646 6.53485E+11

HTTP_READHTTP_WRITPHTTP_WRITE_BYTES




| will never do this exercise again ;-)

Let's automate all of that and use tools suited for this...
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Use case

Get the amount of files/bytes transferred to and from EOS

* Per EOS instance
* Per protocol (XRootD, HTTP, Gridftp...)

« OQver a certain period of time
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What is the data source for this?

EOS File Transfer Monitoring



Data source - eosreport file

The "eosreport" file

keyl=valuel&key2=value2
A

log=a313af04-895e-11ed-aa7b-a4bf01795d29&path=/eos/atlas/unpledged/group-wisc/users/zhangr/HPO/FastCaloGan/F
astCaloChallenge/output/dataset1/v2/BNRelLU_hpo24-Mn1/pions_eta 20 25/train/.config.json.swp&fstpath=/data41/000

44788/a72a53d6&ruid=60449&rgid=1307 &td=AAAAAABE.16303:255@Ixplus718&host=st-048-bb6af1d4.cern.ch&lid=10

48850&fid=2804569046&fsid=38596&0ts=1672527507 &otms=434&cts=1672527599&ctms=854&nrc=0&nwc=3&rb=0&rb
_min=0&rb_max=0&rb_sigma=0.00&rv_op=0&rvb_min=0&rvb_max=0&rvb_sum=0&rvb_sigma=0.00&rs_op=0&rsb_min=
0&rsb_max=0&rsb_sum=0&rsb_sigma=0.00&rc_min=0&rc_max=0&rc_sum=0&rc_sigma=0.00&wb=12288&wb_min=409
6&wb_max=4096&wb_sigma=0.00&sfwdb=0&sbwdb=0&sxIfwdb=0&sxIbwdb=0&nfwds=0&nbwds=0&nxIfwds=0&nxlbwds
=0&usage=0.02&i0t=92420.258&idt=92403.188&Irt=0.000&Irvt=0.000&Iwt=0.460&0t=9.066 &ct=7.545&rt=0.00&rvt=0.00&
wt=0.09&0size=0&csize=12288&delete_on_close=0&prio_c=2&prio_[=4&prio_d=1&forced _bw=0&ms_sleep=0&ior_err=0
&iow_err=0&sec.prot=krb5&sec.name=someone&sec.host=Ixplus718.cern.ch&sec.vorg=&sec.grps=&sec.role=&sec.info=
&sec.app=fuse::Ixplus

| read transfer infos

| read transfer infos

| read transfer infos

@ Don't panic: https://eos-docs.web.cern.ch/using/reports.html

| read transfer infos

/var/eos/report/2023/01/20230101.eosreport
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https://eos-docs.web.cern.ch/using/reports.html

Data source - eosreport file

" "woE ‘R
The "eosreport" file @ Don't panic

log=a313af04-895e-11ed-aa7b-a4bf01795d29&path=/eos/atlas/unpledged/group-wisc/users/zhangr/HPO/FastCaloGan/FastCaloChallenge/output/dataset1/v2/BNReLU_hpo24-Mn1/pions_eta_20_25/train/.
config.json.swp&fstpath=/data41/00044788/a72a53d6&ruid=60449&rgid=1307 &t d=AAAAAABE.16303:255@Ixplus718&host=st-048-bb6af1d4.cern.ch&lid=1048850&fid=2804569046 &fsid=38596&ots=1672
527507 &otms=434&cts=1672527599&ctms=854&nrc=0&nwc=3&rb=0&rb_min=0&rb_max=0&rb_sigma=0.00&rv_op=0&rvb_min=0&rvb_max=0&rvb_sum=0&rvb_sigma=0.00&rs_op=0&rsb_min=0&rsb_m
ax=0&rsb_sum=0&rsb_sigma=0.00&rc_min=0&rc_max=0&rc_sum=0&rc_sigma=0.00&wb=12288&wb_min=4096&wb_max=4096&wb_sigma=0.00&sfwdb=0&sbwdb=0&sxIfwdb=0&sxIbwdb=0&nfwds=0&nb
wds=0&nxlfwds=0&nxlbwds=0&usage=0.02&i0t=92420.258&idt=92403.188&Irt=0.000&Irvt=0.000&Iwt=0.460&0t=9.066&ct=7.545&rt=0.00&rvt=0.00&wt=0.09&0size=0&csize=12288&delete_on_close=0&p
rio_c=2&prio_|=4&prio_d=1&forced_bw=0&ms_sleep=0&ior_err=0&iow_err=0&sec.prot=krb5&sec.name=someone&sec.host=Ixplus718.cern.ch&sec.vorg=&sec.grps=&sec.role=&sec.info=&sec.app=fuse::
Ixplus

cts Timestamp at which the file got closed

rb Amount of bytes read

rvb_sum Amount of bytes read by vector access

wb Amount of bytes written

delete_on_close File got deleted on close (used for filtering)
sec.app Application/protocol used to transfer the file
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Let's extract the infos from the
eosreport file




Extract infos from the eosreport file

Using a Python 3 script

/var/eos/report/2023/01/20230101.eosreport

For each line

-

Read line

.

Extract key-values

.

Filter entries

.

/

.

-
Create statistics

{sums by timestamp
bin)
L

~

/

—

Output statistics in
JSON format

~

eosreport_statistics.py
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eosreport_statistics.txt
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Extract infos from the eosreport file

Using a Python 3 script

s p
vy v

$ python3 eosreport_statistics.py --inputfile .eosreport --outputfile eosreport_statistics.txt --instance atlas --mgmhos
eosatlas-mgm.cern.ch

The EOS instance name and the MGM FQDN are not in the eosreport file!
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Extracted information are useless if not
persisted...




Persist the statistics

fluentbit

&) influxdb

eosreport_statistics.txt
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Persist the statistics Y
fluentbit

"Fluent Bit is a super fast, lightweight, and highly scalable logging and metrics processor

and forwarder:

Source: https://fluentbit.io/
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https://fluentbit.io/

)4

Persist the statistics |
fluentbit

G
GD
- Q
—_—
fluentbit fluentt

JSON Parser InfluxDB exporter

https://docs fluentbit.io/manual/pipeline/outputs/influxdb P i
influxc

https://docs.fluentbit.io/manual/pipeline/parsers/json
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https://docs.fluentbit.io/manual/pipeline/parsers/json
https://docs.fluentbit.io/manual/pipeline/outputs/influxdb

Persist the statistics @ influxdb

"InfluxDB is an open source time series database"

Source: https://portal.influxdata.com/downloads/
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https://portal.influxdata.com/downloads/

Persist the statistics & influxdb

2 databases in the same instance

Buffer
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Persist the statistics @ influxdb

Buffer DB

\ eosreports_statistics

time

protoco

eos_instance tags

mgmhost
total_read_bytes

total_vector_read_bytes
total_vector_write_bytes
total_read_files

J total_write_files

InfluxDB measurement

Fluent-bit did all the job ;)
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Persist the statistics @ influxdb
Prod DB

» Contains the per-day aggregation of data transfers

« Fed by the Buffer DB via a Continuous Query

AN AL
N N

SELECT sum(total_read_bytes) + sum(total_vector_read_bytes) AS sum_total_read_bytes, sum(total_read_files) AS sum_total_read_files,
Jistezd]

INTO PROD_DB.one_day.eos_datatransfer

FROM BUFFER_DB

GROUP BY eos_instance, protocol, mgmhost, time(1d)
fill(none) TZ('Europe/Paris’)

Runs every hour

Continuous queries doc: https://docs.influxdata.com/influxdb/v1.8/query_language/continuous_queries/
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https://docs.influxdata.com/influxdb/v1.8/query_language/continuous_queries/

Persist the statistics

Summary

populates

fluentbit

(@

Buffer

eosreports_statistics

time

protoco

eos_instance

mgmhost
total_read_bytes
total_vector_read_bytes
total_vector_write_bytes
total_read_files

total_write_files
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Continuous query

(@

Prod

EOS File Transfer Monitoring

&) influxdb

one_day.eos_datatransfer

time

protoco

eos_instance
mgmhost
sum_total_read_bytes
sum_total_read_files
sum_total write_files

sum_total_write_bytes




The best part: visualization!
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Visualize the data

~vTotalKPIs @& @

Total amount of files read Total amount of bytes read

632 wil 157 B

v KPIs per protocol

. Total data read per protocol: None + eos/gridftp + http + xrdcp and instance: alice + alicedaq + aliceo2 + ams02 + atlas + cms + Ihcb + p2 + public

== None Value: 77.2 PB Percent: 49%

- xrdcp Value: 40.0 PB Percent: 25%

== http Value: 39.5PB Percent: 25%
eos/gridftp Value: 370 TB Percent: 0%

Total # files read per protocol: None + eos/gridftp + http + xrdcp and instance: alice + alicedaq + aliceo2 + ams02 + atlas + cms + lhcb + p2 + public

== None  Value: 546 Mil Percent: 86%
= xrdcp Value: 547 Mil Percent 9%
= http Value: 30.9 Mil Percent: 5%

eos/griditp Value: 615K Percent: 0%
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Grafana

Total amount of files written Total amount of bytes written

64.6 wil 40.7 pB

Total data written per protocol: None + eos/gridftp + http + xrdcp and instance: alice + alicedaq + aliceo2 + ams02 + atlas + cms + lhcb + p2 + public

== http Value: 21.3PB Percent: 78%

- ) € PB F

== None Value: 5.49 PB Percent: 20%
eos/gridftp Value: 511 TB Percent: 2%

Total # files written per protocol: None + eos/gridftp + http + xrdcp and instance: alice + alicedaq + aliceo2 + ams02 + atlas + cms + lhcb + p2 + public

= xrdcp Value: 45,0 Mil Percent: 70%
== http Value: 13.2 Mil Percent: 20%
== None Value: 4.49 Mil Percent: 7%

eos/gridftp Value: 1.93 Mil Percent: 3%

EOS File Transfer Monitoring




Visualize the data S\

Grafana

Total amount of files read

632 wil

Datasource | () InfluxDB-eos-datatransfer-monit-prod v | @ > Queryoptions MD=auto=510 Interval =12h Query inspector
v A (InfluxDB-eos-datatransfer-monit-prod) ®@ 0 @ O :
FROM one_day eos_datatransfer WHERE eos_instance =~ /*Sinstance$/ AND protocol =~ /*Sprotocol$/ + V4
SELECT field(sum_total_read_files) sum() +
GROUP BY time(Sinterval) +
TIMEZONE (optional) ORDER BY TIME | ascending v
LIMIT (optional) SLIMIT | (opiional

FORMATAS | Time series ~ | ALIAS | Naming pattern
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Summary

populates .. ’
> e s y

fluentbit v

20230101.eosreport v

JSON Parser InfluxDB exporter
eosreport_statistics.py Buffer
fluentbit
continuous query
632 wil 64.6 wil 40.7 rB

~ KPIs per protocol

aaaaaa

aaaaaaaaaaa

(@

w
< N
)
' o\ i‘{m\ p y PrOd
Grafana @ influxd
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Let's deploy!
 For each EOS MGM (active and passive)

e yum install eos-file-transfer-monitoring
* Deploy fluent-bit influxDB output config via puppet

e systemctl start eos-file-transfer-monitoring
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Let's run it!

 For each EOS MGM (active and passive)

« At2am,a = runoeck job launches eosreports_statistics.py against the eosreport file of the day before

g a

i
1

RUNDECK
you

PROJECTS y e -
eos-file-transfer-monitoring =- ©inishssm
Run Again C'

DASHBOARD

7 Y
( Log Output » )
. 7

100% 54/54

EOS File Transfer Monitoring
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The evolution

e Service performance metrics - Transfer errors ratio

* Two new key-values were added to the eosreport lines at the end of 2022

ior_err Aread IO error happened during the transfer

iow_err A write 10 error happened during the transfer

* Modifications made to the existing tool

€D influxdb

Continuous query

eosreport_statistics.py
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The evolution

e Service performance metrics

* Transfer error ratio monitoring

Read Error ratio

0.00300

max v avg
—— ams02 0.00273  0.000176
aliceo2 0.00177 0.0000160
0.00200
= cms 0.000469  0.0000808
0.00150 == public  0.00000342 7.17e-8
Writes Error ratio
. atlas  0.00000338 9.68¢-8
0.00100
== lhch 0.00000191 1.66e-8 0.0150 max v avg
0.000500 - M\Aﬂ/\j\J\ — alice 1.73e7 6.2¢-9 - CMS 00127  0.000366
A A
0 8 L ams02  0.00777  0.000277
01/01 02/01 03/01 04/01 0.0100
- atlas 0.00489  0.0000856

== public 0.00150 0.000112
aliceo2  0.000309 0.00000434

0.00500
== |hcb 0.000119  0.00000838
0 \/\ oAl
01/01 02/01 03/01 04/01
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Let's give back to Caesar what belongs to Caesar

e Source of knowledge
* |IT-SD Monitoring Guild
e Main contributors

* Srobona Ghosh (Development)
* Manuel Reis (Development)
* Cedric Caffy (Fine-tuning + deployment)

* Maria Arsuaga (Service Performance Metrics)
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Yes, click on that link!
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