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Background

• Need to categorize critical CERN-IT services for LHC experiments

• A large part of services and its criticality have been already prioritised 
per WLCG MoU Agreements
https://twiki.cern.ch/twiki/bin/view/LCG/WLCGCritSvc.

• Additional areas to address:
• Hidden Dependencies: Unforeseen tools in the critical path.

• Technological Shifts: Influenced by changing technology.

• Service Evolution: Services evolving over time.

• Post-COVID: Altered practices for daily operations.

https://twiki.cern.ch/twiki/bin/view/LCG/WLCGCritSvc


Goals

• Pragmatic approach: Best-effort coverage for critical service requires 
manpower

• Cautious approach: Minimizing reliance on small components to 
reduce risk.

• Optimising approach: Review and evaluate services labelled as 
"really" critical:
• Real Critical Services: Risk to data loss and detector operations
• Reassessing Service Criticality: Potential relocation out of the critical path
• Impact evaluation: painful impact but not 100% affecting data taking and 

detector operations



Methodology

• The foundation: WLCG Critical Services Structure

• Measurable impact and urgency values to calculate criticality

• Introduce reasoning explanation

• Collect RCS communities' input

• Strive to converge with the WLCG Critical Services Structure

• Map the collected input to ServiceNow Functional Elements and Service 
Elements

• Potential for dependency rationalization on critical path

• Collaboration with RCS communities and IT managers for mitigation plans’ 
evaluation
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Common basis

• People depend on SSO with high impact and high urgency.

• Critical Role of OracleDB for Online Teams.
• With increasing impact of DBoD on the communities.

• CERNphone, Mattermost, ServiceNow are essential tools for the daily 
operations.

• Daily utilisation with high impact of OpenStack, LXPLUS and LXBATCH.

• Network and remote access are vital for connectivity.

• Many communities have already reviewed and updated the WLCG 
Critical Services Structure.



Full list available at https://cernbox.cern.ch/s/dYzBEnedl6oyMIP

https://cernbox.cern.ch/s/dYzBEnedl6oyMIP


And not so common basis

• Diverse impact and urgency given by different communities for the 
same service:
• Custom applications

• Different perception

• Some communities are preparing exit plans due to upcoming tool 
migrations. 
• Shall we try to align?

• Non-LHC communities needs
• Unique requirements may lead to extra service support



Proposal

• All the communities to review the consolidated document 
https://cernbox.cern.ch/s/dYzBEnedl6oyMIP
• All the individual documents are also shared

• Each community to finalise the impact, urgency numbers and reason field

• We escalate the document with the current input to the IT management

• In parallel, we organise a working group to explore community 
dependencies on critical IT services.
• Use Cases: Study specific use cases for each community.

• Mitigation Strategies: Analyse the presence or absence of mitigation strategies.

• Relocation Ideas: Share concepts for service relocation.

https://cernbox.cern.ch/s/dYzBEnedl6oyMIP


ADDITIONAL MATERIALS



ALICE Input

https://cernbox.cern.ch/s/uGTETGvisuJOCKH

https://cernbox.cern.ch/s/uGTETGvisuJOCKH


ATLAS Input

Disclaimer:

This input has been generated 
by the engagement team, not 
validated by the ATLAS teams.



CMS Input (I)



CMS Input (II)

https://cernbox.cern.ch/s/iAn6q5vQG6jrztm

https://cernbox.cern.ch/s/iAn6q5vQG6jrztm


LHCb Input

https://cernbox.cern.ch/s/1M9BxhYSOlHeLan

https://cernbox.cern.ch/s/1M9BxhYSOlHeLan


SMEs Input

https://cernbox.cern.ch/s/Vw9lm5yohkdEzOY

https://cernbox.cern.ch/s/Vw9lm5yohkdEzOY


Theory Department Input

https://cernbox.cern.ch/s/NKrveB2SMuLxKMx

https://cernbox.cern.ch/s/NKrveB2SMuLxKMx


EP-ESE input

https://cernbox.cern.ch/s/A9QeNnd2sOcoWCQ

https://cernbox.cern.ch/s/A9QeNnd2sOcoWCQ

