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ESS – ICS Automation Section

• The European Spallation Source is currently under 
construction in Lund, Sweden

– Even if the beam power was reduced to  2MW, the facility 
is still expected to be world leading shortly after it 
becomes operational, the first beam on target is expect for 
2025!
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ICS Automation Section

• The Automation Section is composed by around 20 
Automation Engineers, among ESS employees and 
consultants 

• ICS Automation Section, coordinates the design, 
development, maintenance, test and EPICS 
integration (IOC/OPI) of Basic PLC-based Control 
Systems 

• Grouped into different Work Packages for LINAC, 
Target, Conventional Facilities, Neutron Instruments  
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Generic Layer Architecture of a PLC-based 
Control System at ESS
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PLC Hardware

• PLC industry standard systems has been chosen 
based on the required signal speed: 

– for mid-range performance (< 100 kHz) Beckhoff/EtherCAT
has been chosen to implement real time fieldbus 
applications (e.g. motion control systems)

– to handle slower signal (< 10 Hz), the equipment selected 
was Siemens
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PLC Engineer Workstartions

• TIA Portal is used for programming, developing, and 
configuring Siemens PLCs, HMIs, and frequency inverters.
– Currently all the PLC projects are gradually upgraded from 

version 15.1 to version 17; the possibility to support version 18 
with our current control ecosystem is also under investigation.

– All the Siemens licenses are stored in a centralized server in a 
internal DMZ network, which is part of the ESS Technical 
Network Zone (TN).

• TwinCAT 3 from Beckhoff Automation turns almost any 
compatible PC into a real-time controller with a multi-
PLC system, NC axis control, programming environment 
and operating station.
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Tools

• Versiondog is a version control and archiving tool to 
maintain PLC projects (mainly Siemens) 

– Users can install versiondog client in their own laptop to 
access the server.

– PSG Group use a dedicated versiondog server for PLC 
Safety control systems

• GitLab, is also used for archiving and versioning some 
Beckhoff/TwinCAT PLC projects, being a valid 
alternative to versiondog.
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Development & Deployment VMs

• Two clusters of Windows (Windows 10 E LTSB) VMs with 
the same configuration and needed software were setup

• One cluster to deploy projects to PLCs which are 
connected to the ESS Technical Network for production, 

• Another one, which is connected to the ICS Lab Network, 
for development and deployment for PLC testing 
purposes.

• Both clusters can access the Siemens license server, as 
well as the Control Management Ecosystem services and 
tools
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Cyolo (https://cyolo.io/)

• In order to give access to the users in a safe and 
controlled way to the VMs connected to the TN, the 
Cyolo remote access solution has been configured
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Cyolo

• The remote access application portal provides the 
capability to the users to connect to applications 
(e.g. the

• VMs) based on their native protocols (e.g. RDP) or 
using the web user interface.

• Users can access the Siemens License Server from 
their own laptop connected to the office network (or 
home via VPN) using the Cyolo App, do for instance 
local PLC project development
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Control Management Ecosystem

• The Control Management Ecosystem has been built 
to facilitate management and maintenance of 
integrated control systems. 

• The ecosystem is composed of a number of different 
services and complimentary tools
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Naming Service and pvValidator

• The ESS Naming convention applies to systems and 
devices and signals controlled and monitored using 
EPICS.

• Once valid ESS names have been identified, a set of 
“Property” can be attached to them, in order to form 
a valid EPICS records name (aka PVs) according to 
predefined format and rules, for instance 
ESSName:Property

(e.g. DTL-010:EMR-TT-001:Temperature)
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Naming Service and pvValidator (cont’d)

• The web-based “Naming Service” is therefore 
provided by ICS division to assist users of the ESS 
naming convention to register ESS Name, and the ESS 
Naming Coordinators to administer their name 
elements

• pvValidator is python script was made in order to 
help control system integrators to validate PVs 
according to ESS naming convention, either online 
from running IOC, or offline via some text input file 
(either a PV list or an EPICS DB)
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CCDB

• The Controls Configuration Data Base (CCDB) 
contains configuration information relevant for 
controlling physical and logical devices such as 
cameras, power supplies, pumps, valves, etc. 

• This information is aggregated in the CCDB in one 
model of the ESS. The information in this model is 
complemented by supporting software products 
such as the ESS Naming Service for unique 
identification of devices
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Modelling of PLC-Based Control Systems
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PLCFactory

• It is a python-based software tool that is used to 
generate the set of codes necessary to achieve 
integration between a PLC and EPICS. 

• PLCFactory is intended to simplify programming PLCs 
and creating the communication interface between 
EPICS and PLCs

• PLCFactory can generation alarm and archiver file 
configurations, and the code to provide diagnostic 
information on the status of the communication 
between IOC and PLC.
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PLCFactory Workflow
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CE Deploy & Monitor tool

• A deployment tool that installs and manages the runtime of 
IOCs on a host machine. 

• It also provides IOC configuration control and history, allowing 
for easy troubleshooting and the ability to revert to previous 
versions if necessary
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PLC-to-IOC Overview Workflow
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Future Upgrades: Control Management 
Ecosystem

• CCDB was originally designed to be a “database of 
everything”, which is ill-suited for storing types of 
devices and relationships between them.

– The goal is to properly integrate this into our standard  IOC 
deployment toolchain (CE Deploy & Monitor) including 
PLC-based IOCs having a much simplified data format.

• : 
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Future Upgrades: PLC-EPICS 
Communication Protocol

• One current limitation in PLCFactory is the PLC-EPICS communication protocol 
available at the moment is TCP/IP (step7 and modbus). 

• This can be fine for Siemens PLCs, however for some Beckhoff/TwinCAT projects 
(e.g. motion control project) the communication speed cannot be obviously 
satisfying. 

• For these projects, whose number of PVs is quite contained, the integration using 
the fast Beckhoff ADS protocol is done manually (it should be possibile to include 
the ADS protocol inside PLCFactory)

• One other solution that is currently under investigation is the use of OPC UA, 
which can be used both for Siemens and Beckhoff PLCs. 

• The use of only one protocol could be then an advantage in term of maintenance, 
moreover the OPC UA EPICS module is maintained by the EPICS community.

• Benchmarks tests both in Beckhoff and Siemens PLCs are currently under 
investigation. 

• A final decision will be taken based upon the outcome of those tests, adding also 
into account the cost of the relative OPC UA license for both PLC systems.
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Future Upgrades

• Develop a better unit test for PLC-based control 
systems using pytest

• Beckhoff offers also an alternative operating system, 
TwinCAT/BSD, for selected Beckhoff Industrial PC 
platforms.
– TwinCAT/BSD combines the TwinCAT runtime with FreeBSD

– Being FreeBSD a UNIX like environment, it would be 
possible to run EPICS IOCs locally, avoiding the overhead of 
a VM

– See K. Lauer poster: “TwinCAT BSD Virtual Machines and 
Ansible Provisioning”
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END

• QUESTIONS ?
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