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Outline

o Short intro to CERN
« Industrial Controls at CERN
« CERN-Siemens/ETM partnership




« European Organization for Nuclear Research

- Started in 1954 to promote research on nuclear Physics in Europe and
not to be left behind the US and the Soviet Union

- Precursor of many collaboration projects that came afterwards
- International organization
- 22 member states (mainly Europe plus Israel)

« Numerous associated members and observers

- Open to worldwide scientific community: 17500 people

12200 visiting scientists, 70 countries, 110 nationalities,
600 institutes

- 2600 employees, 500 students, 800 fellows
- Budget: 1.1 mld CHF




CERN Mission @




%) Nuclear today? Not at all
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Although some short-living radioisotopes are produced for cancer treatment in the Geneva area



“) Fundamental research

NS

atom electron nucleus proton neutron quark

Antimatter | ‘ Higgs Boson







How Is this done? @




(@) CERN: European Centre for Particle Physics

The Large Hadron Collider Lake
27 km in circumference £ Geneva

Geneva
airport







@) Accelerator Complex
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“) LHC Particle Detectors




@) How everything fits together?




But that's not all...
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) Spinoffs

1989 - 2019

http://cern.ch/web30



http://cern.ch/web30

Looking ahead @




LHC future
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« Proposals for the future colliders at CERN

- Compact Linear Collider (CLIC)
« Conceptual study
o 11-50 km linear, 3 TeV; in stages
. ~2035?

- FCC (Future Circular Collider)

. Conceptual study

o 100 km, 100 TeV ( E;hce ’
- Projects are complementary

e SPS—LEP—LHC—....

« Update of the European Strategy for Particle Physics
- Guide the direction of the field to mid-2020 and beyond
- May 2019 (The Open Symposium)
- January 2020 (The Strategy Drafting Session)




CERN Industrial Controls




o) LHC: world largest particle accelerator

27 km, 100m underground, Four major detectors: ,ALICE ATLAS CMS andLHCb

The 1‘ur\r\ { of: the Lar g Had ron Collider (LHCD host
fFour gigantic detectors: Alice, ATLAS, CMS and
LHCL. They are housed (n cav ns LOO m onder rground.




D) Industrial Controls at CERN

Cryo 9:9

o ¥ £\
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Electric Grid Interlocks and Safety ..and many othes




Industrial Control challenges

« Goal: maximize and optimize physics data-taking by maximizing uptime
and optimal operation of detectors, accelerators and technical
infrastructure

« Additional specific requirements:

- Environment:
. radiation areas, strong magnetic field up to 4T

- Unprecedented number of 1/0
e (3 M h/w channels in ATLAS)

- Data volumes and rates
. (e.g. QPS 200.000 changes/s)

- Large distributed and interconnected systems

- Complexity (control logic, multiple technologies)
- Highly de-centralized instrumentation (>27 km)
- CERN electrical grid ~ Canton of Geneva




&) Architecture

Data
Analytics

o)
=
=
<
O
S
<
%)
o)
o
1

Technical Network

HVILV PS



D)l Architecture

Data
Analytics

o)
=
=
<

O

S
<
%)

o)

o
1

Technical Network
OPC UA

HVILV PS



&) Architecture

Data
Analytics

P

o)
=
=
<
O
S
<
%)
o)
o
1

Technical Network
OPC UA

HVILV PS



%) Architecture
Anz?;tailcs m

o)
=
=
<

O

S
<
%)

o)

o
1

Technical Network
OPC UA

HVILV PS



%)
7
Q
£
%)
-
m
c
2
©
N
'©
-
2
>

Logic, Archiving

Architecture & Figures

Data
Analytics

HVILV PS

600 PLCs

200 OPC UA Servers

60 RT Front-End
Computers (Industrial PCs)

Hundreds of Power Supplies
Thousands of Fieldbuses
10 M Hardware 1/O




@) Approach to Industrial Controls

Use of Industrial (COTS) solutions whenever possible
- Custom radiation-tolerate electronics and middleware

. Standardization at all layers of the controls chain (also ISA, IEC)
- Restricting the number of technologies and protocols RS s

« Development of generic Industrial Controls Frameworks ATLAS Embedded
- _ Local Monitor Board
- Joint COntrols Project (JCOP) and UNICOS

« ~850 industrial controls applications were developed using these frameworks

\ ruend

ATLAS CERN Electrical Grid Cooling & Ventilation




Standardized Technoloc

SUPERVISION, Visualization and programming
: WinCC OA (PVSS) SCADA (standard)
. Legacy systems: PCVue32, FactoryLink, WinCC

CONTROL WiTe
: SIEMENS, Schneider (standards) WorldFIP :
+ Industrial PCs: SIEMENS IPC, Kontron I —
FIELD LAYER ‘i
Industrial instrumentation: Sensors, actuators G
Industrial customized actuators: Profibus PA positioners CAN
. ; o ; SIEMENS
Home made electronics: ELMB, Signal Conditioners (CRYO), Power supplies
COMMUNICATIONS elelole L Schgeider
. Fieldbuses: Profibus, WorldFIP, CAN, Profinet, Ethernet/IP o
. In house developments: White rabbit ZEEn FB CAEN
. OPC



Application Specific Layer

UNICOS Framework

~N

Simatic WinCC Open Architecture

S7, SNMP, Modbus, etc.

Dedicated

C++ Servers G Byl

@ :
Hardware L 2 ﬂ




WINCC OA as key In element
In the standardization of
CERN Industrial Control
Systems

WinCC

Open

Architecture
SIEMENS




SCADA evaluation

« Selection of technologies for the LHC era
- Started in 1996
- Use of industrial products/standards
- Many technologies evaluated
- SCADA, middleware, fieldbuses, PLCs, etc

« SCADA evaluation

- Extensive market survey (hundreds of SCADA, 40 companies contacted for
Specs)
- Evaluation 1997-99 ( >10 man-year effort, 6 products evaluated)
- Very long list of criteria
- PVSS (WInCC OA) selected in year 2000 after CERN tender
« Since 2007: PVSS Il -> WIinCC Open Architecture




Why WInCC OA ?

Scalabllity

- Large Distributed Systems
- Millions of I/Os

- Datapoints: Structured tags
- High troughput

Openness
- CTRL, C++ API
- API Managers, Drivers, CtrlExt, EWO

Multiplatform —-
P q .

Partnership with the company
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O)l Projects: the LHC

Cryogenics and instrumentation
- 11k actuators, 5k control loops

- 50k 1/0O tags, 100 PLCs, 40 FECs

- 26 SCADA servers, 1.5 M tags

LHC: 9°600 Magnets for Beam Control

Vacuum
Magnet Protection Systems
Powering and interlocks

-JJ'A.:
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@) LHC Cryogenics

compressor
stations

L H C C ry()g e n iCS (or the coldest place in universe! -271°C)

helium storage

75 mitanks [QSVA
(I Tanks h 250 m3 tanks

Qsce]
Bseel RS
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cce Exist, oA OSA CcCB
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1’800 sc magnets
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i H
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36000t @ 1.9K
130 t He inventory

Pt7 cold boxes
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Cold Comp. Box,

liquid nitrogen
storage

Cold Comp. Box,

Cold
Interconnecting ST

Box
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QUIB: For P2
QUIC: For P18

Curent leads return - 4B [ Currentleads return,
RL d:m R
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@) LHC Cryogenics Controls

- 27 km of decentralized instrumentation and control
- 50k I/O, 11k actuators, ~5k feedback control loops
- Control: ~100 PLCs (Siemens, Schneider),

~40 FECs (industrial PCs)
- Supervision: 26 SCADA servers : 1.5 million TAGS

Instruments Range Total
TT (temperature) 1.6- 300K 9500

Logging DB Gh/day

PT (pressure) 0-20 bar 2200 C_CRYO, 4.0635
LT (level) Various 540
EH (heaters) Various 2500
CV (Control Valves) 0-100 % 3800
PV/QV (On Off Valves) = 2000
Tunnel Instrumentation
A e -

SU_LOWBETA,

P T0.7858

PIC,0.0004

Electro-pneumatic positioner, SIPART RadTol in-house electronics for signal COLLIMATOR,

S : WIC,0.0000
PS2 conditioning and actuation 0.0001




A variety of Control Systems

[ - Detector Control Systems ]

- Run Control Systems
- Detector Safety Systems
- Gas Control Systems
- Magnet Control Systems

- Vacuum Control Systems

« For
- The 4 LHC experiments
- Smaller experiments COMPASS, NA62
- Low-energy experiments: ISOLDE
Other experiments: CAST, CLOUD

nnnnn
::::




« Up to 160 Interconnected
WinCC OA Systems

« Upto3MI/O

 Upto 10 M variables
(dpes)

« Common Oracle Database

« Synchronized through
FSM and Expert System

. . T — = | o e R BT - T E SomT
* Asingle non-experience &= - S
operaior LA 1

Cortrols



@)  Distributed Supervision Architecture in ATLAS

NS

BACK END

LHC Global Control Stations (GCS)
DSS

MAGNETS
CERN

DATA R : ‘ )
BASES

Sub-detector Control Stations (SCS)

, —— d |
I | | | | { | | | [ | |
Crve Lsor L ver | oz oo

Local Control Stations (LCS)

TDAQ

|

FRONT END

| | ) '\
—— | COOLING | RACKS [ ENVIRONMENT




® Electrical network

1250k VA, 400V




&) CERN Electrical Network
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@) WinCC OA for Electrical Distribution

CERN Infrastructure }

| Central Logging | | Central Alarms |

{ Oracle DB

CERN Control Center —\\

o Sarver 1‘* m Everything Controlled by a
Reduncant. single redundant WinCC OA
System (5 M dpes)

Server Redundant Server
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II e
J

pLc_LI | PLC [P 1l __ l L[ PiC PLC
----- [1 IED,] l ED g EEE! I IED vew IED J | IEE]
‘ || SAU—T | . '"|'| SA T .

Primary Equipment Primary Equipment .ar',- tquupm:_-nt
reakers, transformers, busbhar, ete.) (breakers, transformers, busbar, etc.) {breakers, transforme

ime e -
Substation | RTUl [ Server | Substation | RTUl | Sarver | Substation

Data Concentrator Layer

~ = —
= |J - ===

Acquisition Devices 215,000+ Tags / 20,000+ Devices / Heterogeneous Manufacturers and Protocols




) WInCC OA HMI for Electrical Grid
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20 years of Successful Partnership

SIEMENS
Ihg,a\u for bfe
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e Current work

Long-term partnership

. Different collaboration models with Siemens & ETM

CERN specifications + feedback
Joint Workshops (with source code)

Openlab ..-. :.. CE RN

. Many results ?.:.; Openlab

WinCC OA Distributed Systems
WiInCC OA Oracle Archiver optimization
WinCC OA User Interface technology (Qt based), WebUI, CTRL++
WinCC OA Driver development (Modbus, S7)
ML applied to ICS . Reference site and visit organisation for
Distributed Complex Event Processing potential customers
PLC Security
« Regular follow up meetings

- Annual meetings to review roadmaps, get
Next Generation Archiver information about new products and releases

Industrial Edge & Device Monitoring (Nuremberg, Eisenstadt)

- Regular meetings to follow up on support issues
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) Ongoing and Future Challenges

« Migration of Archiving from Oracle to Influx DB and
PostgreSOQOL/Timescale DB

¢ Integration of Machine Learning and Al to reduce
operation and maintenance cost:

* Predictive maintenance

e System Optimization

\_ problems or to take automatic corrective actions

\

« Smarter control system that can guide operators in the event of

)

* Integration of Industrial Edge and loT devices




@) Some selected ML results (1/4)

Abnormal Oscillation of
cryogenics valves

Anomaly Detection
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2] Some selected ML results (2/4)

Root-cause analysis in the event of major events (Alarm flood)

Short | Local Time.

Domino effect

Misleading feedback!
Actual problem in the

distribution and not in the Pump

SIEMENS

d
® Fault in the distribution system
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[CMSCSC_Di 68inPresAl _[PTux24 - Rack B8 input {CSC. Detais) 2 - Rack
CMSCSC_Di 70inPresA ~ Rack 70 inpu {CSC_Detais| 2 - Rack T
[OMSCSC D B9InPresA ~ Rack 69 np etais| 024 - R
[OMSCSC D 7InPresA ~ Rack 67 inp ais P04~ Rac
[CMSCSC Di 63nPresA ~ Rack 63 inp ais A
[OMSCSC D bAnPresA — Rack b4 ip ais 24 R
OMSCSC_Di BoinPresA ~ Rack 5 inp ais| 24 Rac
[CMSCSC_Di 690utPresFAAPTxxb - Rack 69 ar ul ol 025 - Ra!
(OVSCSC D B60uPresl — Rack 66 outp als| 05 R
[CMSCSC._Di 630uPreshl 5 a(kssnmn:}c_sc eais| oS -
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CMSCSC ~Rack 70 far ut]SC Detais| 05 - Rack 1
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[CMSCSC Di 610utPresA - Rack 61 outpulCSC Detais| 25 - Rac
OVSCSC i 63C ~Rack £3 far ot CSC_Detais|
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CMSCSC. i eads Ul Stop Alam
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OMSCSC. s [Rack 61 alam
[OMSCSC. ais [Profot

Alarms flooding




2] Some selected ML results (3/4)

Shot| Local Time Aias Deserplion [Doman— [ature [name Ve
{CSC Detais| - Rack B1 input pres [FALSE
CSC Detat o024 Rack 6 input pros FALSE
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fault / abnormal Root-cause and Gap Early-Warnings to
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and Prognostics and Patterns Mining Hours
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® by the same fault
Achievements:

v |dentification of the root of the problem

Sequence: Confidence: 83.3 % / Appearance count: 5
CMSCSC_Di_62PRegAl | Alarm Unacknowledged | Rising

CMSCISequence: Confidence: 100.0 % / Appearance count: 6 Pattern AA B A A B __’Ala rm

CMSC . -
csc] | HECSC e s o 0 v" Algorithm learns patterns and use them

cvse] | DGRt it O cequen ot | g XTCDFAAEDNDBKDFAABKD to forecast possible faults

CMSCSC_DI_YC60395 | Off/Closed Status | Falling
CMSC CMSCSC_Di_YCA0995 | On/Opened Status | Rising
CMSC CMICSC_Di_¥CE0995 | Output Order Value Status | Rising

N e v' Early warning to operators to intervene
‘:l*g?;gnlab SIEM ENS 15




2] Some selected ML results (4/4)

Visual feedback and alarms in WinCC OA as result of ML analysis

unicosHMI_1: P6_62 " .
@\ [~ | S: vision/OSRE/PE_LHCB_QSRB_OVERVIEW.pnl B I.—,vﬁ? Vel & e meonttor A
P& |$ w] o—l = @ m 03:14:32 PM 12/01/2016
<« VL"B ol ‘mmmm 10:27:55 | LID_neL7_EHS708 |oau LHe bath, coold 5nm‘r Stop Interock Stat ‘rRuE |m ‘ 23 Unack SIEMENS
T B 4 _0BL7_E x LHe bath, cooldown [SO0H Temporary Stop Intero us 361/ 361 2 nac
P6_LHCB_QSRB_CB TU45 & & Valve Oscillation Analysis 1D: 63f1b- b 11e6-8c13-02163e008c5b for ...
03:14:32 PM 12/01/2016 x

Time serles data | Trend Op!

Settings -
[X QSRB_6_5CVZz11A0.PosSt  46.8
Warm HE

< L Jar) & Jaa)]
supply = =

Freauency response

%I Amplitude over frequency for analysi:

_id=6371b48e-b092-11e6-8c13-02163e008c5b

|| Threshold over frequency for analysis_id=63f1b48e-b092-11e6-8c13-02163e008c5h

| AP )aa

1 - QSRB_6_5CV211 Brake valve 5TU210 - x

asre_s_scvznt ERLDm
| Regulation | Alarm | Event | Comments | Analytics >

FIND ANALYSIS | [ Tabie Options - |

No_| Anomaly ID [7s Beain TS Ena [ype| Comment = Midrsasis
9| b7160b96-b553-1186-baa| 2016.09.16 22:00:13.000 | 2016.09.17 01:59:57.000 | Oscill Spectrum P T T e T T e T T T T T
10| 347d8dac-b549-11e6-a6f< 2016.09.17 02:00:07.000 | 2016.09.17 07:00:01.000 | Oscill Spectrum 0.000 0.010 0.015 0.020 0.025 0.030 0.035 0.040 0.045
1137003804 £545- 110626 2016.09.17 07.00-12.000 | 2016.09. 17 12:00.05.000 | Oscil Spectrum __| Amplitiude-Period | Table Options - Basic information
12| 3b857828-b549-11e6-a6f 2016.09.17 12: TEST 2016.09.17 17:00:03.000 | Oscill Spectrum - Analysis ID{1b48e b092_11e6-8c13-021632008c5b |
T3l ooesedss bo15 1rce sen| so16 05 1 17Tl | 2016 05.17 25008 006 |omok Spacim No. [Perioa I R 1 -t0e DOAZ. 11063013 021630008050,
14|41e7bfee-b549-11e6-a64| 2016.09.17 22:00:17.000 | 2016.09.18 01:59:58.000 | Oscill Spectrum|__| 1 197.7143 Object:(QSRB 6 5CV211A0.PosSt
15|5MB75r94-b092-11e6-6c13| 2016.09.18 02:00-05.000 | 2016.09.18 06:59:59.000 | Oscill Spectrum| 2 | 2 499.7778 Type:| Osciliation Analysis
16/6371b486-b092-1166-815 2016.09.18 07:00:10.000 | 2016.09.18 12:00:01.000 | Oscill Spectrum [~ | TS Begin:(2016.05.18 07.00:10.000

3 ] D) ; 3

Analysis Type Filter.. = | JIALL] _ [Present Selected | | Presentail | | Present Last... -

\ on H orr H Set value... [ Inc. H Dec ][ Allow Rastart ][ Limits

Comment: Spectrum analysis to detect
Domain{ CRYO

|
|
|
TS End:[ 2016.09.18 12:00:01.000 |
|
|

[ Auto wode || anuatwode | _rorcutmode | Ak auem | seiec

Status: Working prototype
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