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Malicious S/W, 
containers, …

Laptops,
smart phones

People

IT services, 
control systems

Malicious URLs 
& attachments

Adversaries
(“Hackers”)

Lateral 
movement



Operational Financial Legal Reputational

Risk Matrix

Water-Holing

Misuse of compute power

Violation of copyrights

Impersonation

Data theft
Attacking third parties

Defacement

License infringements
Sabotage

Financial fraud

Espionage



Campus WLCG & EGI

Data centre Control systems



CERN Computer Security Operations
Computer.Security@cern.ch Operational Risks



CERN Computer Security Operations
Computer.Security@cern.ch Financial Risks



CERN Computer Security Operations
Computer.Security@cern.ch Reputational Risks2011 20232008



CERN Computer Security Operations
Computer.Security@cern.ch Principles

Computer Security Team’s Mandate: Protect
CERN’s operations & reputation against cyber-threats.

Incl. the WLCG and our academic R&E community.

Approach: Find a pragmatic balance between
“Operations”, “Academic Freedom” & “Security”.

Strategy: Enhance CERN’s security posture wherever 
its agility/complexity/heterogeneity allows. 

Have excellent threat intel to anticipate attacks.
Detect early; respond quickly & thoroughly.

https://home.cern/news/news/computing/computer-security-about-risks-and-threats
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Policies: Maintaining CERN Computing Rules (OC5).
https://cern.ch/ComputingRules

Dedicated Training: Providing in-depth training on 
security practices incl. programming (with HR).

Plus “Serious Gaming” and “WhiteHat Challenges“.
5 “Zebra” table-top exercises, one with real policemen from Geneva & Pays de Gex;
~100 CERN WhiteHats trained, plus many more students from external universities

Basic Training: Giving regular awareness/on-boarding 
sessions. Plus online security courses.

Plus “Bulletin” articles. Plus “clicking campaigns.
1+ session per month; 300+ articles published in total 

https://security.web.cern.ch/training/en/CERN%20Articles%20On%20Computer%20Security.pdf
https://home.cern/news/news/computing/computer-security-room-top
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2FA: Deploying extra protection to 
accounts.

https://home.cern/news/news/computing/
computer-security-log-click-be-secure

“Gotham”: Notifying “unusual” logins.
~4770 notifications per month

https://home.cern/news/news/computing/
computer-security-your-remote-logins

Dumps of Exposed Passwords:
Notifying when used outside. Ditto for our community.

Forcing reset when used at CERN.
Monitoring ~9k communities; reporting ~11k exposed passwords per day (~4/d for CERN)

https://home.cern/news/news/computing/computer-security-password-revolutions
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ESET Anti-Virus/Anti-Malware:
Providing endpoint detection & response software

for BYOD and CERN-owned devices
~600 Bring-your-own-devices (BYOD) and 200+ CERN-managed devices

https://home.cern/news/news/computing/
computer-security-winter-season-virus-time-one-free-pill-your-device

Threatray Memory Hashing: Detecting anomalies on 
CERN-managed devices

~50 devices so far in testing; IT department to come next month

EOP ─ xorlab ─ MDO Mail-Filtering:
Quarantining SPAM & malware

~115k emails analysed per day; 10% SPAM; 2% quarantined; >12/d manually checked (… >50% FP)
https://home.cern/news/news/computing/computer-security-wrong-link-wrong-login-and-boom
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Automatic Vulnerability Scanning:
Identifying weaknesses of endpoints & servers,

unused firewall openings, as well as exposed
secrets and ransomwared files on file storages.

~24k devices scanned per month; ~210 issues per month; ~12M EOS file actions analysed
https://home.cern/news/news/computing/computer-security-time-spring-clean

Security Consultancy & Reviews: Improving
CERN’s security posture (via cloud/software license

office, IT consultants, IT Architecture Review Board).
20-30 in-depth reviews per year

Self-Security Assessment for Cloud Services:
Providing metrics, guidelines & controls for better security. 

Prototype ready. Looking for volunteers to test it
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PaloAlto Firewalling: Performing deep 
packet inspection and policy-based
IP, domain & URL blocking (with IT-CS).
>2x 200Gbps (ingress+egress) IPv4&v6 monitored in-line
https://home.cern/news/news/computing/
computer-security-cerns-new-first-line-defence 

pDNS Containers: Helping WLCG sites to do alike. 

DNS RPZ & Firewall: Blocking
malicious & typo-squatting domains
(with IT-CS & SWITCH). Ditto for 50+ CH & F hospitals.
~800 domains blocked by CERN, >100/day by SWITCH. No hospital got ransomwared so far
https://home.cern/news/news/computing/computer-security-when-cernch-not-cern
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Software-Bill-of-Materials (SBOM):
Pushing via CNIC for a curation service to avoid 
(automatic) downloading of
malicious libraries, packages, containers & VMs.
This also improves dependency trees and licensing.
https://home.cern/news/news/computing/computer-security-when-your-restaurant-turns-sour

Code / Container Scanning:
Deploying GitLab/GitCI and Harbor security features.
“Avoiding salmonella in your code” ─ Bulletin article to come
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.

e.g. IPs, domains, file hashes
from our peers and security 
vendors.

ThreatIntel:
Obtaining high-

quality Indicators 
of Compromise.

Collaboration: Acting as a trusted, neutral broker,
aiming at fostering cooperation and trust in our community:

WLCG/EGI/OSG, SWITCH (CH), REN-ISAC (5-eyes); 
+Governments: MELANI (CH), ANSSI (F), CH-CERTs;

+Law enforcement: Interpol, Europol, FBI, CISA, local police;
+Int’l org’s: GISSIG/UNISSIG; and with security vendors.

P.ex. this year: 30+ universities world-wide informed of ransomware preparations in their IT infrastructure

~15M IoCs shared with 1000+ peer organizations; 100k+ IoCs currently actively monitored 
https://home.cern/news/news/computing/computer-security-protective-intelligence
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Ingestion, Processing & Storage:
Monitoring traffic at the Internet & TN gates,
DNS requests, CERN SSO logins,
LXBATCH/LXPLUS/AIADM activities, … 
Google Workspace & MS Azure to come.
Ingesting: ~3TB of data;
Storing currently: ~220TB in total (~1PB if uncompressed);
Analysing per day: ~3B network connections,

~1.2B DNS requests,
~570k logins,
~4B command executions

https://home.cern/news/news/computing/computer-security-digital-trenches
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“Auto-Notify”:
Notifying resource owners

(devices, accounts, websites, …)
of problems with their resources.

~300 reports per month (plus ~4700 “Gotham”)
https://home.cern/news/news/computing/

computer-security-our-findings-your-problem

Forensics: Providing capabilities 
and tools like Joe Security, Prodaft,

Threatray, Velociraptor.
https://home.cern/news/news/computing/

computer-security-catch-me-if-you-can
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CERN Computer Security Rota: 
Providing 2nd line “GoD” (with IT),

3rd line “SEC” (with IT-CA), and
4th line Computer Security Officer.

Grid Security Rota:
Leading the WLCG Security Office,

Leading EGI Incident Response Taskforce,
Leading EOSCfuture Incident Response TF. 

“SAFER” Community Security:
Providing world-wide incident response.

https://home.cern/news/news/computing/computer-security-safer-teamwork
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Malicious S/W, 
containers, …

Laptops,
smart phones

People

IT services, 
control systems

Malicious URLs 
& attachments

Adversaries
(“Hackers”)
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“Computer Security” (at CERN) is manyfold and complex.
Still we cover all essential aspects (and hardly cope):

Prevention, Protection, Detection & Response
https://home.cern/news/news/computing/computer-security-permanent-chess
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At CERN, users are responsible in first instance for the 
security of their devices, accounts, services(!), data, ...

We try to assist, but need their help and buy-in to 
ensure your services are secured:

• We discuss new features early
• Design with “security” in mind
• Tackle jointly
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https://security.web.cern.ch/reports/en/articles.shtml https://security.web.cern.ch/reports/en/monthly_reports.shtml


