About OmniISOC

Shared 24/7/365-capable cybersecurity
operations center for research & higher
education (R&E).

Led by/located at/leverages IU: Data
Centers, GlobalNOC, InfoSec team, HR,
legal, office space, etc.

Average volume across all members: >
16 TB/day; > 17.2 B events/day; > 200k
EPS.

Elastic is key technology partner.



OMmniISOC: always watching:
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4% OmniSOC Core Service:

L)

> 24/7/365 monitoring and alerting
> SIEM (dashboard) access

> Project Liaison:
Onboarding support, single POC for emerging issues,
interpretation, coordination of mass security events.

< SOC - Plus:

> Honeypots, SIEM build/replacement, EDR,
managed vulnerability scanning

% Cybersecurity Staffing Services:

> Embedded, fractional- FTE: CISO, CISO advisory,,
partial FTE security analysts/engineers, virtual
cybersecurity teams, specialized IR teams, SOC
readiness assessment, research- specific
cybersecurity consulting.




Key features

o 24/7 network monitoring/threat e Higher Ed collaborator/
hunting capability @ lower cost higher Ed focus.
than hiring on-premise staff. e Helps meet insurance SOC
e Provides only actionable alerts. requirements.
e Community “herd immunity:” e |everages MITRE ATT&CK
Leverages threat intelligence framework.
gained from across all members’ o Acts as extension of
data.

member’s local security

team.
§“
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e Cybersecurity staffing services
(partial-FTE staffing)



Current Member Community
Higher Education

Regiona| Networks University of California Santa Cruz Ic_:iklwlieggheCarbon SO

K \ Case Western Reserve University , ,
University of Nebraska

Claremont Colleges* : :
Northwestern University

Clemson University

Purdue University
\ J University of Connecticut

NSF Facilities Creighton University

Rutgers University

San Diego State University
Academic Research Fleet

NOIRLab

DeSales Universit : .
J Santa Clara University

Fordham Universit
o Stony Brook University

National Radio Astronomy
Observatory

Indiana University Virielite el

Lehigh University

ACCESS

University of Wisconsin System

*Finalizing contract §
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Why not DIY?

e $67k ELK server, storage cluster, and software licensing to build
monitoring system

e $95,380k/year ( average salary, Glassdoor) security engineer salary, x
1.5 for tax and benefits, x 4 for 24/7/365 coverage = $572,280

e $50k/year to provide professional development and training to keep
this staff up to date on the latest techniques and technologies

~$689,280 year 1
~$600,000 each year following
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Must Have (Required)

Traffic Session — N/S
o e.g. Netflow, Zeek, Conn logs

NIDS
o e.g.Suricata, Palo Alto Threat
logs

DNS query logs
o e.g.Bind, Zeek DNS

Endpoint logs for critical
systems
o e.g.Crowdstrike, Elastic
Endpoint, MS Defender

Log Requirements

e Application layer protocol

analyzers
o e.g.Zeek, HTTP, SMTP, TLS,
Weird

e Centralized Authentication
o e.g.AD, kerberos, O365

e Malware
o e.g.MS Defender

e Web Proxy
o e.g.Palo Alto, Squid

L 4 .
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Helpful—Not Required

NAT logs for public/private IP
mapping

DHCP
o e.g.Zeek DHCP

Traffic Session E/W
o e.Jg. Netflow, Zeek Conn logs

Endpoint logs for high value (less
than critical) systems

Wireless/VPN Authentication

Vulnerability scanner results
o e.g.OpenVAS, Nessus, Qualys

Honeypots
o e.g.Duke STINGAR

Service-specific access logs
o e.g.MSSQL, MySQL, Apache
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Typical Archltectu re
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Member Network OmmSOC Network .
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aggregators . different sources
Iqserted into Kafka as-is | > Data augmented with
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® file

® spywa
® scan
@ packet

i Daily incident and threat hunting

® flood

< Automated Detections
% NIDS Alerts

O > Newly encountered alerts

mp per 30 seconds

> Recent alert spikes

P~ % Known Bad

::23 > Previously actioned 10Cs (Across all OmniSOC
® s34 members)

o 636

® 080 > External Threat Intelligence

® s080

% Ignore Known Good/False Positives
> Know thy environment

21:58:00 22:00:00 22:02:00 22:04:00
amp per 30 seconds
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Deeper hunting

% Manual Hypothesis Based
Hunts

% Long Tail Analysis:

> Unigue metadata groups (e.g.
Browser User Agents)

> |east occurrence events
% Anomaly Detection
> (C2 Beaconing

> Baseline Deviations / Machine
Learning

g
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Communications/Member operations

OmniSOC engages with members through:

o Tickets

e Emalil lists
o Monthly Hunt Summaries
o $NEWSINT Events

e Video Conferencing (Zoom)

o Bi-Weekly Meetings: Platform Updates / Reported Incident Reviews
e Slack

o Interactive discussions/ Information Sharing
e Hunt Journals/Case Management
e PL/VCS Engagement

%!

OmniSOC |
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omnhnisoc.iu.edu
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Typical Use Case

Requirements Typical Services
e Higher education or research e Core Services @ 50-200 GB o ~$81K-$98K
institution Level o Managed 24X7 monitoring,

alerting, actionable alerts,

e REN-ISAC member deep threat hunting

e Defined resource to address e .25-5FTE virtual
alerts . . Cybersecurity staff o ~$41K-$83K
o May be OmniSOC virtual staff o Onboarding lead + other o 1year, often extended to
ears 2,3

e Has necessary logs tasks Y '

o Or funded plan to add
e Funding for member fee

e SIEM (dashboard) access o ~$14K*
o For security teams o Included in above Core

Service figures

Onboarding

3.2 omnisoc "



Member Fees
For institutions with

Drivers enrollments ~10,000-15,000 and
Average log volume Ingest of 350-500 GB dalily,
(GB/day) OmMnNISOC can provide 24x7x365

monitoring & delivery of

actionable alerts + deep threat

hunting (Core Service) @ a cost
Need for hosted SIEM less than 2 FTE.

Data retention (30

days standard)

Need for other
services

3.3 Omnisoc
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Member Fees
Historically, for institutions with

enrollments ~ 5,000 and ingest
of 50-150 GB daily, OmniSOC
can provide 24x7x365

. monitoring & delivery of
Data retention (30 actionable alerts (Core Service)

days standard) @ less than the cost of one
Need for hosted SIEM FTE/FTE with benefits.

Drivers

Average log volume
(GB/day)

Need for other
services

3.3 Omnisoc
16




Roadmap to membership

Scoping and contracts

Sizing, selecting right services, establishing contractual relationships,

Deeper discovery

Establish commms channels, better understanding of your infrastructure,
create onboarding plan

Onboarding: Platform

Set up monitoring appliances and aggregators, assess feed quality, begin
normalization and enrichment workflows, deploy endpoint solution

Onboarding: Security Engineering

Establish monitoring rules and workflows, begin threat hunting

Onboarding: Virtual Services

Get to know Project Liaison. Establish vulnerability scanning. Set up
honeypot management platform. Intro VCS personnel.

Move to production

OmniSOC y
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Palo Alto traffic dashboard

& Elastic

Traffic - PAN Connections Dashboard

Traffic - Log Count Over Time

1360519306

Traffic - Total Byte Count for Top 10 Source IPs Traffic - Total Byte Count for Top 10 Source Ports. Traffic - Destination IP Address

Count destination.ip: Descending Count

55647580 11038353
53499785 10710128
33207817 9584442
30380471 6801853
= 20926115 6209146
11701654 5092683
11240587 3940894
] ©® 46259
9465291 3800638
8781542 3103402
8755621 2336003

Traftic - Protocol (Bar Chart) Tratfic - Top 10 Protocols (Pie Chart)

Count ® ncompiete
-
Traffic - Total Byte Count for Top 10 Destination Ps Traffic - Total Byte Count for Top 10 Destination Ports dns
- \ ® ping
i ® qic
epple-meps
o
@ traps-management
LYe—

insufficient-data

$.$omnisoc



/Zeek DNS dashboard

Log Count Over Time

NIDS

Suricata 2,472,037,234

Multiple Hunts

Zeek Hunting

Query Class (Pie Chart) Protocol (Vertical Bar Chart)

@ C_INTERNET 1
@ c.cHros f
qelass-32769
CLANY )
® qclass6 17125518 207212551

[ Count
31,600,264 688,842,887
17,151,359 227,872,846

17,084,718 170,404,424
17,048,538 161,942,064
16,837,782 161,572,744
16,219,517 72255197
13,465,369 41,321,485
13,303,976 30,230,680
12843677 26,038,991

Query Table Answers Table Query and Answer Table

dns.question.name: Descending Count dns.answers.name: Descending Count dns.question.name: Descending dns.answers.name: Descending Count

proxy 52,119,199 mdw-efz ms-acdc.office.com 9,381,503 outlook.office365.com outlook ms-acdc.office.com 6,847373

0 30,937,390 utlook ms-acdc.office.com 877,154 autlook office365.com mdw-efzms-acdc.office.com 6843845
gatewayfe.apple-dns.net 15,446,967 673 dsce akamaiedge.net 6,690,599 O S e B S L] 4,714,405
outlook.office365.com 14,955,787 clients.Lgoogle.com 6,452,455 www.apple.com www.apple.com.edgekey.net 4,280,657
T 14,743,202 ‘www.icloud.com.edgekey.net 5,500,048 www.apple.com www.apple.com.edgekey.net.globalredir.akadns.net 4225208
proxylocal 14,239,159 4478  skamaiedge net 5,405,410 wwwapple.com 6858 dscx skamaiedge.net 4225208
‘www.google.com 12,734 016 us-north-courier-4. push-apple.com.akadns.net 5,307,666 iuinstructure.com cluster29.instructure.com 3,000,896
6858 dscx akamaiedge.net 12,498,772 s3-w.us-east-1. amazonaws.com 4779068 iuinstructure.com canvas-iad-prod-c29-1392820078.us-east-1.elb. amazonaws.com 3,088,277
wpad.ads.iu.edu 8926656 10791236 4714138 wwwicloud com www-cdn icloud.com akadns. net 3,054,089

www.apple.com 8,887,406 $3-1-w.amazonaws.com 4,666,647 wwwicloud.com wwwicloud.com.edgekey.net 3013633

Export Export: Export:

3 MmniSOC



Cobalt strike automated detection

Cobalt Strike Command and Control Beacon

X Activate

AbOUt Details Investigation guide Deﬂnition

Cobalt Strike is a threat emulation platform commonly modified and used by adversaries to conduct network attack and exploitation campaigns. This rule detects a network activity -
2 Index patterns packetbeat-
algorithm leveraged by Cobalt Strike implant beacons for command and control.

Author Elastic Custom query event.category:(network OR network_traffic) AND type:(tls OR http) AND network.transport:tcp AND

destination.domain:/[a-2]{3}.stage.[0-9]{8)\..*/
Severity e High

Rule type Query
Risk score 73

Timeline template None
Reference URLs .

False positive examples = This rule should be tailored to either exclude systems, as sources or destinations, in which this behavior is expected.

License Elastic License SChedL”e
MITRE ATT&CK™

Runs every

Additional look-back time
Elastic = Network = Threat Detection = Command and Control

Exceptions Failure History

$.$omnisoc



Malware automated detection

Exploit/Malware Activity - Microsoft Office tools spawning suspicious processes

Activate

About et Definition

Investigation guide

Malware/Exploit behavior where Microsoft publishers(outlook,word,etc.) spawns processes. Index patterns om-nwu-crowdstrike*

Author Ninad Bandodkar
Custom query process.name : ("powershell.exe" or "mshta.exe") and (process.parent.executable : *OUTLOOK* or

Severity ¢ High process.parent.executable : *WINWORD?*)

Risk score 73 Rule type Query

Reference URLs Timeline template None

MITRE ATT&CK™

Schedule

Runs every

Additional look-back time

Exceptions Failure History

$.$omnisoc



Flare C2 beacon dashboard

& Elastic

Beacons Destination WHOIS Beacons Destination Degree

Destination WHOIS Degree
31173 Services AB 6847
3SSA

Al Telekom Austria AG

A2 Hosting, Inc

ACN Pacific Pty Ltd

ALGAR TELECOM S/A

ANEXIA Internetdienstieistungs GmbH

AS Postimees Grupp

ATET WorldNet

AVONET, s.£0.

Export

Time i s i destination.as.organization.name

2021-09-14 04:47:45857 The Pennsylvania State University 120
2021-09-14 04:47:45857 Fermi National Accelerator Laboratory (Fermilab) 89101
2021-09-14 04:47:45857 The Pennsylvania State University 110.933
2021-09-14 04:47:45.857 The Pennsylvania State University 104
2021-09-14 04:47:45857 Fermi National Accelerator Laboratory (Fermilab) 103
2021-09-14 04:47:45857 Fermi National Accelerator Laboratory (Fermilab) 109.943
2021-09-14 04:47:45857 Fermi National Accelerator Laboratory (Fermilab) 108333
2021-09-14 04:47:45857 Fermi National Accelerator Laboratory (Fermilab) 93167
2021-09-14 04:47:45857 Fermi National Accelerator Laboratory (Fermilab) 103278
2021-09-14 04:47:45857 Fermi National Accelerator Laboratory (Fermilab) 972
2021-09-14 04:47:45857 The Pennsylvania State University 119146
2021-08-14 04:47:45857 The Pennsylvania State University 13362
2021-00-14 04:47:45.857 Fermi National Accelerator Laboratory (Fermilab) 105381
2021-09-14 04:47:45857 Fermi National Accelerator Laboratory (Fermilab) 101.581
2021-09-14 04:47:45857 Fermi National Accelerator Laboratory (Fermilab) 92238

2021-09-14 04:47:45857 The Pennsylvania State University 121136

$.$omnisoc



Suricata NIDS dashboara

@ Elastic
Threat - NIDS Dashboard

Navigation Threat - Event Count Threat - Events over Time

Home
Help

225,106

NIDS
Suricata
Multiple Hunts

Zeek Hunting Threat - Threat by source and destination (pie) Threat - Alert categories over time Threat - Top Destination Ports

ETPRO MALWAR- ® USER_AGENTS D 80
ETPRO USER AG- HUNTING 62,587
ETPRO HUNTIN. ® wro 60785
ETPRO HUNTIN BeLOT 47080
ETPRO HUNTIN- 7 poLicY ) i 443
ETPRO HUNTIN é MOBILE_MALWARE é 50,380
ETPRO HUNTIN @ COINMINER » 55566
ETPRO HUNTIN- » @ MALWARE 62,332
@ ADWARE_PUP | | “ 1 8,080
| | | ® 58208
® 52703
® 52219

Threat - Source Address Threat - Destination Address

source.ip: Descending Count Destination IP Count
14,036 149,358
13875 3915
13,768 3877
13,704 3874
13600 3863
13592 3859
13519 3773
13,512 3764
13,493 29m1
13,400 2,905

Threat - NIDS Event Table

s Count. FirstSeen Last Seen SID Name Top Source IP Top Destination P Top Destination Org top source.port top destination port Lasttags
2822181 150,686 2021-08-3112:17:171717 2021-09-27 21:27:50.2750 ETPRO MALWARE Bolek HTTP Checkin AMAZON-AES 58,777 2375 outbound
2842116 30,242  2021-08-23 21:34:22.3422 2021-09-27 21:27:542754 ETPRO USER_AGENTS Obsesved Suspicious UA (Mozilla/5.0) AMAZON-AES 52,244 80 outbound
2848122 17102 2021-08-2321:39:06.306 2021-09-27 21:24:20.2420 ETPRO HUNTING Windows System Information in UA AMAZON-AES 51664 80 outbound

2830703  6.565 2021-08-23 21:32:17.3217 2021-09-27 21:27:17.2717 ETPRO HUNTING Observed GET for .txt with Minimal Headers REDHAT-3 42934 80 outbound

$.$omnisoc




Palo Alto threat dashboard

@ FElastic

= Threat - NIDS Dashboard
Threat - Top 10 by Source and Destination (pie) Threat - All by Type (Stacked Bar) Threat - Top Source IPs

@ DER Encoded X5 b vuinerability s
Unknown Binary file
2P 7 spyware

@ Microsoft PE File scan

® MP4 Detected F = K packet

JavaServer Page- M i wildfire

Hypertext Prepro- flood
® Email Link

Export:

Threat - Top Destination Ports (stacked bar) Threat - Top Destination IPs

Destination IP

Threat - NIDS Events Table

Pan Threat ID First Seen Last Seen Last rule.name L Last tags

52031 2021-09-27 22:05:28000 2021-09-27 22:05:28.000 Microsoft Access Database File AMAZON-AES _geoip_lookup_failure, intemal_source, nat_source, nids, outbound, paloalto

52026 2021-08-27 22:02:55.000 2021-08-27 22:02:56.000 Encrypted ZIP Akamai Intemational B.V. _geoip_lookup_failure, intemal_source, nat_source, nids, outbound, paloalto

54617 2021-09-27 22:02:46.000 2021-09-27 22:02:46.000 Mirai and Reaper Exploitation Traffic NU-AS inbound, nids, paloaito
52086 2021-08-27 22:02:46.000 2021-09-27 22:02:46.000 Encrypted Microsoft Office 2007 File UNK/NU-AS —geoip_lookup._failure, intemal, internal_source, nids, paoaito
37073 2021-08-27 22:02:46.000 2021-08-27 22:02:46.000 Linksys Router Remote Command Injection Vulnerability NU-AS inbound, nids, paloaito
8502 2021-09-27 22:02:45000 2021-08-27 22:02:46.000 UDP Flood _geoip_lookup_failure, nids, no_customer_ips, paloaito
52164 2021-09-27 22:02:42.000 2021-09-27 22:02:42.000 Microsoft Excel XML File NU-AS _geoip_lookup_failure, internal, internal_source, nids, paloaito
52228 2021-09-27 22:02:40.000 2021-08-27 22:02:46.000 Temporary TMP File UNK/NU-AS —geoip_lookup_failure, intemal, internal_source, nids, paloaito

52175 2021-08-27 22:02:12.000 2021-08-27 22:02:12.000 ELF File LLNW

$.$omnisoc

_geoip_lookup_failure, intemnal_source, nat_source, nids, outbound, palosito




