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Cybersecurity for Research?

▪ Aim: to maintain the Availability, Integrity and Confidentiality 
of services and data

▪ Standards-based best practice
▪ Identify threats and manage risks
▪ Security controls are used to mitigate risks
▪ Controls can be technical, operational and managerial

▪ Trust is required to enable interoperation between Research 
Infrastructures
▪ And to allow operational security teams to collaborate and share 

information
▪ Managerial security controls: 

Security Policies and Trust Frameworks
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Outline of talk

▪ History - Joint (WLCG/EGEE/OSG) Security Policy Group
▪ WISE/Security for Collaborating Infrastructures

Trust Framework  (SCI)
▪ AARC Policy Development Kit (PDK)
▪ Updating the AARC PDK

▪ New policy templates

▪ AARC TREE
▪ FIM4R
▪ Other WLCG related activities
▪ Updating Security Policies for WLCG
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History - WLCG Security Policy
• An agreed Security Policy

– Written by Joint(WLCG/EGEE/OSG) Security Policy Group

– Approved by the Grid Deployment Board/MB

• A single common policy for the whole project

– Augments local site policies

• The policy

– Defines Attitude of the project towards security and availability

– Gives Authority for defined actions

– Puts Responsibilities on individuals
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WISE Security for Collaborating 
Infrastructures (SCI) working group

In collaboration with and co-supported by 

EU H2020 EOSC Future, GN4-3 & GN5-1

https://wise-community.org

Wise Information Security for collaborating e-Infrastructures

https://wise-community.org/


The WISE Community

• Started in October 2015 – Joint - GEANT SIG-ISM & IGTF SCI

• Community members come from e-Infrastructures across the world

• The WISE community enhances best practice in information 
security for IT infrastructures for research.

• WISE fosters a collaborative community of security experts and 
builds trust between IT infrastructures
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Security for Collaborating Infrastructures -
The WISE SCI working group (SCI-WG)



SCI-WG - Shared threats & shared users

• Infrastructures are subject to many of the same threats
• Shared technology, middleware, applications and users

• User communities use multiple e-Infrastructures
• Often using same federated identity credentials

• Security incidents often spread by following the user
• E.g. compromised credentials

• e-Infrastructure security teams need to collaborate

• Trust is required
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SCI Version 2 – published 31 May 2017 (TNC17)
(version 1 was published at ISGC2013)
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A Trust Framework for Security 
Collaboration among Infrastructures

▪ https://wise-community.org/wp-content/uploads/2017/05/WISE-SCI-V2.0.pdf

❑ 29 Assertions across 
5 Categories.

❑ How to assess the 
level of compliance?
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http://aarc-project.eu 12

Authentication and Authorisation for Research Collaboration 
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• EC-funded projects 
• AARC (2015-2017)

• AARC2 (2017-2019)

• 25 Partners: NRENs, research and 
e-Infrastructure providers as 
equal partners

• Focus on enabling FIM for eScience 

• https://aarc-project.eu/

Watch the AARC video to find out more: 
https://tinyurl.com/What-is-AARC

https://aarc-project.eu/
https://www.youtube.com/watch?v=Xpwb6BNxNW4
https://tinyurl.com/What-is-AARC
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“Authentication and Authorisation for Research Collaboration” Results
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Children of SCI - Sirtfi (now updated to V2)
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Snctfi (time for a version 2)
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WISE Baseline AUP
https://wise-community.org/wise-baseline-aup/

• a common baseline
• ease trust of users across 

infrastructures
• community and 

infrastructure-specific 
augmentation 
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Developing the AARC Policy Development Kit

• WISE SCI-WG - updating policy templates



Development of AARC PDK by WISE SCI-WG

• Policy templates are useful to new Infrastructures and help build 
trust and interoperability (as compliant with SCI Trust Framework)

• Involve experience from many Infrastructures and policy groups 
(including AEGIS) https://aarc-project.eu/about/aegis/

• WISE SCI-wg collects feedback from Infrastructures
• And use this if/when a new version of a template is required

• Unlike AUP, new templates may contain optional components
• Infrastructures just use the components that work for them
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Building on AARC PDK in WISE SCI-WG

Policy Area New Template Lead Participants

Top Level Infrastructure 

Policy

IRIS

Data Protection Privacy Statement WLCG, IRIS

Data Protection Policy on the 

Processing of 

Personal Data

EGI, WLCG

Membership Community Policy IRIS, EOSC, GN5-1, 

IGTF

Membership Acceptable 

Authentication 

Assurance

GN5-1, IGTF

Operational 

Security

Incident Response eduGAIN, Sirtfi, 

GN5-1, EOSC & 

many opsec groups

Operational 

Security

Service Operations EOSC, IRIS

https://aarc-project.eu/policies/policy-development-

kit/

https://aarc-project.eu/policies/policy-development-kit/


Service Operations Security Policy

• Original AARC PDK Template: 
https://docs.google.com/document/d/1_cNMF3l3YVPqBBH0MPqx9DLAL1t3Z33_fJcjln8Xk48/
edit#heading=h.idp93lqbm8kt

• In the UK, the IRIS Infrastructure used the PDK template – but made many changes to 
simplify and improve its Service Operations Security Policy (approved May 2021)

• The SCI working group used the IRIS version together with input from EOSC-hub, EOSC 
Future, EGI, ELIXIR, HIFIS and worked from October 2021 to April 2022

• See https://wiki.geant.org/display/WISE/Policy+Development+Kit

• The EOSC Security Baseline (Sep 2022) may serve as a better option for loosely coupled 
federations

• https://wiki.eoscfuture.eu/display/PUBLIC/EOSC+Security+Operational+Baseline

• EOSC FAQ Guidance at: 
https://wiki.eoscfuture.eu/display/EOSCF/EOSC+Security+Operational+Annotated+Baselin
e
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Service Operations Security Policy
WISE PDK Template Version 2 See WISE-SCI-PDK-ServiceOpsSecPol-V2.pdf
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Community Security Policy 
– new PDK template (work in progress)

• STFC IRIS (UK) has produced new policy (approved – May 2023)

• Based on combining two policies (AARC PDK & EGI security policy)

• Community Membership Management Policy & VO Operations Policy

• To be used as input to WISE SCI work on an updated AARC template
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More information - PDK

The original AARC PDK: https://aarc-community.org/policies/policy-development-kit/

• AARC guidance documents on policy: https://aarc-project.eu/guidelines/#policy

WISE Community: https://wise-community.org/

• WISE SCI-WG – Wiki - https://wiki.geant.org/display/WISE/SCI-WG

• WISE SCI-WG PDK updates - https://wiki.geant.org/display/WISE/Policy+Development+Kit

Join WISE mail list: https://lists.wise-community.org/sympa/info/wise
Join WISE SCI-WG: https://lists.wise-community.org/sympa/subscribe/sci-wg
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http://aarc-project.eu

• Authentication and Authorisation for Research Collaboration Technical Revision to Enhance 
Effectiveness

• Contract negotiation with the European Commission – likely to start early 2024 and run for two 
years

• Objectives include: 
• New Authentication and Authorisation interoperability requirements 

• provide a landscape analysis of AAIs services (including gaps)
• Define and validate  new technical and policy guidelines for the AARC BPA that address RIs use-cases
• Expand the number of research communities that can implement the AARC BPA and/or the AARC guidelines, by 

providing a validation environment and toolkits
• Bring RIs, e-Infrastructures and relevant stakeholders together to align strategies to integrate new technologies,  

better interoperate and share resources 
• produce a compendium and recommendations for different stakeholders

• Need to target small and medium research communities, simplify the AARC PDK, establish Trust 
and Interoperability where multiple proxies are connected (see next slide) 

• FIM4R.org seen as an important place to discuss and establish requirements
• Work will be done in an open environment – all are welcome!
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http://aarc-project.eu

• FIM4R is a collection of research communities and infrastructures with a shared interest in 
enabling Federated Identity Management for their research cyber infrastructures

• FIM4R version 1 paper – 2012

• FIM4R version 2 paper – 2018

• http://doi.org/10.5281/zenodo.1296031
• Published on 9 July 2018
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Federated Identity Management for Research (FIM4R)

http://doi.org/10.5281/zenodo.1296031


http://aarc-project.eu

“Every researcher is entitled to focus on their work 
and not be impeded by needless obstacles nor 

required to understand anything about the FIM 
infrastructure enabling their access to research 

services.” FIM4R version 2
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http://aarc-project.eu

FIM4R - Who is represented?

Research Fields (14)
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• Arts and Humanities
• Climate Science
• Earth Observation
• European Neutron and Photon Facilities 
• Gamma-Ray Astronomy
• Gravitational Wave Astronomy
• High Energy Physics
• Ionospheric and Atmospheric Science
• Infectious Disease Research
• Life Sciences
• Linguistics
• Nuclear Physics
• Radio Astronomy
• Virtual Atomic and Molecular Data Centre

Others

Research Driven Services

• HNSciCloud
• ORCID

Identity Federation Projects/Communities

• AARC(2)
• GÉANT-GN4
• InCommon/Internet2
• REFEDS



Related activities in WLCG -
but not just for WLCG

▪ AuthZ working group
▪ Implement use of tokens (move from X.509 certificates)
▪ Some policy and trust but mainly delegated to TTT group
▪ https://twiki.cern.ch/twiki/bin/view/LCG/WLCGAuthorizationWG

▪ Resource Trust Evolution task force
▪ Which CA’s can be used in cloud storage?
▪ https://twiki.cern.ch/twiki/bin/view/LCG/ResourceTrustEvolution

▪ Token Trust and Traceability (TTT) working group
▪ Answer security questions in various kinds of documentation
▪ https://twiki.cern.ch/twiki/bin/view/LCG/WLCGTokenTrustTraceability
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WLCG Security Policy
https://wlcg.web.cern.ch/using-wlcg/computer-security
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WLCG - too many policies & need updating
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Future plans

• AARC TREE starts (March 2024)
• further develop PDK and Guidance and SCI/Snctfi trust frameworks

• FIM4R meeting to discuss Research Community requirements
• Copenhagen - Tuesday 30 Jan 2024 (as part of TIIME meeting)
• https://indico.cern.ch/event/1325302/
• https://tiime-unconference.eu/

• EGI and EOSC have already used the new templates
• WLCG needs to do the same

• Simplification and revision of the WLCG policy set
• As ever - the  work will be useful for other Research Communities too

• Not just for WLCG
• Volunteers very welcome to join the Policy group
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Questions?
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