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Cybersecurity for Research?

Aim: to maintain the Availabllity, Integrity and Confidentiality
of services and data
Standards-based best practice

|dentify threats and manage risks

Security controls are used to mitigate risks

Controls can be technical, operational and managerial
Trust is required to enable interoperation between Research
Infrastructures

And to allow operational security teams to collaborate and share
information

Managerial security controls:
Security Policies and Trust Frameworks
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Outline of talk

History - Joint (WLCG/EGEE/OSG) Security Policy Group
WISE/Security for Collaborating Infrastructures

Trust Framework (SCI)

AARC Policy Development Kit (PDK)

Updating the AARC PDK
New policy templates
AARC TREE

FIM4R
Other WLCG related activities
Updating Security Policies for WLCG
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History - WLCG Security Policy

« An agreed Security Policy
— Written by Joint(WLCG/EGEE/OSG) Security Policy Group
— Approved by the Grid Deployment Board/MB
« A single common policy for the whole project
— Augments local site policies
* The policy
— Defines Attitude of the project towards security and availability
— Gives Authority for defined actions
- Puts Responsibilities on individuals

cience and
echnology
acilities Council

n-o



WLCG Policy - snapshot - years ago
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https:/ /wise-community.org



https://wise-community.org/

The WISE Community

‘Joint - GEANT SIG-ISM & IGTF SCI
rom e-Infrastructures across the world

.
enhances best practice in information
//// ctures for research.

f
[S |

.
rative community of security experts and
yetween IT infrastructures
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Security for Collaborating Infrastructures - [EaXEE
The WISE SCI working group (SCI-WG) [RuAhi




:55 %

SCI-WG - Shared threats & shared users

. to many of the same threats

vare, applications and users

i

ultiple e-Infrastructures
d identity credentials

often spread by following the user
/, credentials

// ure security teams need to collaborate
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SCI Version 2 - published 31 May 2017 (TNC17) ey

WISE

COMMUNITY

WISE

COMMUNITY

A Trust Framework for Security Collaboration

among Infrastructures
SCl version 2.0, 31 May 2017

L Florio', S Gabriel?, F Gagadis®, D Groep?, W de Jong*, U Kaila®, D Kelsey®, A Moens’,
| Neilson®, R Niederberger’, R Quick®, W Raquel®, V Ribaillier'’, M Sallé?
A Scicchitano™, H Short", A Slagell', U Stevanovic', G Venekamp® and R Wartel™®

The WISE SCIv2 Working Group - e-mail: david.kelsey@stfc.ac.uk, sci@lists.wise-community.org
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A Trust Framework for Security WISE
Collaboration among Infrastructures

= https://wise-community.org/wp-content/uploads/2017/05/WISE-SCI-V2.0.pdf

3. Operational Security [0OS]

Each of the collaborating infrastructures has the following: D 2 9 AS S e rt I O n S a C ro S S
. Egrsa‘ls]r rﬁc E::O“ or team mandated to represent the interests of security for the 5 Cat e g O ri e S .

e [OS2] A process to identify and manage security risks on a regular basis.

* [083] A security plan (e.g., architecture, requirements, controls, policies, processes)

J How to assess the
addressing issues, such as, authentication, authorisation, access control, physical .
and network security, risk mitigation, confidentiality, integrity and availability, disaster I eve I Of CO m p I I a n Ce ?

recovery, together with compliance mechanisms ensuring its implementation.

* [0OS4] A process to ensure that security patches are applied to operating systems,
application software and firmware in a timely manner, and that patch application is
recorded and communicated to the appropriate contacts.
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Technology
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https://wise-community.org/wp-content/uploads/2017/05/WISE-SCI-V2.0.pdf

Authentication and Authorisation for Research Collaboration AARC

e EC-funded projects mmee (N g G wmp O
« AARC (2015-2017) .
{m% emeL ¥ DGRk AWT™ dueH o
« AARC2 (2017-2019) L rig
* 25 Partners: NRENSs, research and D GEANT -
. \B
e-Infrastructure providers as a4 = osw O " Ul Nl
NSRASRONTIR ; === ¢ o arset .
equal partners i
* Focus on enabling FIM for eScience =
* https://aarc-project.eu/

E Watch the AARC video to find out more:
https://tinyurl.com/What-is-AARC

(Q\ARC http://aarc-project.eu


https://aarc-project.eu/
https://www.youtube.com/watch?v=Xpwb6BNxNW4
https://tinyurl.com/What-is-AARC

“Authentication and Authorisation for Research Collaboration” Results @RC

y_—
P, &
A SIRTFI
+ 177 +
©O
Snctfi

Policy Frameworks &

Policy Development Kit
(PDK)

Blueprint Guidelines &
Architecture Recommendations

(Q\ARC http://aarc-project.eu
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Children of SCI - Sirtfi (now updated to V2)

Doc VERSION: 1.0
Date 14.12.2015
s Pase 175

"/, REFEDS

TITLE / REFERENCE: SIRTFI

A Security Incident Response Trust

Framework for Federated Identity (Sirtfi)

Authors: T. Barton, J. Basney, D. Groep, N. Harris, L. Johansson,
D. Kelsey, S. Koranda, R. Wartel, A. West
Editor: H. Short

Abstract:

This document identifies practices and attributes of organizations that may facilitate their
participation in a trust framework called Sirtfi purposed to enable coordination of security
incident response across federated organizations.

et
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Snctfi (time for a version 2) WISE

COMMUNITY

Category: Guidelines
Status: Endorsed
igtf-snctfi-1.0-201707 23.docx

Editors: David Groep;David Kelsey

Interoperable Global Trust Federation a oot oL e
APl EUl TAG S n c t fl = upggta!nu;!gerof:gms‘ T

Scalable Negotiator for a Community Trust
Framework in Federated Infrastructures
(Snctfi)

Version 1.0-2017

Abstract

This paper identifies operational and policy requirements to help establish trust between an
Infrastructure and identity providers either in an R&E Federation or in ancther Infrastructure, in each
case joined via a Service Provider fo Identity Provider proxy.
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WISE Baseline AUP JRXE o

on baseline

of users across

Wise
[ dS Ctures MUNITY

C unity and
lnfraSt rUCtU re-SpeCifiC The WISE Baselim.a _Acceptable Use Policy and
augmentation pritereiopny

Authors: Members of the WISE Community SCI Working Group.
e-mail: sci@lists.wise- nity.or

16


https://wise-community.org/wise-baseline-aup/
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Developing the AARC Policy Development Kit WiSE
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- updating policy templates
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Development of AARC PDK by WISE SCI-WG

| to new Infrastructures and help build
ity (as compliant with SCI Trust Framework)

/// any Infrastructures and policy groups
Ps:llaarc-project.eu/about/aegis/
f

%
lects feedback from Infrastructures

i . ’ ’
//%/ en a new version of a template is required

L S
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https://aarc-project.eu/about/aegis/
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2rlevelopment - Policy Area New Template Lead Participants

Top Level Infrastructure IRIS
Policy

Management User Service

ﬁ‘;:'a";ﬂzm i Data Protection Privacy Statement WLCG, IRIS

Top Level Infrgstructurs Defines & Abides by Abides by
golcy sy Data Protection Policy on the EGI, WLCG
Data Privacy Defines Defines Processing of
Protection Statement Personal Data

Policy on the Defines Abides by Abides by Abides by
Processing of Membership Community Policy IRIS, EOSC, GN5-1,

Personal Data IGTF
Membership | Community Defines Abides by
AETaONTe0L Y (Mer 8D Membership Acceptable GN5-1, IGTF

Management q g
Policy Authentication

Acceptable Use | Defines Defines Assurance
Policy

o e PR T Operational Incident Response eduGAIN, Sirtfi,
Authéntcation g Security GN5-1, EOSC &
Assurance many opsec groups

Operational Incident Abides by . . .
Security Response Operational Service Operations EOSC, IRIS

Proced ]
s Security



https://aarc-project.eu/policies/policy-development-kit/

_

Service Operations Security Policy

COMMUNITY

el CNMES(3 YVPaBBHOMPgx9DLAL1t3733 fJcjln8Xk48/

ed the PDK template - but made many changes to
tlons Security Policy (approved May 2021

RIS version together with input from EOSC-hub, EOSC
vorked from October 2021 to Rpril 2022

.
lay/ WISE/ Policy+Development+Kit

2
Sep 2022) may serve as a better option for loosely coupled

futtre.eu/display/PUBLIC/EOSC+Security+Operational+Baseline

20


https://docs.google.com/document/d/1_cNMF3l3YVPqBBH0MPqx9DLAL1t3Z33_fJcjln8Xk48/edit#heading=h.idp93lqbm8kt
https://wiki.geant.org/display/WISE/Policy+Development+Kit
https://wiki.eoscfuture.eu/display/PUBLIC/EOSC+Security+Operational+Baseline
https://wiki.eoscfuture.eu/display/EOSCF/EOSC+Security+Operational+Annotated+Baseline

Service Operations Security Policy etk
WISE PDK Template Version 2 See WJ%EY

The following security specific clauses are recommended for all infrastructures

wiSE 1. Aim for the safe and secure operation of the Service, which shall not be
COMMUNITY AARC detrimental to the Infrastructure nor to its Participants.

The WISE AARC Policy Development Kit

We recommend including at least a generic contact point that ensures
response regardless of individual personnel availability, and that does not expose
personal data. However, you may wish to include additional individuals. Any contact
is better than no contact.

Service Operations Security Policy Template

Part of the generic WISE-AARC Policy Development Kit
Version 2, 20 Apr 2022

Provide and maintain accurate contact information, including at least one
Security Contact. <This contact SHOULD be responsive regardless of individual
personnel availability.>

3. Respond to requests for assistance with regards to a security incident <or

threat> <on an informal and best effort basis | within X business hours>, when

received from another Participant or the Infrastructure Security team. This

includes participation in scheduled exercises to test Infrastructure resilience as a

whole.

Authors: Members of the WISE Community SCI Working Group, particularly:

Linda Cornwall (UKRI), David Crooks (UKRI), Thomas Dack (UKRI), Sven Gabriel (Nikhef),
Baptiste Grenier (EGI Foundation), David Groep (Nikhef), David Kelsey (UKRI), Maarten
Kremers (SURF), Alf Moens (GEANT), lan Neilson (UKRI), Ralph Niederberger (FZJ),
Hannah Short (CERN), Uros Stevanovic (KIT), Romain Wartel (CERN)

Note that a Service may be composed of many components or layers of
infrastructure, logs from all of which may need to be combined. You may wish to include
more precise guidance to ensure a global overview of service-level traceability.

e-mail: sci-wg@lists.wise-community.org

© Owned by the authors and made available under license: http: Ic-sa/4.0/



https://wiki.geant.org/display/WISE/Policy+Development+Kit?preview=/345276462/622362867/WISE-SCI-PDK-ServiceOpsSecPol-V2.pdf

%

Community Security Policy

roduced new policy (approved - May 2023)
in o policies (AARC PDK & EGI security policy)
/// mbership Management Policy & VO Operations Policy

2 ////

nput to WISE SCI work on an updated AARC template

IRIS Community Security Policy version 1.0

IRIS Community Security Policy

This policy, the IRIS Community Security Policy, is effective from 11/05/2023.%

INTRODUCTION

The IRIS Infrastructure Security Policy? defines an IRIS Community as “A group of individuals
(members), organised with a common purpose, and jointly granted access to the IRIS

WISE

COMMUNITY
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pmunity.ore/policies/policy-development-kit/

{/

https:/ /aarc-project.eu/guidelines/#policy

munity.org/

/,2;/ St: htips://lists.wise-community.ore/sympa/info/wise
‘( s https:/ /lists.wise-community.org/sympa/subscribe/sci-wg

23


https://aarc-community.org/policies/policy-development-kit/
https://aarc-project.eu/guidelines/#policy
https://wise-community.org/
https://wiki.geant.org/display/WISE/SCI-WG
https://wiki.geant.org/display/WISE/Policy+Development+Kit
https://lists.wise-community.org/sympa/info/wise
https://lists.wise-community.org/sympa/subscribe/sci-wg

The Future — AARC TREE project (2024-2026) — subject to contract AARC

e Authentication and Authorisation for Research Collaboration Technical Revision to Enhance
Effectiveness

* Contract negotiation with the European Commission — likely to start early 2024 and run for two
years

* Objectives include:
* New Authentication and Authorisation interoperability requirements
* provide a landscape analysis of AAls services (including gaps)
* Define and validate new technical and policy guidelines for the AARC BPA that address Rls use-cases

* Expand the number of research communities that can implement the AARC BPA and/or the AARC guidelines, by
providing a validation environment and toolkits

* Bring Rls, e-Infrastructures and relevant stakeholders together to align strategies to integrate new technologies,
better interoperate and share resources

* produce a compendium and recommendations for different stakeholders

* Need to target small and medium research communities, simplify the AARC PDK, establish Trust
and Interoperability where multiple proxies are connected (see next slide)

* FIM4R.org seen as an important place to discuss and establish requirements
* Work will be done in an open environment — all are welcome!

(Q\ARC http://aarc-project.eu



Federated Identity Management for Research (FIM4R) AARC

* FIMA4R is a collection of research communities and infrastructures with a shared interest in
enabling Federated Identity Management for their research cyber infrastructures
* FIM4R version 1 paper —2012
* FIM4R version 2 paper — 2018
Federated Identity Management for Research
* http://doi.orq/10.5281/zenodo.1296031 Collaborations

C J Atherton', T Barton®, J Basney”, D Broeder®, A Costa’, M van Daalen®,
S O M Dyke’, W Elbers®, C-F Enell”, E M V Fasanelli'’, J Fernandes'’, L Florio',

[ ) i P Gietz'*, D L Groep', M Junker'’, C Kanellopoulos', D P Kelsey'*, P J Kershaw'*'5,
Published on 9 Ju |y 2018 - C Knapic’, T Kollegger*, S Koranda'’, M Linden!*, F Marinic ", L biatyska®,
s = T H Nyrénen'®, S Paetow?!, L Pagllnne S Parlatl‘“ C Phllllps M Pmchazka“‘ M,
N Rees’’, H Short'! U 7, G Vi 5, T Vitez”™,

R Wartel“ C Whalen?’ +J White?® and c anlf"‘ o

' GEANT Association. Amsterdam, The Netherlands: *University of Chicago, Chicago, linois. USA: *National Center for
s Instinte, Amsterdam,
ysi PSL Switzerland: "Mct
Monireal. Canada: *CLARIN ERIC, U iaiion, Kiruna, Sw
Institute for Nucl Italy: "' European Organization for Nuclear Research (CERN). Geneva, Switzerland: '}
International, Tubings i Nikhel Amste erdam, The Netherlands: "*STFC UK Research and Innovation. R
Laboratory. Didcot, m 'NCEO (National Centre for Earth Observation). NERC, United Kingdom: '*GSI
waukee (UWM). Milwaukee

g ESAC Wpae saryk
University wMUA Institue ul(nmpul {S\K (ICS). Brmo. C. ch Rej Harwell. United Kingdom: 2ORCID Inc.
Bethesda, Maryland ANARIE, Ottawa, Canads; * HCESNET, e = anisation, Jodrell Bank,
Lower Withington, M M. United Kingdom: **Karlsrube Institite
of Allergy and Infectious Diseases, Rockville, Maryland USA: *SURFsara, Amsterdam, The Netherlands:
M0bservatoire de Paris (Obspm). France

miany: YNational Institute
PNelC. Oslo, Norway

ABSTRACT

This whrle-papev expr i of Research C seeking (o leverage identity Federation for
isati are made to o g evolution of Federated

Idenity Managemer\l ina direction that betier saisfies research use cases. The authors represent research communitis,

Research Services, . Identity and with a joint motivation to ease collaboration
for distributed researchers. The content has been edited collaboraiively by the Federated Identity Management for
Research (FIM4R) Community, with input sought at conferences and meetings in Europe, Asia and North America.

(Q\ARC http://aarc-project.eu 25


http://doi.org/10.5281/zenodo.1296031

(@ARC

“Every researcher is entitled to focus on their work
and not be impeded by needless obstacles nor
required to understand anything about the FIM
infrastructure enabling their access to research
services.” amauersion:

26

RC http://aarc-project.eu



FIM4R - Who is represented?

Research Fields (14)

* Arts and Humanities

* Climate Science

* Earth Observation

* European Neutron and Photon Facilities
* Gamma-Ray Astronomy

* Gravitational Wave Astronomy

* High Energy Physics

* lonospheric and Atmospheric Science

* Infectious Disease Research

* Life Sciences

* Linguistics

* Nuclear Physics

* Radio Astronomy

* Virtual Atomic and Molecular Data Centre

(AAHC http://aarc-project.eu
AN

Others

Research Driven Services

*  HNSciCloud
* ORCID

Identity Federation Projects/Communities

«  AARC(2)

« GEANT-GN4

* InCommon/Internet2
* REFEDS

(AARC



Related activities in WLCG -
but not just for WLCG

AuthZ working group
Implement use of tokens (move from X.509 certificates)
Some policy and trust but mainly delegated to TTT group
https://twiki.cern.ch/twiki/bin/view/LCG/WLCGAuthorizationWG
Resource Trust Evolution task force
Which CA'’s can be used in cloud storage?
https://twiki.cern.ch/twiki/bin/view/LCG/ResourceTrustEvolution
Token Trust and Traceability (TTT) working group

Answer security questions in various kinds of documentation
https://twiki.cern.ch/twiki/bin/view/LCG/WLCGTokenTrustTraceability

Science and
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https://twiki.cern.ch/twiki/bin/view/LCG/WLCGAuthorizationWG
https://twiki.cern.ch/twiki/bin/view/LCG/ResourceTrustEvolution
https://twiki.cern.ch/twiki/bin/view/LCG/WLCGTokenTrustTraceability

WLCG Security Policy

https://wlcg.web.cern.ch/using-wlcg/computer-security

Science and
Technology
Facilities Council

Policies

WLCG participants are bound by a set of security policies, that are approved by the
Management Board:

Top-level Grid Security Policy:
e e-Infrastructure Security Policy= (Updated 1 Feb 2017)

General policies:

e WLCG Privacy Notice= (16 July 2019)

e Security Incident Response Policy= (Updated 14 Nov 2016)

e Security Traceability and Logging Policy= (Updated 14 Nov 2016)

¢ Policy on the Processing of Personal Data= (Updated 1 Feb 2017)

e Policy on Acceptable Authentication Assurances (Updated 1 Feb 2017)

e Policy on e-Infrastructure Multi-User Pilot Jobs= (Updated 14 Nov 2016)

« Grid Policy on the Handling of User-Level Job Accounting Datas (Updated 19 Mar 2013)

For all Users:
e Acceptable Use Policy and Conditions of Use= (Updated 10 Oct 2016)

29


https://wlcg.web.cern.ch/using-wlcg/computer-security

WLCG - too many policies & need updating

For all Sites:

e Service Operations Policy= (Updated 1 Jun 2013)

e Security Policy for the Endorsement and Operation of Virtual Machine Images= (Updated 10
Oct 2016)

For all VOs:

e VO Operations Policy= (Updated 13 Jul 2010)

Virtual Organisation Registration Security Policy= (Updated 13 Jul 2010)
Virtual Organisation Membership Management Policy= (Updated 13 Jul 2010)
VO Portal Policy= (Updated 14 Nov 2016)

Service Operations Security Policys (Updated 1 June 2013)

Security Policy for the Endorsement and Operation of Virtual Machine Images= (Updated 10
Oct 2016)

Glossary of terms used in JSPG policy documents:

- Security Policy Glossary of Terms= (Update 08 Mar 2011)
Facilities Council
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Future plans

AARC TREE starts (March 2024)

* further develop PDK and Guidance and SCI/Snctfi trust frameworks

FIM4R meeting to discuss Research Community requirements
* Copenhagen - Tuesday 30 Jan 2024 (as part of TIIME meeting)
e  https://indico.cern.ch/event/1325302/
e  https://tiime-unconference.eu/

EGl and EOSC have already used the new templates

WLCG needs to do the same
«  Simplification and revision of the WLCG policy set

As ever - the work will be useful for other Research Communities too
e Not just for WLCG

Volunteers very welcome to join the Policy group

Science and
Technology
Facilities Council

31


https://indico.cern.ch/event/1325302/
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Questions?

=}
'l
0

e}
ccX
£E
250

‘0
wRE

32



