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How it started....

(Source: Volker Hannen)
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The result: An interac琀椀ve MCA recorder so昀琀ware

● Self-wri琀琀en GUI & drivers

● Supports:

– CAEN N957 8K MCA

– ORTEC EasyMCA 8K

– ORTEC ADCAM 926

● Supports automa琀椀cally repeated

measurement
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A simpli昀椀ed view on USB

GUI Software

Device
Driver

Operating 
System

USB cable

DeviceDevice
Library

Our
Library

Interact

N957_StartAcquire(…)

write_v1718(…), 
read_v1718(…)

usb_bulk_msg(0100…),
usb_bulk_msg(…)

 ⇒ 010011101001…,
 ⇐ 001001000100…

Disclaimer: I’m not an Opera琀椀ng Systems expert
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A simpli昀椀ed view on USB: The relevant part

GUI Software

USB cable

Device

Interact

 ⇒ 010011101001…,
 ⇐ 001001000100…

Disclaimer: I’m not an Opera琀椀ng Systems expert

something
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How to sni昀昀 USB communica琀椀on: Wireshark

sudo modprobe usbmon && sudo wireshark

Apply ‘HID data’/‘Le昀琀over Capture Data’ as column, use color rules to explore pa琀琀erns!
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How to get access for own PyUSB drivers

Add a 昀椀le /etc/udev/rules.d/somename.rules

     including the following content (one line):

       SUBSYSTEM=="usb", ATTRS{idVendor}=="...",

          ATTRS{idProduct}=="...", MODE="0666"

     then run the following commands:

       sudo udevadm control –reload

         sudo udevadm trigger

For development:

     Possibly just run the PyUSB driver as root

Require a generic (pass-through) driver

Use Zadig ( https://zadig.akeo.ie/ ) to install 

"libusb-win32" for each device

Linux Windows

For security reasons, only Kernel-space device drivers and root may access the devices by default

=> How to use user-space PyUSB drivers?



How to write an own driver in Python
Example: USB Keyboard
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● USB communica琀椀on is usually unencrypted

● Sni昀케ng USB communica琀椀on can be done with Wireshark

● Pla琀昀orm-independent user-space drivers can be wri琀琀en in Python

Summary

Reverse engineering Python drivers (with PyUSB)

Thema琀椀c CERN School of Compu琀椀ng on Security 2023

Benedikt Bieringer
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Nelson Rolihlahla Mandela

- Born: 18 July 1918, Qunu, South Africa
- Studied law and became one of South Africa’s first 

black lawyer
- Became a freedom fighter in the 1960s
- He fought against the Apartheid 
- From 1964 to 1982 he was confined in Robben Island 

(prison)
- He was world's most famous political prisoner at that 

time
- He died in 1989
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Nelson Rolihlahla Mandela

- Born: 18 July 1918, Qunu, South Africa
- Studied law and became one of South Africa’s first 

black lawyer
- Became a freedom fighter in the 1960s
- He fought against the Apartheid 
- From 1964 to 1982 he was confined in Robben Island 

(prison)
- He was world's most famous political prisoner at that 

time
- He died in 2013!

(He even won the peace Nobel Prize in 1993)



This effect is often referred to as the ‘Mandela effect’

- kind of a ‘false memory’ that is shared by many people
- Wiki: ‘In psychology, a false memory is a phenomenon where someone 

recalls something that did not actually happen or recalls it differently from the 
way it actually happened.‘

- Investigating false memories already started with Sigmund Freud
- It is still not entirely explainable until today
- The Mandela effect is often related to the date of death of famous persons or 

historical events, or other things that are sort of “in anyone’s memory”, but 
near to no one can recall the memories (entirely) correctly  

https://simple.wikipedia.org/wiki/False_memory


Another Example: Muhammad Ali

- Born in 1942
- Was one of the greatest boxers of all 

time
- His career was ongoing from 1964 to 

1979
- Died in ?

JOHN ROONEY | Credit: AP



Another Example: Muhammad Ali

- Born in 1942
- Was one of the greatest boxers of all 

time
- His career was ongoing from 1964 to 

1979
- Died in 2016

JOHN ROONEY | Credit: AP



How comes this?

- In our memory, we (sometimes) allocate sort of wrong assumptions on events 
and dates depending on the history and how (much) it affects us

- The language (e.g. was), see Presuppositions and the misinformation effect

- More examples and studies at wikipedia

- But there is more (that is not really explained yet!)

 
… Anyways, Let’s have a short Quiz!

https://en.wikipedia.org/wiki/False_memory#Presuppositions_and_the_misinformation_effect
https://en.wikipedia.org/wiki/False_memory


How comes this?

- In our memory, we (sometimes) allocate sort of wrong assumptions on events 
and dates depending on the history and how (much) it affects us

- The language (e.g. was), see Presuppositions and the misinformation effect

- More examples and studies at wikipedia

- But there is more (that is not really explained yet!)

 
… Anyway, Let’s have a short “quiz”!
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Short Quiz 

taken from: 
https://www.linkedin.com/pulse/mandela-effect-maxwell-jann
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Short Quiz 

taken from: 
https://www.linkedin.com/pulse/mandela-effect-maxwell-jann

pokemon.com / https://www.buzzfeed.com/christopherhudspeth/mandela-effect-examples 
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What color is C3PO?



What color is C3PO?

Star Wars / https://www.goodhousekeeping.com/life/entertainment/g28438966/mandela-effect-examples/



What color is C3PO?

Star Wars / https://www.goodhousekeeping.com/life/entertainment/g28438966/mandela-effect-examples/



Misquotations

- Star Wars: “_____, I am your father.
- Star Trek: “Beam me up, Scotty”

- Forrest Gump: “Life ___ like a box of chocolates.”
- Snow White: “____ mirror on the wall, who is the fairest one of all?”

- How does “We are the Champions” of Queen end?



Why is this relevant for us? What can we learn from it?

Two main points: 

1) Sometimes our memories are wrong or at least inaccurate
- This influences our daily work quite a lot!
- Sometimes we thought that we deployed the latest fix or whatever
- Even multiple of our admins (Spoiler: we didn’t :D )

=>  a full and up to date documentation is extremely valuable!  

2) Philosophical point of view:
- What data/sources can we actually trust, when we can’t even trust ourselves?
- Also relevant for AI training data / biases and stuff like 
- maybe we see (e.g. in logs) or remember only what others want us to?...

=> We need to remember to question things critically!



Why is this relevant for us? What can we learn from it?

Two main points: 

1) Sometimes our memories are wrong or at least inaccurate
- This influences our daily work quite a lot!
- Sometimes we thought that we deployed the latest fix or whatever
- Even multiple of our admins (Spoiler: we didn’t :D )

=>  a full and up to date documentation is extremely valuable!  

2) Philosophical point of view:
- What data/sources can we actually trust, when we can’t even trust ourselves?
- Maybe we see (e.g. in logs) or remember only what others want us to?...
- Also relevant for AI training data / biases and stuff like 

=> We always need to remember to question things critically!



More info/ funny stuff (only unscientific sources):

- https://www.goodhousekeeping.com/life/entertainment/g28438966/mandela-e
ffect-examples/

- https://parade.com/1054775/marynliles/mandela-effect-examples/
- https://www.today.com/life/mandela-effect-examples-rcna81130
- https://www.buzzfeed.com/christopherhudspeth/mandela-effect-examples
- https://www.scienceofpeople.com/mandela-effect/
- https://www.readersdigest.com.au/true-stories-lifestyle/thought-provoking/44-

mandela-effect-examples-that-are-seriously-mind-bending

Sometimes even combined with conspiracy theories:

- https://www.techtarget.com/whatis/definition/Mandela-effect
- https://edition.cnn.com/2023/09/18/world/mandela-effect-collective-false-mem

ory-scn/index.html (very recent article)

https://www.goodhousekeeping.com/life/entertainment/g28438966/mandela-effect-examples/
https://www.goodhousekeeping.com/life/entertainment/g28438966/mandela-effect-examples/
https://parade.com/1054775/marynliles/mandela-effect-examples/
https://www.today.com/life/mandela-effect-examples-rcna81130
https://www.buzzfeed.com/christopherhudspeth/mandela-effect-examples
https://www.scienceofpeople.com/mandela-effect/
https://www.readersdigest.com.au/true-stories-lifestyle/thought-provoking/44-mandela-effect-examples-that-are-seriously-mind-bending
https://www.readersdigest.com.au/true-stories-lifestyle/thought-provoking/44-mandela-effect-examples-that-are-seriously-mind-bending
https://www.techtarget.com/whatis/definition/Mandela-effect
https://edition.cnn.com/2023/09/18/world/mandela-effect-collective-false-memory-scn/index.html
https://edition.cnn.com/2023/09/18/world/mandela-effect-collective-false-memory-scn/index.html
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Evolution of the WLCG AAI beyond X.509
           Current, X.509-based AAI                                                                                  Future, token-based AAI

Approach: leverage and build upon the WLCG experience

Move beyond X.509

2



Evolution of the WLCG AAI beyond X.509

To access computing and storage 
resources in the WLCG community, 
users use a VOMS proxy

A VOMS proxy provides information 
about who you are, for which Virtual 
Organization (VO) you’re acting and 
what you can do on the 
infrastructure (i.e. VOMS groups 
and roles)

3



Evolution of the WLCG AAI beyond X.509

In the near future we will use tokens, 
which will provide more or less the same 
information

Tokens are obtained from a VO token 
issuer (e.g. INDIGO IAM) using 
OAuth/OpenID Connect protocol 
message exchanges (aka flows)

Tokens are sent to services/resources 
following OAuth recommendations

4



Evolution of the WLCG AAI beyond X.509

Authorization is then performed at the 
services leveraging info extracted from 
the token:

● Identity attributes: e.g. groups
● OAuth scopes: capabilities linked 

to access tokens at token creation 
time

Services can then grant or deny access 
to functionality based on this information

5



Evolution of the WLCG AAI beyond X.509
           Current, X.509-based AAI                                                                                  Future, token-based AAI

Approach: leverage and build upon the WLCG experience

Move beyond X.509The transition will be 
gradual!

6



INDIGO Identity and Access Management Service

An authentication and authorization service that:

● supports multiple authentication 
mechanisms

● provides users with a persistent, 
organization scoped identifier

● exposes identity information, attributes 
and capabilities to services via JWT tokens 
and standard OAuth & OpenID Connect 
protocols

● can integrate existing VOMS-aware services
● supports Web and non-Web access, 

delegation and token renewal
7



First developed in the context of the H2020 INDIGO 
DataCloud project

● ~7 years since 1st INDIGO IAM release v0.3.0 
(2016-07-12)

Selected by the WLCG management board to be 
the core of the future, token-based WLCG AAI

INDIGO Identity and Access Management Service

8



Easy integration with relying services

Standard OAuth/OpenID Connect enables easy integration with off-the-shelf 
services and libraries 

INDIGO IAM has been successfully integrated with:

● Openstack, Atlassian JIRA & Confluence, Moodle, Rocketchat, Grafana, 
Kubernetes, JupyterHub, dCache, StoRM, XRootD (HTTP), FTS, RUCIO, 
HTCondor

9



IAM core technologies

IAM is a Spring Boot application
● currently based on the MitreID Connect
● deployed behind an NGINX
● stores data in a MariaDB/MySQL database

Horizontally scalable
● all state persisted in the database

We deploy IAM as a containerized service 
on top of Kubernetes

● autoscaling, zero downtime rolling updates

10

https://github.com/mitreid-connect/OpenID-Connect-Java-Spring-Server


IAM deployment model

An IAM instance is deployed for a
community of users sharing resources,
the old Virtual Organization (VO) concept

Client applications and services are
integrated with this instance via
standard OAuth/OpenID Connect

The IAM Web appearance can be
customized to include a community
logo, AUP and privacy policy
document

11
WLCG IAM instance

https://wlcg.cloud.cnaf.infn.it/login


Future developments

● Support for Multi-factor Authentication (MFA) #441
○ login credentials alone may not be enough for account security
○ providing an additional login factor to verify user identity

● Support for OIDC Federations
○ for the participants in this federation of identities, the OIDC standard's detection and 

registration process is not sufficient to dynamically establish trust in the information 
exchanged 

○ the OpenID Connect Federation 1.0 specification defines how the trustworthiness of a 
provider can be dynamically obtained from a common third party

● More scalability/availability
● Overall security assessment

…

12

https://github.com/indigo-iam/iam/pull/441
https://openid.net/specs/openid-connect-federation-1_0.html


Thank you for your attention!



Useful references

IAM on GitHub: https://github.com/indigo-iam/iam 

IAM documentation: https://indigo-iam.github.io/docs 

IAM in action video: https://www.youtube.com/watch?v=1rZlvJADOnY 

For general information:

● OAuth 2.0: https://oauth.net/2/  and OAuth 2.1: https://oauth.net/2.1/
● OpenID Connect: https://openid.net/connect/ 
● JSON Web Token: https://www.rfc-editor.org/rfc/rfc7519
● OpenID Connect Federation: https://openid.net/specs/openid-connect-federation-1_0.html 

Contacts:

● iam-support@lists.infn.it 

13
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Quantum Computer

Theoretically

• Qubits

can represent multiple states at once

• Quantum Parallelism

Simultaneous processing exponentially faster for problems like 

sumulating complex physical, chemical systems

2



Current State

Practically:  Race for quantum supremacy

• Global tech players

IBM [2], Intel, Google, Microsoft…

• Challenges

Engineering: error corrections, noise, cooling

3



• Cryptographic algorithms are based on hard mathematical 

problems

• Integer factorization (RSA)               → Signatures, Auth, emails…
• Discrete Logarithm (Diffie-Hellman)           → Key exchange, ssh…
• Elliptic Curves (ECC)                  → Public keys…

4

Encryption



Encryption is vulnerable

• Cryptographic algorithms are based on hard mathematical 

problems

• Integer factorization (RSA)

• Discrete Logarithm (Diffie-Hellman)

• Elliptice Curves (ECC)

5

RSA-2048

20 megaqubits – 8h

(Shor Algorithm) [5]



Seems like a distant 
future?

„Store now, decrypt later“

• Assuming progress in the next 10-30 years

• Govermental, military, medical data…

• Prepare now for the Q-Day

6



Post-Quantum Cryptography

• Standardization Initiative by NIST

• Six-year competition for efficient quantum resistant algorithms

• 4 selected, much harder math (lattices)

• PQC Coalition (IBM, Microsoft, MITRE…)

• for accelerating adoption of PQC in commercial & open-Source 
technologies

7

https://csrc.nist.gov/projects/post-quantum-cryptography/post-quantum-cryptography-standardization


Google

• Already protects internal 

communications with PQC since 2022

• PQC for Chrome 116 (August 2023)

8



Quantum Cryptography

Uses the properties of quantum mechanics

• Encode in photons: cannot be copied or intercepted secretly

• Theoretically resistant to any breaks

• Not feasable (yet)

9



Quantum key distribution

1) Alice sends 
polarized photons 
and notes 
polarizations (key)

2) Bob applies 
random polarization 
and notes if light 
was received (key)

3) Now they talk publicly how she polarized (key) and how he held his filter (key). 

Attacker measures and destroys → needs to guess what to send to Bob

 If something is not matching in comparison by Bob and Alice, they learn about the attacker

10



Conclusion

Quantum computing 
is coming, and it 

poses a cybersecurity 
threat

Part of defence-in-
depth strategy to 
stay ahead of the 

game

We must be aware and quantum-
proof our data and communications

11



Thank you!

12

Questions?

Is your 
institution 
acting?



Sources

1. https://csrc.nist.gov/projects/post-quantum-cryptography

2. https://www.ibm.com/quantum/roadmap 

3. https://www.ibm.com/downloads/cas/EZEGKEB5

4. https://csrc.nist.gov/Projects/post-quantum-cryptography/selected-algorithms-

2022 

5. https://arxiv.org/abs/1905.09749 

6. https://quantumxc.com/blog/quantum-encryption-vs-post-quantum-cryptography-

infographic/#:~:text=While%20quantum%20cryptography%20describes%20using

,against%20an%20attack%20by%20a 
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Want to know more? 
Check next slides…

14



Faster than GNFS in

- Fourier transformation

- Period finding

- Factor extraction

15



Lattices

Used for quantum-proof algorithms

16



Model Security
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• Examples



Training – Repeated N Rounds

10 October 2023 3



Training – Repeated N Rounds
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Deployment

10 October 2023 5



• Federated Learning

• Model Security

• Examples



Politecnico di Milano

michele.carminati@polimi.it
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Security Challenges System Security Measures

Encryption: Protect data in transit and at rest

SSL/TLS, HTTPS, AES 256

Secure Authentication: Verify participants

Multifactor Authentication, Certificated-based Authentication

Access Controls: Limit data and model access

DAC, MAC, RBAC, ABAC

Model Versioning: Ensure model integrity

DVC, MLFlow

Monitoring and Auditing: Detect and respond to anomalies

Intrusion Detection and Prevention systems, Testing frameworks

Secure Network Architectures: Partitioning and resiliency

Firewall, VPN, Load Balancing, Proxy

8

Security and Privacy of Federated Learning
(Generic Threat Model)

Protect sensitive 

data

Prevent 

unauthorized access

Legal and regulatory 

compliance
Service availability

Ensure model 

integrity, availability, 

and trust

Maintain trust with 

users

Confidentiality Integrity Availability



Security and Privacy of Federated Learning
(Adversarial Threat Model)

Security Challenges

9

Adversarial Threat Model

Protect sensitive 

data

Prevent 

unauthorized access

Legal and regulatory 

compliance
Service availability

Ensure model 

integrity, availability, 

and trust

Maintain trust with 

users

Confidentiality Integrity Availability
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Malicious 

Attacker

*) Adversarial client can attack model performance via direct model poisoning and/or indirect 

data poisoning methods (poisoned/backdoored model)

Compromised Clients: 
Malicious Attacker (Backdoored/Poisoned Model)

Conventional aggregation algorithms

are vulnerable to adversarial attacks
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Malicious 

Attacker

Compromised Clients: 
Malicious Attacker (Backdoored/Poisoned Model)

*) Adversarial client can attack model performance via direct model poisoning and/or indirect 

data poisoning methods (poisoned/backdoored model)

Conventional aggregation algorithms

are vulnerable to adversarial attacks



Compromised Clients: Free Rider

12

Free Rider

*) Adversarial client can leech the global model without contributing to its development 

impacting the model performance (poor performance model/free ride)



Compromised Clients: Free Rider
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Free Rider

*) Adversarial client can leech the global model without contributing to its development 

impacting the model performance (poor performance model/free ride)



Compromised Clients: 
Malicious Attacker (Privacy leak)

14

Malicious 

Attacker

*) Adversarial client can analyze the global models and extract knowledge about private training

data (Inference/Data privacy breach)



Compromised Server

15

*) Adversarial server can analyze the models and extract knowledge about private training data 

(Inference/Data privacy breach)



Data privacy Defense: Differential Privacy

16

Add noise during the 

training/aggregation

Local

Centralized



Model Defense: Outlier Detection

Core Idea

The parameter updates sent from 
malicious participants have 
unique characteristics compared 
to honest participants updates

17

Malicious 

Attacker

Free Rider





Politecnico di Milano

michele.carminati@polimi.it
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• Examples



Few Years Go More Recently



Queries

• Name

• I’m 

• Diogo

• Santos

• Address

• Avenue / Rue

• ---

• Visa/Mastercard





SHRIJA SHETH (CERN CS)





▪Privacy

▪Anonymity

▪Allows law enforcement to identify criminal organizations

▪Freedom of expression





Dark web routes all traffic through a series of proxy servers, which are operated by thousands 

of volunteers around the world.



▪ Connect to a reliable and safe VPN.

▪ Download and install the Tor Browser.

▪ Browse the dark web with the Tor Browser 

▪ Not Evil, Torch, Haystack, Ahmia, DuckDuckGo

▪ Protect your identity.

▪ Have Strong security software to keep your device protected.



▪ Build a Cybersecurity Culture: User awareness programs should be initiated to 
combat the continued threat of phishing and related social engineering 
techniques. 

▪ Protect All Workloads: All critical areas of enterprise risk must be secured: 
endpoints and cloud workloads, identity and data. 

▪ Establish strong IT hygiene with an asset inventory and consistent vulnerability 
management. 

▪ Identity Management: Identity management tools help you to manage the lifecycle 
of identities in your environment. 

▪ Dark web monitoring: These tools monitor the dark web for stolen data and notify 
users like businesses if there are breaches, impersonations, accidental leaks and 
more detected on criminal forums.



▪ Threat hunting

▪ Faster incident response

▪ Early breach detection

▪ Finding criminal chatrooms

▪ Identifying Brand misuse

▪ Mitigating Financial Losses

▪ Identifying Domain Spoofing 

▪ Identifying Impersonations/threats

▪ Safeguarding Reputation





Privacy in modern cars



History

• 2010s – basic telemetry

• Late 2010s – advanced telemetry 
– over-the-air, real-time traffic, 

remote control, advanced 

infotainment etc.

• 2020s onward – +data-sharing

My car btw



What major car brands 
collect? (NOT A JOKE)

• Basic things (places, speed, driving habits etc…)

• Demographic

• Name

• …

• Nissan – “sexual activity” (privacy policy)

• Kia – “sex life” data (privacy policy)

• Multiple – “genetic information”



How?

• Cameras

• Sensors

• Movements – steering wheel, locking the 
door…

• Phone



Privacy policy language 
vague

• “Such us…”

• “Sensor data…”

• Honda – “identifies, relates to, describes, or is 
capable of being associated with a particular 

individual.”

• Subaru - "For the avoidance of doubt, for 

purposes of this Privacy Policy, “using” the 

Services includes being a Vehicle Occupant in 
a Connected Vehicle."



What happens to the data?

• 84% SELL your personal data

• Data goes to brokers, insurance, government, dealers…



Where are we?

4 wheels do rrrrr
Cars have Bluetooth

Smartphone on 4 wheels
YOU ARE HERE

Skynet



References

• https://foundation.mozilla.org/en/privacynotincluded/articles/its-
official-cars-are-the-worst-product-category-we-have-ever-reviewed-
for-privacy/

• https://foundation.mozilla.org/en/privacynotincluded/articles/what-
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Putting Credentials into your code is usually bad (see other
talks)

Solar Winds Breach:

Product: Network Management Software

• NSA
• NASA
• US Military
• Lockheed Martin
• hundreds of other companies and government agencies

1



Solution

• Something we can implement ourselves without necessarily relying on a
service.

• Something that can be done in 5 minutes (sort of)

2



How sops works

Figure 1: Overview
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What we start out with

• We have sops and gpg installed
• We have two sets of pgp keys to encrypt our data (basically like SSH-Keys)

4



Sops

Create .sops.yaml to configure sops for the directory and its subdirectories

cat << EOF > .sops.yaml

creation_rules:

- pgp: >-

KEY1_FINGERPRINT,

KEY2_FINGERPRINT

EOF

Get the fingerprints of the keys you want to use

gpg --fingerprint

Create some secrets

cat << EOF > testfile_cleartext.yaml

leon:

secrets:

- apple_cake_secret_ingredient: "rum"

- paid_for_windows_license: false

- number_of_noses: 1

EOF

Encrypt with sops

sops -e testfile_cleartext.yaml > testfile_encrypted.yaml

# cleartext file is now no longer needed

rm testfile_cleartext.yaml

• File content is now encrypted, not readable without the gpg-keys used for
encryption

• Key names and value types are still visible when using json/yaml, but it is
also possible to just encrypt the whole file

• You can use sops or your IDE with a plugin to edit the encrypted values,
provided you have the key

• You can automate decryption for e.g. CI/CD
• Safety of your secrets depends on your key handling, if you push to git

vim testfile_encrypted.yaml

5



Removing public keys

# if you want to see the difference after removing a key, create a backup

cp testfile_encrypted.yaml testfile_encrypted.yaml.BU

# delete public key from .sops.yaml

# remove public key from list of public keys within the file

sops updatekeys testfile_encrypted.yaml

# rotate encryption key

sops --rotate testfile_encrypted.yaml > testfile_encrypted.yaml.rotated

6



Extra Information

Available for all major OSes

• https://github.com/getsops/sops/releases
• https://gnupg.org/download/
• Available as container image
• AWS, Azure, Vault support, . . .
• Plugins for git, vim, Vscode, . . .
• All kinds of other use cases

7
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