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Introduction

e CERN’s Single Sign-On is used by CERNIR I el E=Ol
thousands of laboratory staff and
researCherS to authentlcate every day_ Sign in with a CERN account Sign in with your email or organisation

Email - Guest Access

E) |4

o Atthe momen_t It needs some
improvement in terms of usability for
users with disabilities such as limited i e A B

vision or colour blindness, motor
|mpa|rment’etc Or use another login method G cooge .

Q{ Two-factor authentication O GitHub f Facebook

$) Kerberos

Home Organisation - eduGAIN

o
=
o
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e |n this project, we address the

accessibility needs of the SSO and b L L

the measures necessary to ensure compllance‘

other related websites run by the
authentication team to enhance the _— ,
overall user experience for all users. s

Manage your eduGAIN settings
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NaVigation mOdes How people with disabilities navigate websites
e Use of keyboard e.g “tab” key

3. Return key to activate the element
that has the focus (link, button, menu...)

1. TAB to move the focus
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2. Shifts TAB to move backwardsthefocus e—JJd 1 L 1 1L 1 1 1 | 1 | | EEE
amEEEEEEE~™- ]
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4. Spacebar to check / uncheck a checkbox

5. Arrow keys to change the selection of the radio buttons,
to move in a drop-down list, or to scroll (scrollbar) when available

e Screen readers - communicates the content displayed in audio or braille
format e.g Chrome vox, NVDA and JAWS on windows, Voiceover for

Mac.
e \/oice commands, etc
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MethOdOIOgies Testing of the SSO

e \Web Content Accessibility Guidelines(level 2(AA))

o Perceivable - provide text alternatives for any non-text content
o Operable - all functionality available on keyboard

o Understandable - operate and appear in predictable ways

o Robust - maximise compatibility with assistive technologies

Tabbing(keyboard only)

Screen reader( listening)

Web Accessibility Evaluation Tools (WAVE)
Web Disability Simulator

Manual Testers (volunteers are welcome)
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Issues found
Issues detected on the CERN SSO (68 issues)

SSO Accessibility Issues

® Low Color Contrast

® Missing Form Label Controls
@ Incorrect Tabing Order

® Missing Language attribute

8 (11.8%) 25 (36.8%) ® Empty buttons

@ Invisible elements
@ Spacing
@ Unfocusable elements

15 (22.1%)
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Solutions How the issues detected were fixed(sample)

e Low Color Contrast

Username

Password

Forgot Password?

Total Color blindness

Username

Increase font weight and make color
darker.

Username

Password

Forgot Password?

Email

Password

Forgot Password?

S cEL.
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Password

Forgot Password?
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Solutions

How issues found were fixed

e Missing language attributes Add lang=“en” to html tag

Indicates to the screen reader the language it should pronounce the content in.

e Spacing

€énamugan e enamugan
p emmilly A WebAuthn Authenticator (Default Label)
USB, NFC Created Aug 3, 2023, 10:27 AM

Created Jul 14, 2023, 3:38 PM

Sign In with Security Key
Sign in with Security Ke
Try Another Way Lost 2FA Token?

Try Another Way Lost 2FA Token?
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Overall

e Before

web accessibility evaluation tool

Summary ‘

fr

Summary Details Reference Order Structure Contrast

WAVE

powered by
WebAIM

Sign in with a CERN account

Username a

Styles: oFF auif) oN

= @ 2 &
S 354 T

A
Password u

*aria-invalid=""%| a

B 1 oe §

Errors Contrast Errors

A4 o3

Alerts Features

£13 U171 a

Structural Elements ARIA

www.almalinu:

Or use another login method
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9 E Two-factor authentication
) @ Kerberos

View details >

By logging in, you agree to comply with the a

CERN Computing Rules, in particular OCS. CERN
implements the measures necessary to ensure
compliance.

. CERN
openlab

Sign in with your email or organisation

=)

Eiome organisation - eduGAIN

e After

P
un
~ EExternal email - Guest access

Or sign in with a social account

By clicking on the buttons below, you consent to CERN's
transfer of your login request to the social provider and to

receive your account name, name and e-mail for

authenticating you. See more details in our . Privacy

X

e gmﬁoogle
Lgnkedln

_faacebook

—OE'MHUD

powered by
WebAIM

& WAVE

web accessibility evaluation tool

Styles: oFF i@ on
Summary

A = 0 2 &

Summary Details Reference Order Structure Contrast

B0 oe (

Errors Contrast Errors

AQ o4

Alerts Features

&13 w13

Structural Elements ARIA

View details »

Congratulations! No errors were detected! Manual
testing is still necessary to ensure compliance and
optimal accessibility.

Directory e

Sign in with a CERN account Sign in with your email or organisation

=)

!E Email - Guest Access

Username n

n ria-label="Enter your CERN Username"*
g ¢

Password D

B *aria-label="Enter your password"*|
aria-invalid=""

Sign In

Forgot Password?

e i i -
i Elome Organisation - eduGAIN

Or sign in with a social account

By clicking on the buttons below, you consent to CERN's
transfer of your login request to the social provider and to

receive your account name, name and e-mail for

authenticating you. See more details in our Privacy Notice.

e &Euoogle
Aingnkedln Qg‘xitHub
_f@acebook

Or use another login method

=)

9 B Two-factor authentication
?) m Kerberos

By logging in, you agree to comply with the CERN
Computing Rules, in particular OCS. CERN implements
the measures necessary to ensure compliance
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£ % 4issues are already in production.
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Over 56/66 issues have already been committed to development
=%. infrastructure and will be included in production in the coming months.

., Some issues may not be visible for users without impairments, but hold
%, significant impact for those who do, so addressing them is essential to
ensuring an inclusive and accommodating experience for all users.
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Thank you

emmillynamuganga@gmail.com
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