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Resources

The slides and the code of all demo programs are available for download 

at https://github.com/uraich/IoT4AQ

https://github.com/uraich/IoT4AQ
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What is IoT?

Wikipedia:

The Internet of Things (IoT) describes physical objects (or groups of 
such objects) with sensors, processing ability, software and other 
technologies that connect and exchange data with other devices and 
systems over the internet or any other communication networks



IoT

The name “Internet of Things” already suggests that there are two 
distinct components to it:

● Things, which are represented by sensors and actuators. We 
therefore must have a means to read out these sensors and to 
control the actuators. Hardware interfaces are needed for this.

● Internet, we must be able to send data read from the sensors to the 
Internet and receive commands for the actuators from it. This 
means that we need a network interwork and the software to run 
the network protocols.
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IoT system architecture
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What is an IoT system composed of?

We need:
 Sensors and actuators
 A processor powerful enough to run the network protocol layers
 A network interface: either Ethernet of WiFi
 Interfaces to the sensors and actuators: 

– General Purpose I/O (GPIO) lines
– I2C, I2S, SPI, serial interfaces

 The cost for the controller should be in a good relation with the cost of the things
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which micro-contoller?
Question of 

● Needs (how much memory, which speed, which interfaces …)
● Budget
● Software environment and programming language

– Most common: Arduino SDK
– MicroPython

● Taste
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The micro-controller
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ESP32 network connection
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The system with AQ sensors
From left to right:
● The ESP32 CPU card with serial

connections to the 
PlanTower PMS5003 dust sensor

● The SGP30 air quality sensor
● The SHT30 temperature and 

humidity sensor
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Programming the micro-controller

Depending on the processor used, several programming environments are 
available. For the ESP32 you have:

● esp-idf (ESP integrated development framework) provided by Espressif 
(not recommended for a beginner programmer)

● The Arduino SDK (Software Development Kit) originally developed for the 
Atmel Atmega chips but today available for many micro-controllers 
including the ESP32. 

● MicroPython. A stripped down Python-3 interpreter with additional features 
needed by micro-controllers available for several chips including the 
ESP32.

In these lectures I use MicroPython

https://docs.micropython.org/en/latest/
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Communication tools
Serial communication (the PC :

 minicom

Interaction with the file system:
 ampy

IDE:
 thonny

Flash Programming:
● esptool

Several other tools are available, I listed only those that will be demonstrated during the presentation
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How to interact with MicroPython
The MicroPython interpreter is installed on the ESP32 flash.

The Interpreter itself is written in C and available in OpenSource from github.

You can build MicroPython from source yourself and install it in the ESP32 flash using esptool.

You will need some infrastructure to accomplish this:
● xtensa-esp32-gcc cross compilation chain
● esp-idf
● cmake
● a dedicated Python virtual environment
● esptool to erase and program the flash memory

You can also pick up a firmware binary and flash it.
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thonny

d
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Interfacing to the “things”
The ESP32 has a big number of interfaces implemented on the chip:

 GPIO pins
 PWM
 Capacitive touch sensor
 I2C (Inter Integrated Circuit) interface 
 SPI (Serial Peripheral Interface) interface
 Analogue to digital converter
 Digital to analogue converter
 Timer
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ESP32 pinout
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Checking the system
In C the ubiquitous “hello world” program checks if

● You can edit a program 
● You can compile and link it
● You can run it

On embedded systems the simplest program possible is often the 
“blinking led” program

It shows that you can access the system and that interfacing works 
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IoT “Hello world”
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Dust Sensors

The working principle:

Light from an LED or Laser is 
scattered by the dust particle and 
the scattered light is detected by a 
photo diode.

The air flow is maintained through a 
ventilator or through convection by a 
heater  
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Dismounted sensor
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Different sensor types

Sharp GP2Y1051 PlanTower PME 5003
DMS 501A

https://www.sparkfun.com/datasheets/Sensors/gp2y1010au_e.pdf
https://www.digikey.jp/htmldatasheets/production/2903006/0/0/1/pms5003-series-manual.html
https://storage.googleapis.com/publiclab-production/public/system/images/photos/000/003/726/original/tmp_DSM501A_Dust_Sensor630081629.pdf
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Differences between the dust sensors
● Air flow (ventilator on convection)
● Light source (LED, laser, light wave length)
● Interface:

– analogue output, needs an Analogue to Digital Converter (ADC)
– PWM output signal
– a micro-controller transforming the signal and sending a serial 

text string
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PWM
The amount of dust particles is given by the 
time the output signal is low.

Very clean air results in a signal that is 
constantly high.

We will concentrate on the PMS 5003 because 
it is the easiest to read out.

More on the other sensor on the Twiki:

https://afnog.iotworkshop.africa/do/view/IoT_Co
urse_English/DustSensors

 

https://afnog.iotworkshop.africa/do/view/IoT_Course_English/DustSensors
https://afnog.iotworkshop.africa/do/view/IoT_Course_English/DustSensors
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The PMS5003 dust sensor
The PMS5003 sends its measurements to the 
micro-controller over a simple serial line. 

https://www.digikey.jp/htmldatasheets/production/2903006/0/0/1/pms5003-series-manual.html
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Meaning of the serial message

Bytes meaning
0,1 Magic word: ‘BM’
2,3 Frame length: data + checksum = 28
4,5 PM1.0 concentration [µg/m3]
]6,7 PM2.5 concentration [µg/m3]
7,9 PM10 concentration [µg/m3]
...
16,17 No of particles <0.3 µm in 0.1 L of air
...
30,31 checksum
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Results from the dust measurement
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Metal Oxide gas sensors

In clean air, donor electrons in metal oxide are attracted toward oxygen which is 
adsorbed on the surface of the sensing material, preventing electric current flow.

In the presence of reducing gases, the surface density of adsorbed oxygen decreases 
as it reacts with the reducing gases. Electrons are then released into the tin dioxide, 
allowing current to flow freely through the sensor. The current flow will give the 
equivalent readings of the measured gas.
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The Sensirion SGP 30
The SGP30 is a MOS sensor providing output signals for 
volatile organic compounds (VOCs) and for the CO2 

concentration.

It uses an I2C interface to
communicate with the 
micro-controller

https://www.mouser.com/pdfdocs/Sensirion_Gas_Sensors_SGP30_Datasheet_EN-1148053.pdf
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The I2C bus
The Inter-Integrated Circuit (I2C) bus was invented by Philips in the early 
1980. It is used by many sensors to communicate their data to the CPU.

https://www.ti.com/lit/an/slva704/slva704.pdf
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The I2C protocol
Write to the bus

Read from the bus

7 bit device address + R/W bit
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SHT30 and SGP30
In addition to dust concentration we want to measure

● eCO2: the CO2 concentration in the air in ppm
● TVOC: the total amount of volatile organic compounds in ppb

This can be accomplished with the SGP30 air quality sensor

The SGP30 needs to know the temperature and humidity in the air, 
which can be measured with an SHT30 temperature and humidity 
sensor. 
We log these measurements as well. 

https://www.mouser.com/pdfdocs/Sensirion_Gas_Sensors_SGP30_Datasheet_EN-1148053.pdf
https://sensirion.com/media/documents/EA647515/63A5A524/Datasheet_SHT3x_ARP.pdf
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I2C addressing
The I2C bus uses the master/slave paradigm. The CPU acts as the master and the sensors as 
slaves.
The I2C bus uses 7 address bits (the 8th bit is the R/W line). A maximum of 128 slaves can 
therefore be connected to a single master.
The ESP32 has two hardware I2C buses, but MicroPython also provides a software I2C 
implementation using bit-banging on any GPIO line.
The pins for SCL (the I2C clock line) and SDA (the I2C data line) are

 SCL: GPIO 22
 SDA: GPIO 21 

Control and readout of an I2C based sensor requires a driver accessing it using the MicroPython 
I2C driver calls. An example for the SHT30 temperature and humidity sensor is explained here.

https://afnog.iotworkshop.africa/do/view/IoT_Course_English/SHT30NopI2CTemperatureAndHumiditySensor
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MicroPython’s I2C driver
From the MicroPython doc on the I2C bus for the ESP32

On the ESP32 CPU:

scl : GPIO 22
sda: GPIO 21

https://docs.micropython.org/en/latest/esp32/quickref.html#software-i2c-bus
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Scanning the I2C bus
This is the code to read the I2C addresses 
of all modules connected to the bus

A list of all valid addresses is returned.

In our case we find:

● 0x45: SHT30
● 0X58: SGP30

d
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How to get the driver?

There are several possibilities:

● It is already implemented in the interpreter: You are lucky! Just use it
● Somebody has published his driver in github: Clone it and install it 

on /lib of the ESP32
● There is a driver for CircuitPython (Adafruit’s version of MicroPython):

You can easily port this to MicroPython
● You are unlucky and you will have to write the driver yourself!
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Drivers are classes
Drivers are often implemented as Python classes
When an instance of a class is created the __init__ method its called
This method initializes the I2C bus and performs any initialization that the device may 
need.
The ESP32 has 2 hardware I2C interfaces and I2C bus 1 is reserved for users.
MicroPython includes a driver for the I2C bus whose methods are used to communicate 
with the I2C device.
The sensor functions and its control is provided through registers, which must be read 
and written. A typical sensor can have a big number of such registers (up to ~ 100) and 
each bit within the register may have a specific meaning. The sensor data sheet 
describes all register details.
Drivers are either frozen into the firmware binary or uploaded into the /lib folder in flash.
Usually a driver is provided with a few simple demo programs showing its use.
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How to use the driver
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