oo Developing an loT System

Uli Raich

Two lectures on Hardware and Software for
the Internet of Things applied to Air Quality measurement

Lecture 2: Accessing the “things” through the Internet

Presented online at the Seminar — Air Quality and
loT based Air Sensors Nov. 2023



The “I”in loT

To communicate with the 10T node over we Internet we must

* Connect the Node to the WiFi network
* Provide a TCP or WEB server (which is a particular type of TCP server!)

*  We may need additional protocols like “server side events” or WEB sockets accessed
through JavaScript

or

« Communicate to an MQTT broker, which in turn sends or receives data from an
MQTT publish or subscribe client
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Micropython provides the
WLAN class giving access to
methods to

e Activate the WIFi station
and check the activation

 Scan for nodes in the
neighborhood

e connect/disconnect
e Get the network status

e (Get/set IP level information

‘oo Connecting to the WiFi network

wifi_connect.py

import network

ssid= "SF "

password="osi ris"

station = network.WLAN(network.STA_IF)

print{"Activating station")

station.active(True)

print{"connecting”)

station.connect(ssid, password)

while station.isconnected() == False:
pass

print({"Connected on IP: ",station.ifconfig()[0])

Shell

33>
Activating station
connecting
Connected on IP: 192.168.1.45

e
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https://docs.micropython.org/en/latest/library/network.WLAN.html?highlight=wifi

A WIFI connection class

When working on 10T you must connect to the network very often.

| therefore wrote and integrated a module named wifi_connect

This makes connecting to the network super-simple:

from wifi connect import *

connect ()

connect also gets the current time from ntp and sets the real time clock on the ESP32
You can get the IP address with

getlPAddress()

or the current time with

gmtTime() or

cetTime()
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OAD A simple TCP server/client example

The server:
* create a socket
* Dbind the host address to a port
* listen for connection requests
e accept the connection
* receive data from the connection
* send data to the connection

 Close the connection
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OAD A simple TCP server/client example

The client:
* create a socket
e connect to the server
* send data
* receive data

Let’s try it on the PC first!
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° TCP server on the ESP32

There is no difference with respect to the code on the PC

Except prior connection to the WiFi network.

Now we can create a TCP server on the ESP32 that reads some sensors
and sends the results to the PC
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° TCP server on the ESP32
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A simple WEB server

As we have seen, MicroPython contains a socket class for network access and that is all
that is needed to implement a simple WEB server.

To make things even simpler a basic framework name picoweb is available on github.
| integrated this framework into the MicroPython binary to make it globally accessible
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Hello World - Mozilla Firefox
File Edit View History Bookmarks Tools Help

usocket — socket moduls X [EEIGRT 0

m
&« c © & 192.168.0.46 g ¥ IN D © » =

Accéder a mes compt... @l Twiki.org home

The Hello World! HTML page

This is the Hello World html page Version 1, served by a WEB server communicating through sockets directly.
The html code is embedded in the server itself. There is no separate HTML file.
The program was written for

the Course on the Internet of Things (IoT) at the University of Cape Coast (Ghana)
Copyright (c) U. Raich, April 2020,
released under GPL

d
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picoweb

The picoweb module is a framework for writing WEB servers

If contains functionality to

Create and listen to HTTP requests on a socket

Handling routing

Parse HTTP requests

Prepare HTTP responses by sending the necessary header
Send HTTP pages stored in files

Handle templates
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https://github.com/pfalcon/picoweb

import picnwebD

Hello World WEB server

import uasyncio as asyncio

import wifi_connect

print ("Connecting to the network")

wifi_connect.connect()

ipaddr=wifi_connect.getIPAddress()

print("starting the Hello World WEB server")

app = picoweb.WebApp(" main_ ")

@app.route("/")
def index(req, resp):

yield from app.sendfile(resp, "html/helloWorld.html",content type = "text/html; charset=utf-8")

app.run(debug=2, host

6.-7. Nov. 2023

ipaddr,port=860)
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S

'-._\NQAP j Integrating measurements into the WEB page

That is already not too bad!
However, we want to integrate measurements into the WEB page.
This can be done through templates

We define a HTML table and fill the entries with measurements made by the PMS5003 and
the SHT30

A dictionary with the fields to be replaced as keys and the values to be put into the fields
as values

picoweb’s method render_template will do the job.
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Server Side events

This is still not perfect because we have to update the whole HTML page if we want to get
new measurements

We would like the WEB server make periodic measurements, which update the page on
the browser (client) side whenever they are sent

This can be achieved through server side events
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MQTT, another way to go online

Message Queuing Telemetry Transport: a publish-subscribe Protocol for 0T

broker -

;Ji-":ﬁ_;*-" POST OFFICE pm——

3 - &
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Activities

This works only
on the local
machine

~

The mosquitto broker

250ct. 21:08 0 & 4 @
uli@medion-uli: /opt/loT4AQ/Screenshots Q = = o

$ mosquitto pub -t "IoT4AQ" -m "Hello Seminar 2023"
s 1

gt uli@medion-uli: ~/Pictures/Screenshots

E $ mosquitto
1698260856: mosquitto version 2.0.11 starting
1698260856: Using default config.
1698260856: Starting in local only mode. Connections will only be possible from
clients running on this machine.
1698260856: Create a configuration file which defines a listener to allow remote

access.
1698260856: For more details see https://mosquitto.org/documentation/authenticat
li@medion-ulk: /opt/IoT4AQ/Screenshot: Q = oot
G T 1698260856: Opening ipv4 listen socket on port 1883.
$ mosquitto sub -t "IoT4AQ" 1698260856: Opening ipv6é listen socket on port 1883.

Hello Seminar éezg 1698260856: mosquitto version 2.0.11 running

6.-7. Nov. 2023

1698260861: New connection from 127.0.0.1:59742 on port 1883.

1698260861: New client connected from 127.0.6.1:59742 as auto-C3F69786-AE03-548C
-3B02-E8D4B971C6A0 (p2, cl, k60).

1698260872: New connection from 127.0.8.1:54270 on port 1883.

1698260872: New client connected from 127.0.0.1:54270 as auto-EDE43774-7345-137A
-8FCO-FD62BOBFAB26 (p2, cl, k60).

1698260872: Client auto-EDE43774-7345-137A-8FCO-FD62BO8FAB26 disconnected.
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Setting up mosquitto

g % mosquitto
1653061159: mosquitto version 2.08.11 starting
1653061159: Using default config.
1653061159: Starting in local only mode. Connections will only be possible from clients running on this machine.
1653061159: Create a configuration file which defines a listener to allow remote access.

1653061159: For more detalls see https://mosquitto.org/documentation/authentication-methods/
1653061159: Opening ipv4 listen socket on port 1883.

1653061159: Opening ipv6 listen socket on port 1883.

1653061159: mosquitto version 2.6.11 running

When starting mosquitto you see that we have to define a listener and an authentication method
If we want to access the broker from a remote machine like the ESP32

The easiest way to accomplish this is a password file
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mosquitto password file

First we create a simple text file with a user name (iot4aq) and a password (seminar2023)

emacs@medion-uli - O X

File Edit Options Buffers Tools Text Help

o DB O

ﬂnt4aq:5&minar2ﬂ23

-1--- 4iotdaq passwd.txt All L1 (]
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Encode password file

Then we encode it with mosquitto_passwd:

cp iot4daq_passwd.txt iotdaq_passwd # the file will be overwritten by the encoded password file
mosquitto_passwd -U iot4aq_passwd

emacs@medion-uli = R X

File Edit Options Buffers Tools Help

s B B8 O B @

Blis2023:5751015hDdetX3 jgNPmokUeSLxMONWoSFxbdrfyPfON/i8pdbIw2FUajxtasd®3KjWLwudbYcGUdc?
SF1WOX5pjCO+1QIK7x3+meoYIEVjApmbyA==

iot4aq:5751015LXLS+rTPOQArI6 /FS5aleASTPHG711q08ATUUCATU3N3oXO9t+sxX4NA4TIRZqTutUhweB @
€7 Jx9BSRAGUUHbYBpOA51Bd6GCud+ViBg==

-:--- mosquitto passwd All L1 {Fundamental)
For information about GNU Emacs and the GNU system, type C-h C-a.

... and we copy it to /etc/mosquitto/
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Adapting the config file

Finally we create a custom mosquitto config file, which is located in /etc/mosquitto/conf.d
enabling the password file.

6.-7. Nov. 2023

emacs@medion-uli S
File Edit Options Buffers Tools Conf Help

o DB O

IiStener 1883
allow_anonymous false

password file fetc/mosquitto/ais passwd

-:%%- ais.conf ALl 11 (Conf[Spact

Note: file is write protected

IoT lectures, Air Quality and IoT-based Air Sensors 2023
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Activities

This works also
with a remote
subscriber or
publisher

6.-7. Nov. 2023

1l

mosquitto

Loaded:
Active:
Docs:

Process:
Process:
Process:
Process:
Main PID:

Tasks:

Memory:

25821
S 258
oct. 25 21:

250ct. 21:18

uli@medion-uli: fopt/loT4AQ/demos/mosquitto

$ mosquitto_pub -u iotdaq -P seminar2023 -t IoT4AQ -m "Hello IoT4AQ seminar”

$

(Rl

Hello IoT4AQ seminar

uli@medion-uli: fopt/loT4AQ/demos

.service - Mosquitto MQTT Broker
loaded (/lib/systemd/system/mosquitto.service; enabled; vendor preset: enabled)
since Wed 2023-10-25 21:11:11 CEST; 2min 50s ago

man:mosquitto.conf(5)
man:mosquitto(8)
94202 ExecStartPre=/bin/mkdir -m 740 -p /var/log/mosquitto (code=exited, status=6/SUCCESS)
94203 ExecStartPre=/bin/chown mosquitto /var/log/mosquitto (code=exited, status=0/SUCCESS)
94204 ExecStartPre=/bin/mkdir -m 740 -p /run/mosquitto (code=exited, status=0/SUCCESS)
94205 ExecStartPre=/bin/chown mosquitto /run/mosquitto (code=exited, status=0/SUCCESS)
94206 (mosquitto)
1 (limit: 18990)
1.2M
: 134ms
. /system.slice/mosquitto.service

L-94206 /usr/sbin/mosquitto -c /etc/mosquitto/mosquitto.conf

11:11 medion-uli systemd[1]: Starting Mosquitto MQTT Broker...

uli@medion-uli: /opt/loT4AQ/demos/mosquitto Q = 2 o

$ mosquitto_sub -u iotdaq -P seminar2023 -t IoT4AQ

11:11 medion-uli mosquitto[94206]: 1698261071: Loading config file /etc/mosquitto/conf.d/ais.conf

11:11 medion-uli systemd[1l]: Started Mosquitto MQTT Broker

[Lines 1-19/19 (El

IoT lectures, Air Quality and IoT-based Air Sensors 2023

&8

T

[l




. and if | could have the MQTT client on the

" ESP32.

If it was the publishing client it could send
measurements to the broker and thus to
any subscribed client

If it was the subscribing client it could
receive commands from the broker and
thus from any publishing client

micropython-lib supplies the umqtt library
giving us access to MQTT

‘L MQTT client on the ESP32

ﬁrom umgtt.simple import MQTTClient
import network

import time,sys

from wifi_connect import *

# Test reception e.g. with:
# mosquitto sub -t AIS2023 -u ais2023 -P johannesburg

SERVER="192.168.6.13"
TOPIC="AIS2623"
PAYLOAD=b"Welcome to the AIS2023 IoT tutorial”

connect()
print("Connected, starting MQTTClient")
c = MQTTClient("umgtt_client", SERVER,user="ais2023",password="johannesburg")
# c = MQTTClient("umgtt client", SERVER)
try:
c.connect()
except:
print("Cannot connect, please check server IP and username and password")
sys.exit()

for _ in range(10):
c.publish(TOPIC,PAYLOAD)
time.sleep(1)

c.disconnect()
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- Subscribing client on the ESP32

Erom machine import Pin

from umgtt.simple import MQTTClient
import network

import time,sys

from wifi_connect import connect

# Test publication e.g. with:
# mosquitto_pub -u ais2023 -P johannesburg -t AIS2023 -m "LED on"

SERVER="192.168.6.13"
TOPIC="AIS2023"

def cmdCallback(topic,payload):
print(topic,payload)
if payload == b"LED on":
userLed.on()
elif payload == b"LED off":
userlLed.off()

userLed = Pin(19,Pin.0UT)
# connect to WiFi
connect()

print("Connected, starting MQTTClient")
c = MQTTClient("umgtt_client", SERVER,user="ais2023",password="johannesburg")
try:
c.connect()
except:
print("Cannot connect, please check server IP and username and password")
sys.exit()

c.set_callback(cmdCallback)
c.subscribe(TOPIC)

print("Waiting for messages on topic 'AIS2023' from MQTT broker")

while True: Cj
c.wailt_msg()
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ThingsBoard

Thingsboard is an OpenSource 10T platform
You can send and receive data from it through HTTP or MQTT
It provides the MQTT broker

You can set up a dash board with user interface elements its
provides and connect these to your sensors and actuators

You can use a server in the cloud or install your own server on your
local computer.
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https://thingsboard.io/

ThingsBoard home

#¥ ThingsBoard | Home x | + v & o x
€ > C 1 @ localhost:8080/home < % 0O *
@ wWebHome<M... < Banque&Ass... { BCGE:Login I ucc myUNIQA | UN... W AllBookmarks

@Thingssoard A Home DA

# Home
D Al
erees View docs Add Device e Get gterted

A Alarms
Inactive Active Total Critical Assigned to me Tatal
o ° Create device Devices
Dashboards 12 0 12 0a 0 0

we Entities Let's provision your first de_wce to the platform via
UL. Follow the documentation on how to do it:

i ( Activin h
[0 Devices Dashboards [ERURIN Ad Dashboard 3 | Devices + |
[ - B How to create Device
Mame wed

By Assets @ History - last 30 days

3
Connect device

IR Entity Views I0T4AQ_LED 11 min ago e
B Profiles AIS-2023 2 days ago e Create dashboard
. . 10T44Q_demo 2 days ago
@ Device profiles
Configure alarm rules
Firmware
[ Asset profiles "
Thermostats e Create alarm
Z% Customers
Software month ago
e Create customer and assign dashboard
i ]
5 BEDEITTHS Oct 01 Oct04 0ct07 Oct10 Oct13 Oct16 Oct19 Oct22 ct25 Oct28
A Edge management ;
Quick links I'4 Documentation 4 Usage | sntities ‘
#% Advanced features
Alarms Dashboards Getting started Rule engine De —
B Resources Devices AP Device profiles Assets 0/
61w
B Notification center L 9w
ustorr 4/w

M ApiUsage
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f Setting up the dash board

K ThingsBoard | Dashboar: x | + v @ © €
< C ft ©® localhost:8080/dashboards < % 0O ‘; H
i WebHome<M... & Banque&Ass... & BCGE:Login Wm ucc myUNIQA |UN... B AllBookmarks
¢ B -
Dasl HEHPESILREE z T RO
O Title*
my_demo_dash_board
o I < « B /0B
Description
O a demo dash board for the loT4AQ seminar| < « A /£ 8
7
O P < « A /7 0
Mobile application settings
D Dashboard image + < - E , i‘
[
. O Drag & Drop 3 < « A 72 0
or Browse
O 3 <« A /£ @
Maximum upload file size: §12.0 KB
O s I < « A /7 0
|:| Hide dashboard in mobile application
O LA - R |
Dashboard order in mobile application
) 3 - —
U Cancel XL = = 8/ W
1-90f9 IK < > >|
i,
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Widgets

#¥ ThingsBoard | Dashboar: x | +

&€ > C 1t O localhost:8080/dashboards/ccb6c200-73dd-11ee-9b21-f5d15428437b

i WebHome<M... & Banque&Ass... € BCGE:Login W ucc myUNIQA | UN...

F%,.Th ngsBoard B3 Dashboards > g 10T4AQ_LED

Title*

l1oT4AQ_LED
M%Wh % Led in

# Home
A Alarms
23 Dashboards

o Entities

Request
Timeout.

. Close
[0 Devices

B Assets

I® Entity Views
B Profiles

B Device profiles

O Asset profiles
22 Customers

¢> Rule chains

A Edge management

% Advanced features
I8 Resources

I Notification center
M@ ApiUsage

@ Settings

@ Security

Select widgets bundle

Alarm widgets
System
Visualization of alarms for

devices, assets, and other
entities.

v 8 B

<% O

B AllBookmarks

‘ eL‘P

Q,  * Import widget (@ULEECLUEL]

Analogue gauges
System

Display temperature, humidity,
speed, pressure, direction, and
other values on analog-style
gauges.

E Function

Cards
System

Includes cards that display
dynamic content based on data
from one or more entities. It
also includes static HTML
cards

Charts
System

Display time series data using
customizable line and bar
charts. Use various pie charts to
display the latest values

Round switch

Control widgets
System

Various interactive widgets to
control the behavior and state

4“- of the loT devices.

Count widgets
System
Cards to display the number of

alarms or entities based on the
selected filter.

1623 Feb 2021
Week =

< Day

Date
System
Contains widgets to change the

data range for other widgets on
the dashboard.

Digital gauges
System
Display temperature, humidity,

speed, pressure, and other
values on digital-style gauges.
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The demo dashboard for the
Seminar contains only
timeline graphs

e Temperature and humidity
* eCO; and TVOC
* Dust concentration

All of the devices are
acquisition only

6.-7. Nov. 2023

l0T4AQ dashboard

#¥ ThingsBoard | Dashboar: x | +
G C ¥ @ localhost:8080/dashboards/ae990cd0-5af4-11ee-8ced-4398508795d2

W WebHome<M... & Banque&Ass... € BCGE:Login [ ucc MyUNIQA | UN...

25 Dashboards > B8 10T4AQ_demo

%ThingsBoard

3 Bz 10T4AQ_demo

A Alarms

Temperature and humidity
B3 Dashboards

loT4AQ_demo ~ @ Realtime - last 2 hours

v = B x

<% O@ :
B AllBookmarks

s 0

‘ /# Edit mode ‘ +

%
e Entities
0% | 0
[0 Devices
1% Lt
& Asset 020 030 0:40 0:50 100 110 120 130 140 1:50 2210
ssets
avg
1| Entity Views —  Temperature
—  humidity
B Profiles
X ) Air Quality [
B Device profiles
Tppm  1ppb
B Asset profiles
Oppm | Oppb
2% Customers
-1ppm - -1ppb
¢ Rule chains 2020 230 2040 2050 21:00 2110 2120 21:30 2140 2150 2210
avg
7D Edge management — Tvoc
— eco2
#% Advanced features
Dust particle density
Im Resources
1ug/m3
M Notification center
M Api Usage 0ug/m3
¢ Settings .
1 ug/m3
020 0:30 0:40 0:50 2100 110 120 130 140 150 210
@ Security avg

— 1umparticles
—  25um particles
— 10um particles

Powered by Thingsboard v.3.6.0
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k4 u u
)
L)
i
'
]
£ Installing ThingsBoard ¢ x | #¥ ThingsBoard | Devices ~ x | + - 0 0 €
& C 1 @ localhost:8080/entities/devices < %w O & ¢
@ WebHome<M... & Banque&Ass... & BCGE:Login W ucc myUNIQA|UN... [ IoT Analytics - m AllBookmarks
% ThingsBoard [o0 Devices g N H
# Home
Devices + C Q
A Alarms
Dashboards Created time & Name Device profile Label State Customer Public
Entities
[0 20230924 18:05:35 10T4AQ_demo  default Active m] < A =, 2 |
[0 Devices
202309-23 13:58:32 ESP32 LED default ]
B3 Assets O efaul Inactive O < A G’ ]
AIS2023 -
| Entity Views [0 2023-09-2217:37:38 emo default Inactive m} < A (4,2 ]
& Pr Thermostat -
[0 2023092210933 . thermostat Inactive (m] < A e ]
@ Device profiles
Thermostat —
[0 2023092210933 thermostat Inactive (m] 2] [ ]
O Asset profiles Ll < Q
3 Raspberry Pi —
BT [0 20230922 10:49:33 o defauht Inactive 0O < B (4,
> Rule chains . DHT11 Demo =
[0 20230922 10:49:33 Device default Inactive m] < A (=, |
)
® Edge management .
Test D —
[0 20230922 10:49:33 :‘“ eiee default Inactive Customer C O [¢] (=, |
#% Advanced features
Test Device -
202309-22 10:49:33 default Inactive Customer B a
M Resources g 81 a 2 |
Test D -
Notification center [0 20230922 104933 P detautt Inactive customera [ [¢] [+, 0 |
@ Api Usage
¥ Settings
@ Security _—
ltems perpage: | 10 = ‘ 1-100f12 >l
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&) Accessing the device

uli@medion-uli: fopt/loT4AQ/demos/thingsboard = - u}

$ mosquitto pub -d -g 1 -h localhost -p 1883 -t vl/devices/me/telemetry -u Bi2PyeEVu9u4fu3x8ECX -m "{temperature:25}"l

Check connectivity

Now we know how to update widgets

on the dashboard. TR e —
Since we already know how to create

MQTT messages on the ESP32

we can also send measurement data

to the dashboard
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Code snippets

Code snippets from the ESP32 program sending data to the dashboard

from umgtt.simple import MQTTClient

BROKER="192.168.0.39" # this is the machine ThingsBoard is running on
PORT="1885"

ACCESS_TOKEN="Bi2PyeEVu9u4fu3xBECX"

TOPIC="v1/devices/meftelemetry"”

connect()

print("Connected, starting MQTTClient")

ﬁ = MQTTClient("umgtt client”, BROKER,port=PORT,user=ACCESS TOKEN,password="")

tempC, humi = sht30.getTempAndHumi(clockStretching=5HT3X.CLOCK STRETCH,repeatability=SHT3X.REP_S HIGH)
PAYLOAD="{" + "temperature: {:8.4f}, humidity: {:8.4f}".format(tempC,humi) + "}"

print("PAYLOAD SHT30: ",PAYLOAD)

c.publish(TOPIC,PAYLOAD)
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%ThingsBoa

# Home

A Alarms
83 Dashboards
% Entities
(a0 Devices
B2 Assets
I® Entity Views
g Profiles
Customers
¢> Rule chains
A Edge management
#% Advanced features
I8 Resources

on center

M Notifi

M Api Usage
£ Settings

@ Security
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Dashboards > Ha loT4AQ_demo

loT4AQ_demo

Temperature and humidity

loTAAQ_demo ~

2A
H

® Realtime - last hour

630 ppm | 200 ppb [
660 pm | 150 ppb
640 ppm | 100 ppb
620ppm | 50ppo

55% | 25°C
24°¢
54% | 23°C
2115 720 725 7130 2135 21:40 2145 2150 2155 2200 2205 22:10
avg
= Temperature 24°C
= humidity 55%
Air Quality 0

600ppm | Oppb

21115 21:20 21:25 21:30 2 21:40 21:45 21:50 21:55 22:00 22:05 22:10

avg

- TVOV 106 ppb

— eCO2 637 ppm

Dust particle density 0
4ug/mar
3ug/m3 |
2ug/m3

21115 21:20 21:25 2130 21:40 21:45 21:50 21:55 22:00 22:05 22:10

avg

= 1um particles 2ug/m3

= 2.5 um particles 3ug/m3

== 10 um particles 4 ug/m3

Powered by Thingsboard v.3.6.0
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The switch controls the
user led on the ESP32 CPU board

The LED indicator shows the
current state.

6.-7. Nov. 2023
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%ThingsBoard

B8 Dashboards > 3m 10T4AQ_LED

# Home loT4AQ_LED

2 Alarms

Round switch Led indicator

8% Dashboards
ae Entities

[0 Devices

B3 Assets

IR Entity Views

B3 Profiles

[ Device profiles

[ Asset profiles
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Create a MQTT subscriber

BROKER="192.168.6.39"

PORT="1885"

ACCESS TOKEN="Px3DCnkuK6g86MNPbgwc"
TOPIC="v1/devices/meftelemetry”
RPC_REQUEST="v1/devices/me/rpcfrequest/+"

# connect to WiFi
connect()

print("Connected, starting MQTTClient")
¢ = MQTTClient("umgtt client", BROKER,port=PORT,user=ACCESS TOKEN,password="")
try:
c.connect()
except:
print("Cannot connect, please check server IP and username and password")
sys.exit()

print{"Successfully connected to ThingsBoard broker")
c.set _callback(cmdCallback)
c.subscribe(RPC_REQUEST)
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The subscriber callback

def cmdCallback(topic,payload):
topic_string = topic.decode()
payload string = payload.decode()
print("topic: {:s}, payload: {:s}".format(topic_string, payload string))
dict = json.loads(payload)
# The setValue method
if dict["method"] == "setValue":
if dict["params"]:
userLed.on()
else:
userLed.off()
ledState = userLed.value()
if ledState:

ledResponse = "true”
else:
ledResponse = "false”
indicator_topic = "{value:" + ledResponse + "}"

print("indicator topic: {}".format(indicator topic))
c.publish(TOPIC,indicator_topic)
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@ Log from ESP32 MQTT subscriber

MPY: soft reboot

Already connected

Connected, starting MQTTClient

Successfully connected to ThingsBoard broker

Waiting for messages on topic 'ThingsBoard' from MQTT broker

topic: vl/devices/me/rpc/request/4, payload: {"method":"getValue", "params":null}
topic: vl/devices/me/rpc/request/5, payload: {"method":"setValue", "params":true}
indicator topic: {value:true}
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