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Interactive data analysis environment

with pre-defined and T PRy Fp—_— .

&« @ O O &= nhttps://jupyterhub.maxiv.lu.se/user/andsal/labjtree/cuda-opencl w 2 @ H O i =
C u Sto m ke r n e I S 7 File Edit View Run Kernel Git Tabs Settings Help Mem: l:ISSBj 102400 MB | GPU: 1269 | 8429 MB
- B * [¢] B Terminal 1 X | [A bh_01_simple-using-cupy.i X | + °¢
& andsal@jupyter-andsal:~/jupyter_notebooks$ id

o uid=2348(andsal) gid=130@(MAX-Lab) groups=130@(MAX-Lab),10@(users),1297(Staff),1298(Domain Admins), )
‘ Q 1301(KITS),131@(net),1313(DNS),1314(HFS),1321(bofhs),1324(pdmgroup), 1351(presto), 91122 (sedsmax), 349
999(sftp-access),350001(its)

. % andsal@jupyter-andsal:~/jupyter_notebooks$ nvidia-smi
. 4 /cuda-opencl/ ¥ | FriMar 8 10:56:54 2024 8
e asaresource poo
N N
. ame Last Modified | |\ 1pra-sMI 535.154.05 Driver Version: 535.154.05 CUDA Version: 12.2 |
= @ bh_01_sim.. 8 months ago |
® W bh_01. 10 d | GPU  Name Persistence-M | Bus-Id Disp.A | Volatile Uncorr, ECC |
° M t P | Fan Temp Perf Pwr:Usage/Cap | Memory-Usage | GPU-Util Compute M. |
0 era e * A opencl_inf.. 8 months ago | | | MIG M. |
|
@ NVIDIA A106 80GB PCIe 0ff | 00OE00GO:CA:00.0 OFf | on |
|
|

° Large RAM i N/A 320 PO 124w / 3004 } N/A I N/A g::gﬁ;
 V100/A100 GPUs | MIG devices: |

* s a deployment platform: it i Sl
* review/prod/next lifecycle | | SEoEER |
+ Cl testing of notebook images r—— M.h ﬁ::gge:nf,i
* as aruntime environment
for staff and researchersig o
* Remote-desktop style experience J - T ==
* Resources overcommit
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Goals and technical requirements

fully unprivileged container environment that
operates seamlessly with existing LDAP user credentials

Integration with MAX IV storage systems (home, group, data)
Run any notebook images without modifications

Ensure available resources visibility

Efficient sharing of available GPU resources between users
Observability of usage metrics

e Zero to JupyterHub with Kubernetes Helm Chart without modifications
 Just custom hooks and proper values.yaml
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https://zero-to-jupyterhub.readthedocs.io/en/latest/

Existing LDAP credentials

B

UID/GIDs from Token @ &eevay 77T oo TTmomommmmmmmmmmmmmmmmmmmmmmmmmmmmm T -_- -

to securityContext @ @ ostPat— s
ploy °

[ ]
D ‘ JupyterLab

Keycloak
(OIDC)

NSS data sync from [upyterhub
LDAP tO COh'FigMap tO (—{ Auf::ﬁl?;';m } ( .v Environment .A

.. . N Jupyter
mount inside container A N | e HOME, NB_USER, ... o
[
Environment variables Auth State — securityContext volumeMounts
tO deflne HOME o8 kubeSpawner runAsUser /mxn/home <
dll'eCtOI'y etC ~ d runAsGroup /mxn/groups <
| supplementalGroups /data

A

Wrapper startup script
to bootstrap
environment

Storage mounts are é
simply defined in the Orrectory
values.

configMap | /etc/passwd
e etc-paswd configMap letc/group
-
@_ ".o ’ passwd Isrv/labhub-wrap.sh
cronjob,
|dap2configmap ® etc-group —
secret smgleuser

I group

labhub-start
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LXCFS: Resources visibility

LXCES is a FUSE
filesystem offering overlay
files for cpuinfo, meminfo,
uptime, etc

Deployed as DaemonSet
on Kubernetes level

Visible CPU and RAM
container limits

Mounted to /proc and
/sys inpre spawn hook

Defining additional
environment variables in
startup scripts

Jupyterhub
TN

auth_state_hook

—>» | pre_spawn_hook

[ kubeSpawner J

Environment

OMP_NUM_THREADS, . .

JupyterLab

s-_
jupyter
.\/

volumeMounts

<output omitted>

00—

hostPath
/var/lib/1xcfs/proc/cpuinfo
/var/lib/1xcfs/proc/meminfo
/var/lib/1xcfs/proc/uptime
<output omitted>

/var/lib/1xcfs/sys/devices/system/
cpu/online
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Isrv/labhub-wrap.sh

=
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https://linuxcontainers.org/

GPU sharing: MortalGPU development

« Kubernetes device plugin for , While
maintaining - the approach used for

sharing RAM on Kubernetes.

* Fork of MetaGPU with development focus on interactive workloads
run by mortals (with operations support by mortal admins)

* Provides:

. represent GPU (or MIG partition) with configurable number of
meta-devices (e.g. 320 of mortalgpu/v100)

based on the usage monitoring data
In general and container-scoped

resource usage in particular:
* mgctl tool and Prometheus exporter
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https://artifacthub.io/packages/helm/mortalgpu/mortalgpu

Jupyterhub with MortalGPU

Kubernetes DaemonSet

GPU RAM resource
requests and limits,
defined the same way as
RAM

Multiple MortalGPU
resources available
(different GPUs and
partitions)

Wrapper over mgctl to
provide nvidia-smi
output for container
processes only

06 :
_—

Jupyterhub
C IHRYREN

auth_state_hook | —>» pre_spawn_hook

2

[ kubeSpawner ]—

Environment

PATH

mortalGPU

A 4

jupyterhub/v100
jupyterhub/a100-shared

jupyterhub/a100-20g

Resources

JupyterLab

o  §
Jupyter *
.VUI Extension

GPwvolumeMounts

A

»
~

\

<output omitted>

/srvigpu/nvidia-smi

/srv/labhub-wrap.sh

"AS
arrel singleuser

labhub-start —

mgctl-nvidia-smi

A J\l
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Compute Instance profiles and RBAC

profileList:
# Compute instance resource profiles
- compute_instances:
al00_shared:
display_name: "“Shared A100 (Limits: 100GB RAM, 8 CPU, 8GB
cpu_guarantee: 0.1
mem_guarantee: 500M
cpu_limit: 8
mem_limit: 100G
gpu_resource_name: jupyterhub/al@@-shared
gpu_guarantee: 4
gpu_limit: 80
node_type: al@e@
al0o_20q:
display_name: "Dedicated A100 20G Partition (Limits: 100G
required_role: aloe-20g
# ...
- display_name: "Beamline-specific analysis"
description: "Notebooks tailored for specific beamline needs"
slug: "beamline"
allowed_compute_instances:
- alevd_shared
- aleo_leg_quick
- aleo_1leg
- al00_20g
- v100
profile_options:
image:
display_name: Image
choices:
bloch:
display_name: "Bloch (h5py, igor, ipympl, ipywidgets,
kubespawner_override:
image: harbor.maxiv.lu.se/jupyterhub/bloch-notebook

Keycloak
(OIDC)
00
deploy
A . °
Keycloak / t h\ b
Authenticator ( Jupyterhu
o’

-

pre_spawn_hook

Auth State
DB

enforce RBAC

auth_state_hook

Filter Proflles
[ (and proﬂle images) RBAC
Extract and filter
Computelnstance profiles

apply COmputelnstance
kubespawner override

add resources, affinities,

apply Profrle
kubespawner override

generate Ul
B

volumes, etc
Enrich Profiles with
Computelnstance
selection option

y kubeSpawner
options_from_form_hook

L
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MAX IV JupyterHub

Common analysis

Generic commonly used analysis tools collection

Image HDF5 simple analysis (bohrium, h5py, hdfSplugin, matplotlib, numpy, p v

Compute  Shared A100 (Limits: 100GB RAM, 8 CPU, 8GB VRAM)
Profile Dedicated A100 10G Partition (Limits: 50GB RAM, 8 CPU, 10GB VRAM, 30 min
Dedicated A100 10G Partition (Limits: 100GB RAM, 8 CPU, 10GB VRAM, 12 hot

ll  Dedicated A100 20G Partition (Limits: 100GB RAM, 8 CPU, 20GB VRAM, 12 ho|

. Shared V100 (Limits: 50GB RAM, 8 CPU, 8GB VRAM
Beamlir. _ S V190 (Limits: 50GB RAM, ' )

Notebooks tailored for specific beamline needs

Image Bloch (hSpy, igor, ipympl, ipywidgets, Imfit, matplotiib, numpy, scipy, s\ v
Compute o

Profile Shared A100 (Limits: 100GB RAM, 8 CPU, BGB VRAM) v
Nordugrid ARCv7 Client

Development and testing of Nordugrid ARC

Compute

Profile CPU-small (Limits: 10G RAM, 2 CPU) v
Development

Development and testing of notebooks (not for general use)

Compute

Profile Dedicated A100 10G Partition (Limits: 100GB RAM, 8 CPU, 10GB VRA v



Extra containers = extra features

Walltime enforcement
« KubeSpawner is capable

Mem: 450 [ 51200 MB | GPU: 1164 | 10201 MB| Walltime: 28 / 30 min of runniﬂg additional
contamers in the user Pod
(1o - & * Isolated walltime
¢ Jup@ub ) —t countdown container
. o terminating user server via
Pre-spaun ook [ oespaner ] — JupyterHub API
JupyterHub 2.0 RBAC L walltime-terminai:rse = . Using the JupyterHub RBAC
delete:servers!user 4—’_<:1>7 ,:? T feature
| =« Developed Ul extension to
— show values to end-user
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https://jupyterhub.readthedocs.io/en/stable/rbac/index.html

Use-case: Nordugrid ARC Client

: POC Sma” grld for : File Edit View Run Kernel Tabs Settings Help
transparent HPC usage

 ARC with OAuthZ JWT
tOkenS auth Lazg\:rap arcsub j_arc_xds_kubepie.xrsl

. Map to Self at MAX IV + export BEARER_TOKEN=eyJhbGci0iJSUzIINiIsInR5cCIg0iAiS1dUIiwia2lkIiA6ICI10VV2RESSWXh!

+ BEARER_TOKEN=eyJhbGci0iJSUzIINiIsInR5cCIg0iAiS1dUIiwia2lkIiA6ICI10VV2RESSWXh5UGhWeER " job lifecycle— —: % —:

M Terminal 1 X |+

andsal@jupyter-andsal-arc:~/arc_xds_demo$ set -x
andsal@jupyter-andsal-arc:~/arc_xds_demo$ arcsub j_arc_xds_kubepie.xrsl

o =

resources + local cmd=arcsub
+ shift
« Mapto p00| on external # + '[' arcsub = arcsub -o arcsub = arctest ']’ ARC ¥
+ cmd='arcsub -T arcrest -Y maxiv.lu.se' N
resources + arcsub -T arcrest -Y maxiv.lu.se j_arc_xds_kubepie.xrsl Trust
. Job submitted with jobid: https://arc.maxiv.lu.se:443/arex/rest/1.0/jobs/0148a8e@dc51 ’
° Addltlonal Cha”enge \ andsal@jupyter-andsal-arc:~/arc_xds_demo$ | }
- - - /‘:1
existing data sharing to Y v @ .
external sites with JWT @ g~ D
. - Jupy User Job Submit . Keycloak Umbrella ID
auth, following user \“J = sl o
permissions Client

'Sy
o3
"’ —job Iifecycle—)% % %

QRC MAX IV Offline

Idea: use JupyterHub as "oidc-agent”

,-(_'_/,
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Extra containers = extra features
"0OIDC-agent” for ARC

» KeyCloak Authenticator to
refresh access tokens

e |solated token-helper
container with privileges to

— e — read auth_state
f ’”pw“bpre_mwnm — & » Using the Jupyterhub RBAC
new_api_token() .v l:I feature
¢ « API to provide only Access
3 e 1 1OKENS to JupyterLab
. USGEF 4_,@\( ‘vl JUPYTRERHUB_API_TOKEN Contalner
———— U . « wrapper to use in ARC CLI

transparently
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https://github.com/swan-cern/jupyterhub-extensions/tree/master/KeyCloakAuthenticator
https://jupyterhub.readthedocs.io/en/stable/rbac/index.html

KubePie: sharing existing data over https

* |dea: DS~
| CHALLENGE ACCEPTED §

 Sounds crazy? But we do run such Pods for each user in JupyterHtist—

» KubePie Is harnessing
by running, managing and securing web servers for

every user

« KubePie is strictly relying on flow or
when it comes to the user identification

* OAuth2 used in ARC PoC for data transfers

» Claims-based user-mapping during Pod instantiation (admission) o

« Other auth credentials accessible via OIDC:
 WebDAV with S3-like credentials is implemented as an example

Andrii Salnikov, JupyterHub@MAX 1V, CS3 2024 12



https://artifacthub.io/packages/helm/kubepie/kubepie

KubePie: Baking process

____—-—-——-—-_—_-

Z
(2) redirect”

4 Infrastructure N

0 PieData Services
CRD

DAQ

KubePie@MAX IV PieData PieData
is running on the CRD CRD
Data Acquisition

Kubernetes Cluster

Admission Webhook @4——

(4]

AN
B ]

PieTrack

PieEat

B » W M 03

appdiagrams  netmagis.ma.. 4 ukraine-e.  localhost jupyterhub.... # privatbank
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https://artifacthub.io/packages/helm/kubepie/kubepie

Conclusions

allows to build data
analysis platforms, matching organization needs in functionality and
security.

brings allocated resources visibility to
both interactive and batch containerized workloads.

enriches the
Interactive shared environments with CUDA capabilities.

extends the usage patterns of
the shared platform, improving the end-user experience.

In the running Pod open a way to securely add
features beyond the usual JupyteHub capabilities.

MAXTV



Thank you for attention!

Source code and
deployment configuration
can be found on

We are work'ing. G "’

towards establishing
similar deployment for
providing EOSC service
as Open Data analysis
platform

h b gitlab.com
4« *** \ Jupyter u KubePie
* <39 * SHENCE cLOUD E !

RRC
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https://gitlab.com/MAXIV-SCISW/JUPYTERHUB/jupyterhub-kubernetes
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