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SCION Overview in One Slide
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Path-based Network Architecture

Control Plane - Routing

Data Plane - Packet forwarding

• Constructs and Disseminates

Path Segments

• Combine Path Segments to Path

• Packets contain Path

• Routers forward packets based on 

Path

o Simple routers, stateless operation
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SCION header overview

• Packets get routed within the AS

using IPv4/v6, additional UDP header

to accommodate middle boxes and

OS network stacks
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Fast File Transfer on SCION

• Transmission scheme adapted to high BD product

• Bandwidth aggregation through multipathing

o Possibility to use backup links active-active

o Avoid in network bottlenecks

• OS network stack bypass

o AF_XDP based solution, application traffic at line rate

• Adapted congestion control w/ PCC

o Not affected by spurious loss, maintain fairness to 

competing flows

• Evaluated against existing file transfer applications

o Compares very favourably in HBD settings vs GridFTP
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SCION ScienceDMZ

• Per packet traffic filtering leveraging the 

CPPKI of SCION

o LightningFilter using DRKey

• Bandwidth aggregation through multipathing

o Hercules using path-awareness

• Deployment model

o Classical ScienceDMZ model with host 

authentication, can be deployed in parallel to 

existing systems, but at a fraction of the costs using 

COTS hardware
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First deployments and POCs

• Performance evaluation of the integrated system on 

the SWITCH network

o Sustained throughput approaching link capacity achieved 

between Bern and Lugano during file transfer
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First deployments and POCs

• Deployment between CSCS and ETHZ

o Different deployments possible depending on local network 

topology

o LightningFilter can be a bump in the wire, collocated with the 

DTN or act as a central gateway for the ScienceDMZ
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First deployments and POCs

• Deployment between CSCS and ETHZ

o Different deployments possible depending on local network 

topology

o LightningFilter can be a bump in the wire, collocated with the 

DTN or act as a central gateway for the ScienceDMZ

• POC between SEC Singapore and ETHZ

o Huge improvement over existing solution, transfer time 

improved by two orders of magnitude

• DTN at KISTI connecting to Europe via KREONET2

o Fully redundant links connecting the KISTI SCION AS to 

Switzerland
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SCIERA: SCION Education, Research and Academic Network

• SCION deployment has been organically growing

o Service offering by SWITCH in Switzerland

o Availability within and through GEANT

o Deployed in KREONET2

9

o U.S. universities connected

o WACREN in Africa about to join



SCION Team
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Thank you for your attention
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Resources:

https://scion.org

https://scion-architecture.net

https://scion.org/
https://scion-architecture.net/


SCION Summary

• Availability, Sovereignty, and Transparency

• High-performance

o Path-aware network enables application-specific optimizations to provide enhanced 

efficiency

o Multi-path communication enables simultaneous use of multiple paths, increasing available 

bandwidth

• Secure, high assurance, high availability

o Per-packet authentication verification possible on routers

o Formal verification of protocols and code

o Immune against routing attacks, e.g., BGP prefix hijacking

• SCION: Next-generation Internet you can use today
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