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International Legal Landscape

* Diverse Data Protection Standards

- Different countries and regions have established
their own data protection laws, each with its own set

of standarcrl]s, I[EJrincipIes,L‘imd reqéiE)elgnl_\?nts. Eor
instance, the European Union's emphasizes user —
consent, data minimization, and robust data subject l ntrOd u Ctl o
rights, while other countries may have less stringent
regulations.

« Complex Compliance
« The Open web index must navigate the complexity of
complying with multiple sets of (data protection) laws.
This includes understanding what data can be
collected, how it can be processed, and the rights of

data subjects in each jurisdiction where they operate.
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Data Regulations

- Data Localization Requirements

« Some countries require that certain data be stored and
processed within their borders (e.g. Russia, China,
Vietnam, Indonesia, Turkey). This can lead to data

localization challenges for the open web index, as it l ntrOd u Cti o

may rely on a distributed global infrastructure.

- Data Transfer Mechanisms
« To transfer data across borders legally, organizations
must use mechanisms like standard contractual
clauses or binding corporate rules. These
mechanisms add complexity and administrative
overhead to data management.
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Jurisdictional Variations

« Conflicting Laws

 When the open web index operates in multiple
jurisdictions with conflicting data protection
laws, it may face legal dilemmas. For example, a
platform may be required to store data locally in
one country while another demands the deletion of
certain data.

* Legal Uncertainty
* The existence of conflicting laws can create legal
uncertainty for the open web index. The
governing body may have to make difficult
decisions about which jurisdiction's laws to
prioritize and how to navigate disputes between

them.

Introductio
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Government Surveillance
and Security

- E.g. NIS2:

. The NIS2 Directive is the EU-wide legislation on
cybersecurity. It provides legal measures to boost
the overall level of cybersecurity in the EU.

. Businesses identified by the Member States as

Introductio
operators of essential services in the above sectors

will have to take appropriate security measures and
notify relevant national authorities of serious
incidents. Key digital service providers, such as
search engines, cloud computing services and
online marketplaces, will have to comply with the
security and notification requirements under the

Directive.
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Content Resirictions and Censorship

Diverse Laws & Jurisdictional Reach

Different countries have varying legal frameworks for content
restrictions. Some may have strict laws prohibiting specific
types of content, such as hate speech, pornography, or
political dissent, while others may have more permissive
regulations. Furthermore, when an open web index operates
globally, it is subject to the jurisdiction of multiple countries,
each with its own set of content regulations. This can create a
legal minefield, as content that is legal in one jurisdiction
may be illegal in another.

Balancing Freedom of Expression (Content Moderation
Challenge)

« The web index may struggle with the challenge of moderating

content to comply with local laws while respecting the
principles of free speech. Deciding what constitutes
"harmful” or "illegal” content can be highly subjective and
context-dependent.

Introductio
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Compliance and Risk Management

Clear Policies and Procedures

* Need to establish clear policies and procedures that outline how the open
web index will handle data, content, and user interactions in compliance
with applicable laws and regulations. These policies need to be in align with
the principles of data protection, user privacy, and freedom of expression.

+ Data Protection Impact Assessments (DPIAs)

* Need to conduct DPIAs to identify and assess the potential risks to individuals
privacy when processing data. DPIAs help in understanding the impact of data
processing activities and in implementing measures to mitigate risks.

Introductio

* Integrate privacy by design principles into the development of the open
web index. This means considering data protection and privacy from the
outset, rather than as an afterthought. It involves embedding privacy features
into the product or service, such as data minimization, user consent
mechanisms, and robust security.

* Regular Audits and Assessments
+ Ongoing Monitoring and Adaptation

+ Training and Awareness
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Legal Norms

Europe:

General Data Protection Regulation (GDPR): The GDPR is a comprehensive data
protection regulation applicable to all EU member states. It imposes strict
requirements on the transfer of personal data outside the European Economic Area
(EEA) unless certain safeguards are in place, such as adequacy decisions, standard
contractual clauses, binding corporate rules, or explicit user consent.

Non-compliance can result in significant fines. For instance, in 2020, British Airwags
was fined € 20 million for a data breach that exposed personal data of over 500,000
customers.

North America:

California Consumer Privacy Act (CCPA): The CCPA grants California residents
certain rights over their personal data and imposes obligations on businesses that
handle their data. It includes provisions related to user consent, data transparency,
and user ri%hts. It also requires businesses to provide specific notice to consumers
regarding the sale of their personal information.

Non-compliance can lead to financial penalties and lawsuits.

South America:

Brazil's General Data Protection Law (LGPD): The LGPD establishes rules for the
processing of personal data in Brazil. It includes provisions on user consent, data
subject rights, data breach notification, and cross-border data transfers. It aligns with
many principles of the GDPR and imposes obligations on businesses that handle
Brazilian citizens' data.

Fines for non-compliance can reach up to 2% of a company's annual revenue.
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Selected Examples of legal norms in different continents

Legal Norms
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Legal Norms

e Africa:

 Asia:

South Africa's Protection of Personal Information Act (POPIA): POPIA
regulates the processing of personal information in South Africa. It requires
organizations to obtain consent for data processing, implement appropriate
security measures, and ensure transparency in data handling. It also includes
provisions related to cross-border data transfers.

Personal Information Protection Law (PIPL) in China: PIPL is China's
comprehensive data protection law, which came into effect on November 1,
2021. It includes provisions related to user consent, data localization, cross-
border data transfers, and user rights. It establishes strict requirements for
handling personal information within China and imposes certain obligations on
businesses operating in China.

Non—compliance can result in severe penalties, including fines of up to 5% of a
company's annual revenue.

 Oceania:

Australia's Privacy Act and Notifiable Data Breaches Scheme: The Privacy
Act regulates the handling of personal information in Australia. It includes
provisions related to user consent, data breach notification, and cross-border
data transfers. The Notifiable Data Breaches Scheme requires organizations to
notify affected individuals and the Office of the Australian Information
Commissioner in the event of eligible data breaches.
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Selected Examples of legal norms in different continents

Legal Norms
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Selected Legal Cases

1. Facebook and GDPR (Ireland):

. In 2018, shortly after the GDPR came into effect, Facebook faced a
complaint from Austrian privacy activist Max Schrems. The
complaint alleged that Facebook was violating user privacy through
its data processing practices. The case was referred to the Irish
Data Protection Commission (DPC), as Facebook's European
headquarters are in Ireland. It led to a significant legal battle and

highlighted the GDPR's enforcement mechanisms and potential for
SObSERE nes " Legal Norms

2. Google's €50 Million GDPR Fine (France):
* In 2019, GOOﬁ_|e was fined €50 million by the French data protection

authority, CNIL, for violating the GDPR. The fine was imposed for a

lack of tr_anscFarenc and inadequate consent mechanisms for

personalized ads. This case underscored the GDPR's stringent

requirements for user consent and transparency in data processing.
3. C-311/18 ,,Schrems Il “ and Data Transfers (European Union):

* In July 2020, the Court of Justice of the European Union (CJEU)
issued a landmark ruling in the Schrems Il case. It invalidated the
EU-U.S. Privacy Shield, a framework for transatlantic data transfers,

due to concerns over U.S. surveillance practices. The ruling also

emphasized the need for robust safeg%uards when transferring data

%1#3||<(jje the EU, affecting businesses that relied on the Privacy
ield.
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The Unraveling Web: A Twisted
Journey at the Anti-Matter Lab

In the ever-evolving landscape of the digital age, the open web index will emerge as a e
powerful tool for knowledge discovery and connectivity. As the world gathers at CERN, a Discussion
beacon of scientific exploration, for a conference on the future of the open web index, an
unexpected twist awaits. 03

Little did we know that, after a visit to the renowned Anti-Matter Lab, renowned for its
mind-bending research, this encounter would forever alter our perception of the open web
index. As we delved into the mysterious realms of anti-matter, our minds underwent an
inexplicable transformation, fostering an unprecedented hostility towards the very existence
of the web index. What once seemed like a marvel of accessibility, sharing, and discovery,
now appeared as a force capable of diluting human connections, fragmenting knowledge,
and promoting misinformation.

Emotions run high as we question the integrity of the open web index and its impact on
our collective consciousness. Driven by a newfound conviction, we embark on a mission to
challenge the legitimacy of the web index—Iegally, within the confines of the conference
and cherish our newly developed anti-matter powers.



INTERACTIVE GROUP DISCUSSION — TAKE DOWN THE INDEX!

Legal Frameworks for
Content Restrictions

Balancing Freedom
of Expression

Ethical Responsibilities




The Unraveling Web: A Twisted t
Journey at the Anti-Matter Lab

» Gather in three topic groups,
« brainstorm and document your ideas for a short presentation

Another 30 minutes
until the effect wears off
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The Unraveling Web: A Twisted
Journey at the Anti-Matter Lab

» Gather in three topic groups,
« brainstorm and document your ideas for a short presentation
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Take Aways

1. Compliance Program:
« Establishing Clear Policies and Procedures
« Conducting Data Protection Impact Assessments (DPIAs) to mitigate risks
* Integrate Privacy by Design and Implement User Consent Mechanisms
2. Regular Audits and Assessments:
« Conducting Internal Audits (to assess compliance with established policies and procedures)
« Engaging Third-Party Audits to provide an unbiased perspective
3. Legal Counsel and Expertise:
* Legal Counsel and Local Legal Advisors
4. Ongoing Monitoring and Adaptation
* (Continuously) monitoring Regulatory Developments
« Paying attention to User Feedback
5. Risk Management:
» Conducting comprehensive Risk Assessments
« Developing Risk Mitigation
6. Employee Training and Awareness

Takeaways

05




Cross-Border Legal Considerations for Open Web Indexes

Introduction

*In e
importance of cross-
border legal
considerations for open
web indexes

Legal Norms

* Highlighting key data
protection laws and their
implications for open web
indexes

* Examining the similarities
and differences in
approaches across
continents

Interactive Group
Discussion

» Sharing practical
strategies and lessons
learned in navigating
cross-border legal
considerations for open
web indexes

Presentation

N/

LELCEVEVE]

* Providing actionable
takeaways and
resources for further
exploration

KEY BENEFITS

TAKEAWAYS

Acquire practical strategies and best practices for
ensuring compliance and mitigating legal risks

Gain insights into the legal norms and
regulations pertaining to open web
indexes in different continents

Prof. Dr. Kai Erenli LL.M.




ALMASTIC

DEPENDS!’




