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What is this lecture about?

- Introduction to IPv6

- (What I consider to be) interesting facts

- Rants about IPv6

- Personal opinions
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Per country IPv6 adoption as of 2024/02/16; © Google; 

https://www.google.com/intl/en/ipv6/statistics.html#tab=per-country-ipv6-adoption



IPv4 refresher (IPv4 Header)
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IPv4 refresher (IPv4 addresses)
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Supporting protocols for IPv4

- DHCP

- ARP

- ICMP

- DNS

- NAT (not a protocol)
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IPv6
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IPv6

- Motivation

- Not enough public IPv4 addresses

- Auto configuration of addresses

- Link-local addresses

- Stateless Address Autoconfiguration - SLAAC

- Simpler header

- Or is it?
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IPv6 Header
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IPv6 Extension Headers
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- Hop-by-Hop Options

- Fragment 

- Destination Options

- Routing

- Authentication

- Encapsulating Security 

Payload (ESP)
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IPv6 Fragmentation Header
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IPv6 Fragmentation Header drop rate as of 2024/02/20; © APNIC; https://stats.labs.apnic.net/v6frag



IPv6 Hop-by-Hop Options Header
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IPv6 Hop-by-Hop Options Header drop rate as of 2024/02/20; © APNIC; https://stats.labs.apnic.net/cgi-

bin/v6frag_worldmap?w=7&d=h



IPv6 Destination Options Header
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IPv6 Destination Options Header drop rate as of 2024/02/20; © APNIC; https://stats.labs.apnic.net/cgi-

bin/v6frag_worldmap?w=7&d=d



IPv6 Extension Headers

- RFC 8200 recommendations

- Nodes should skip unrecognized Headers

- Hop-by-Hop Options can be ignored

- Path MTU Discovery strongly recommended

- Makes Fragmentation Header useless
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IPv6 Address Format

2001:0db8:85a3:0000:0000:8a2e:0000:7334
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IPv6 Address Format

2001:0db8:85a3:0000:0000:8a2e:0000:7334

2001:db8:85a3:0:0:8a2e:0:7334

2001:0db8:85a3::8a2e:0:7334
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IPv6 Addresses

- Link-local

- fe80::/10

- Multicast

- ff00::/8

- ff01::1 - all nodes

- ff01::2 - all routers

- Example

- 2001:2b8::/32
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- IPv4 - IPv6

- ICMP - ICMPv6

- ARP - ICMPv6

- DHCP - ICMPv6

- DNS - DNS

Supporting protocols for IPv6
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- IPv4 - IPv6

- ICMP - ICMPv6

- ARP - ICMPv6 (IPv6 ND)

- DHCP - DHCPv6

- DNS - DNS

Supporting protocols for IPv6
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Supporting protocols for IPv6 (ICMPv6)

- Similar to ICMP

- Messages

- Destination Unreachable

- Packet Too Big

- Essential for Path MTU Discovery

- Time Exceeded

- Parameter Problem

- Echo Request & Echo Reply
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Supporting protocols for IPv6 (IPv6 ND)

- ARP replacement (and much more)

- Used together with SLAAC for IP address configuration

- RFC 4861

- ~90 pages
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Supporting protocols for IPv6 (IPv6 ND)

- Essential part of SLAAC

- Router Solicitation

- Router Advertisements

- Gateway

- Address prefix

- DNS Servers
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Supporting protocols for IPv6 (IPv6 ND)

- Other things that Neighbor Discovery does

- Neighbor Unreachability Detection

- Duplicate Address Detection

- Redirecting hosts to use another router
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Supporting protocols for IPv6 (DHCPv6)

- RFC 8415

- ~150 pages

- Can be used like DHCP

- Usually used for prefix delegation
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Supporting protocols for IPv6 (DHCPv6)

- ISP Edge Router

- DHCP Server

- Use /48 network to send /56 prefixes

- Client Edge Router

- DHCP Client

- Receives /56 network prefix

- Creates a /64 pool of addresses on a given interface

- Sends Router Advertisements
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Supporting protocols for IPv6 (DNS)

- It’s the same

- AAAA Records
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IPv6 address configuration

- Static assignment

- Link-local addresses

- A

- B

- C

- D

- e
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Link-local addresses 

fe80::/10
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Link-local addresses 

fe80::/10

fe80::bde0:66c4:f4c6:7f35

35CERN iCSC IPv6. Are we there yet?



IPv6 address configuration

- Static assignment

- Link-local addresses

- SLAAC

- EUI64

- Privacy Extensions for SLAAC

- Privacy Stable SLAAC

- DHCPv6
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EUI64

1111.1111.1111
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IPv6 address configuration

- Static assignment

- Link-local addresses

- SLAAC

- EUI64

- Privacy Extensions for SLAAC

- Privacy Stable SLAAC

- DHCPv6
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2001:2b8:1111:1111:1111:1111

Privacy Extensions for SLAAC
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2001:2b8::5555:5555:5555:5555

Privacy Extensions for SLAAC
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2001:2b8::4444:4444:4444:4444

Privacy Extensions for SLAAC

39CERN iCSC IPv6. Are we there yet?



2001:2b8::3333:3333:3333:3333

Privacy Extensions for SLAAC
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2001:2b8::2222:2222:2222:2222

Privacy Extensions for SLAAC
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IPv6 address configuration

- Static assignment

- Link-local addresses

- SLAAC

- EUI64

- Privacy Extensions for SLAAC

- Privacy Stable SLAAC

- DHCPv6
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Is this really easier?

41CERN iCSC IPv6. Are we there yet?



42CERN iCSC IPv6. Are we there yet?



42CERN iCSC IPv6. Are we there yet?



IPv6 vulnerabilities (2023)

- https://github.com/CVEProject/cvelistV5

- IPv6

- 43 reported

- 22 related to protocol implementation

- IPv4

- 14 reported

- 3 related to protocol implementation

- 9 common vulnerabilities (IPv4 and IPv6)
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https://github.com/CVEProject/cvelistV5


Personal opinions

- IPv6 is just different

- Common pro arguments

- SLAAC

- Everything is public; globally routable addresses

- Lots of vulnerabilities

- Growing pains?

- Complexity?

44CERN iCSC IPv6. Are we there yet?



Personal opinions

- Endless cycle

- IPv4 is the standard

- Not enough people learn about IPv6

- Not enough people to push adoption

- IPv4 is still the standard

- I don’t think IPv4 will be fully out of use
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