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31 .  i n t r o d u c t i o n :

WHAT FOR?
there is definitely a hype about Random bit streams, not only for crypto but also for gaming, virtual reality , 
Monte Carlo simulations, IoT, Satellite communication &control and notably Privacy Preservation Procedures

row 
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ABSTRACT

The U.S. Census Bureau is using di"erential privacy (DP) to pro-
tect con!dential respondent data collected for the 2020 Decennial
Census of Population & Housing. The Census Bureau’s DP sys-
tem is implemented in the Disclosure Avoidance System (DAS)
and requires a source of random numbers. We estimate that the
2020 Census will require roughly 90TB of random bytes to protect
the person and household tables. Although there are critical dif-
ferences between cryptography and DP, they have similar require-
ments for randomness. We review the history of random number
generation on deterministic computers. We also review hardware
random number generator schemes, including the use of so-called
“Lava Lamps” and the Intel Secure Key RDRAND instruction. We
!nally present our plan for generating random bits in the Amazon
Web Services (AWS) environment using AES-CTR-DRBG seeded
by mixing bits from /dev/urandom and the Intel Secure Key RD-
SEED instruction, a compromise of our desire to rely on a trusted
hardware implementation, the unease of our external reviewers in
trusting a hardware-only implementation, and the need to gener-
ate so many random bits.

CCS CONCEPTS

• Security and privacy → Privacy protections; • Theory of
computation → Theory of database privacy and security; •
Software and its engineering→ Software veri!cation;
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1 INTRODUCTION

To date, most of the discussion regarding the use of di"erential
privacy for the US 2020 Census of Population and Housing has
focused on the impact of DP on accuracy and the suitability of DP’s
privacy guarantee (e.g. [5, 19, 36, 53, 67]), and not on the speci!c
details of the Census Bureau’s DP implementation.

This paper is divided into two sections. In the remainder of this
section we present the role of DP in the 2020 Census, discuss DP’s

This paper is authored by an employee(s) of the United States Government and is in
the public domain. Non-exclusive copying or redistribution is allowed, provided that
the article citation is given and the authors and agency are clearly identi!ed as its
source.
WPES’20, November 9, 2020, Virtual Event, USA
2020. ACM ISBN 978-1-4503-8086-7/20/11.
https://doi.org/10.1145/3411497.3420211

requirements for randomness, contrast DP’s requirements for ran-
domness with those of cryptography, and present related work.
Section 2 provides an overview of the DAS, its randomness require-
ments, and discusses the engineering challenges we encountered.

1.1 DP and the 2020 Census

As described in the 2020 Census Operational Plan [82], the 2020
Census uses data collected from households supplemented with
data from administrative records to create a dataset known as the
Census Unedited File (CUF). This !le consists of “[a]ll person and
household records for the 50 states, D.C., and Puerto Rico.” [82, p.9]
This !le is used to produce the Census Edited File (CEF). Following
the creation of the CEF, the respondent data travels to a purpose-
built application called the Disclosure Avoidance System (DAS).

The output of the DAS consists of two microdata sets: one con-
taining person records, and a second in which each record corre-
sponds to a housing unit or group quarters facility.

Disclosure Avoidance is a term used by the Census Bureau to
describe techniques employed to limit the risk of a disclosure of
respondent information that would be prohibited by Section 9 of
the Census Act (U.S. Code Title 13), as interpreted by the Census
Bureau’s Data Stewardship Executive Policy Committee (DSEP),
which is the Census Bureau’s executive policy-setting organ [85].
In 2017, the Census Bureau announced that it would use DP [20] as
the core privacy-conferring mechanism for the 2020 Census [25].1

As there was no o"-the-shelf mechanism for applying DP to a
national census, the Census Bureau developed its own. Although
DP was created in part with the protection of a national census
in mind, the 2020 Decennial Census will be the !rst time that a
national statistics agency has attempted to use DP for the purpose
that it was created.

Increased transparency of disclosure avoidance processes was
an important goal in the Census Bureau’s adoption of di"erential
privacy. In 1990, the Census Bureau adopted a rules-based “Con-
!dentiality Edit” termed “data swapping” as a privacy protection
mechanism for the original data, and a second technique, called
“Blank and Impute,” for sample data [46]. However, no formal proof
is available that these techniques can provide meaningful privacy
guarantees against broad classes of attackers. Nor is it clear that
these privacy guarantees are not undermined by the transparent
release of implementation details. Consequently, the Census Bu-
reau has not released details concerning either the previous disclo-
sure avoidance techniques’ implementation, nor their impact on
data accuracy.
1An important subtlety is that, though it uses DP subroutines as its core privacy tech-
nology, the DAS is not end-to-end di"erentially private, due to the policy requirement
that a modest set of “invariant” statistics not be altered by the infusion of DP noise.
The mathematically provable privacy guarantees conferred by the DAS are weakened
by this requirement, but the DAS’s privacy guarantee is nevertheless precise and prov-
able, and is similar in form to the guarantees o"ered by pure DP systems.

 a 2020 paper by the U.S. Census Bureau:

 a 2023 article on FORBES:



HOW TO GENERATE AN 
UNPREDICTABLE RANDOM 
NUMBER?

2 .  t h e  e s s e n c e  o f  r a n d o m  n u m b e r  g e n e r a t i o n :
4

François Morellet (1926-2016) 
Random Distribution of 40,000 Squares using the Odd and Even 
Numbers of a Telephone Directory 1960 
MOMA, New York

It is always nice to consider an artist’s point of view:

“With Random Distribution, the purpose of my system was to cause a reaction between two 
colours of equal intensity. I drew horizontal and vertical lines to make 40,000 squares. Then 
my wife or my sons would read out the numbers from the phone book (except the first 
repetitive digits), and I would mark each square for an even number while leaving the odd 
ones blank. The crossed squares were painted blue and the blank ones red. For the 1963 Paris 
Biennale I made a 3-D version of it that was shown among the Groupe de Recherche d’Art 
Visuel installations (and re-created it again on different occasions). I wanted to create a dazzling 
fight between two colours that shared the same luminosity. This balance of colour intensity was 
hard to adjust because daylight enhances the blue and artificial light boosts the red. I wanted 
the visitors to have a disturbing experience when they walked into this room – to almost hurt 
their eyes with the pulsating, flickering balance of two colours. I like that kind of aggression.”

excerpt from https://www.tate.org.uk/context-comment/articles/65-38-21-4-72
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HOW TO GENERATE AN UNPREDICTABLE 
RANDOM NUMBER?

PRNG 
(PseudoRandom Number Generators) 
are essentially a piece of software code  
⇒  they deterministic and in principle 

predictable

an example of linear congruential generator

J. Von Neumann: Anyone who considers arithmetical methods of 
producing random digits is, of course, in a state of sin. 

Von Neumann, John (1951). "Various techniques used in connection with random 
digits" (PDF). National Bureau of Standards Applied Mathematics Series. 12: 36–38.

TRNG 
(True Random Number Generators) 

are essentially coin fl ipping, 
namely get bits out observing unpredictable 

natural phenomena

http://glee.wikia.com/wiki/File:281735_1342370254-coin-flip.gif.gif

2 .  t h e  e s s e n c e  o f  r a n d o m  n u m b e r  g e n e r a t i o n :

https://dornsifecms.usc.edu/assets/sites/520/docs/VonNeumann-ams12p36-38.pdf
https://dornsifecms.usc.edu/assets/sites/520/docs/VonNeumann-ams12p36-38.pdf
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HOW TO GENERATE AN UNPREDICTABLE RANDOM 
NUMBER?

PRNG 
(PseudoRandom Number Generators) 

TRNG 
(True Random Number Generators) 

 Fast, cheap & reasonably easy. However: 

 software Random Number Generation is PSEUDO  
 code can be bugged 
 and it may have a BACKDOOR

Attack Trends
Editor: David Ahmad, drma@mac.com
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Two Years of Broken Crypto
Debian’s Dress Rehearsal  
for a Global PKI Compromise

DAVID AHMAD
Bombardier 
Aerospace

a system with a kernel that assigns 
PIDs incrementally). For an appli-
cation using the OpenSSL PRNG 
for key generation, and without 
manually seeding it with extra 
entropy, this meant a keyspace of 
32,767 unique keys for each key 
size and type (if unknown to the 
adversary, the native word size 
and byte order can contribute two 
additional bits of entropy). The 
patch made it into the Debian 
GNU/Linux distribution and de-
rivatives, such as Ubuntu, and was 
unnoticed for two years until dis-
covered by Argentinian researcher 
Luciano Bello and announced by 
Debian shortly thereafter on 13 
May 2008. 

Impact
To highlight how small the key-
space was, researcher H.D. Moore 
was able to generate all of the 
1,024 and 2,048 bit keys for x86 
systems using a cluster of 31 Xeon 
cores in two hours. Generating all 
of the 4,096 bit keys took him six 
hours. (The pre-generated keys 
are available for download on his 
Web site; see the “Resources” 
sidebar). Security researchers Ja-
cob Appelbaum, Dino Dai Zovi, 
and Karsten Nohl showed how 
they generated weak RSA keys 
for 32- and 64-bit systems us-
ing Amazon’s cloud-computing 
platform for less than US$20 
in computing and storage costs. 
This was included as part of their 
presentation, “Crippling Crypto: 
The Debian OpenSSL Debacle,” 
at the Last HOPE conference in 

generator (PRNG), a critical com-
ponent for secure key genera-
tion. Unnoticed for two years, the 
weak PRNG created a crypto-
implementation nightmare with 
wide-ranging consequences that 
are di!cult to repair. Putting 
both servers and users at risk, this 
vulnerability a"ected OpenSSH, 
Apache (mod_ssl), the onion router 
(TOR), OpenVPN, and other ap-
plications. In this article, I’ll exam-
ine the issue and its consequences.

Two years  
of broken crypto
OpenSSL is an open source library 
implementing the SSL (Secure 
Socket Layer) and TLS (Transport 
Layer Security) protocols. Sev-
eral widely deployed applications 
on many OSs rely on it for se-
cure communications, particularly 
Linux and BSD-based systems. 
Where in use, it’s a critical part of 
the OS’s security subsystem. On 2 
May 2006, the Debian maintainer 
submitted a patch to address po-
tential bugs that the automated 
code analysis tools Valgrind and 
Purify identi#ed. The tools re-
ported that OpenSSL used unini-
tialized memory (memory that’s 

read before it’s written to), some-
thing that can cause problems in 
applications. The code in question 
was related to seeding OpenSSL’s 
internal PRNG:

MD_Update(&m,buf,j);

..and..

MD_Update(&m,buf,j); /* 
purify complains */

One of the lines was, in fact, 
responsible for introducing un-
initialized memory into the en-
tropy pool, which was intended to 
supply a limited amount of extra 
entropy. However, the other in-
stance commented out mixed en-
tropy from other, external sources 
of randomness into the pool. The 
result was that the PRNG was left 
with only the process identi#er 
(PID), a unique numerical identi-
#er assigned to each running pro-
gram, as a source of “randomness” 
in its entropy pool. A PID on a 
Linux system contributes 15 bits 
(215) of entropy at best, if there’s 
an equal likelihood for all PIDs 
(not so if the PRNG is initialized 
by an application at boot time on 

A patch to the OpenSSL package maintained 

by Debian GNU/Linux (an operating system 

composed of free and open source software 

that can be used as a desktop or server OS) 

and submitted in 2006 weakened its pseudo-random number

Authorized licensed use limited to: CERN. Downloaded on October 06,2020 at 15:51:39 UTC from IEEE Xplore.  Restrictions apply. 

2006

2013

Extracting bits from the observation of natural 
phenomena is not trivial and you may suffer from 

 “coin bias” by the embodiment of a great 
principle  
 weakness against environmental parameters 
 a significant “attack surface”, conditioning the 

device in use 
 low bit rate

2 .  t h e  e s s e n c e  o f  r a n d o m  n u m b e r  g e n e r a t i o n :



HOW DO WE DO IT?

7

Inspired by Forrest Gump, we say: 

RADIOACTIVE IS AS RADIOACTIVE DOES 

 emission by a radioactive source is due to the quantum laws of Nature 

  decays of unstable nuclei are unpredictable  

Sequence of pulses by the decay of a radioactive source in a nuclear physics detector

⇒ the sequence of detected decays can be used to generate 
random bits with different recipes: 

 check the parity of the number of pulses in a time 
window 
 pre-define the time window in a way that is equally like 
to have or not to have a single pulse

3 .  t h e  R a n d o m  P o w e r  p r i n c i p l e : G O  Q U A N T U M !

The idea behind                                              is to replace a radioactive source with something safer, more 
handy, cost effective, simple, robust, providing  sequences of pulses mimicking radioactive decays. 



8 The generator, an array of Single Photon Avalanche Diodes, namely p-n junctions operated beyond the 
breakdown voltage:
A pioneering development by Prof. S. Cova at Politecnico di Milano

Cova, S., Ghioni, M., Lacaita, A. L., Samori, C., and Zappa, F. “Avalanche photodiodes and quenching circuits for 
single-photon detection”, Applied Optics, 35(12), 1956—1976 (1996) 

• Very shallow p-n junction   ~ 1 µm 
• High electric field                > 3 x 105 V/cm 
• Mean free path                   ≈ 0.01 µm

The essence of a cell

Courtesy of Ivan Rech, Politecnico di Milano 
[50 μm cell size]

Simulation of an avalanche development

Photon induced charge carrier generation

Multiplication by about 1 000 000
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Model for the Electrical Behavior of a Microplasma* 
ROLAND H. HAITzt 

Shockley Laboratory, Clevite Corporation Semiconductor Division, Palo Alto, California 
(Received 5 November 1963) 

The.complex current fl.u<;tuations observed in connection with microplasma breakdown can be explained 
by a simple model contammg two constants: extrapolated breakdown voltage Vb and series resistance R . 
and two continuous probabi!ity per unit time Plo(I) as a function of 
current I and tum-on probablhty per Ulllt time POI. Expenmental methods allowing an accurate measure-

of these four quanti.ties are described. The new concept of an extrapolated breakdown voltage Vb is 
?Iscussed based on two mdependent measurements: one of secondary multiplication and the other of 
mstantaneous current, both as a function of voltage. Within the experimental accuracy of 20 mV both 
methods extrapolated to one and the same breakdown voltage. The turnoff probability PIO(l) is determined 
by a new combination of experimental techniques to cover the current range from 5 to 70 p.A with a variation 
of 11 decades for PIO(l). The observation of a narrow turnoff interval is explained quantitatively. 

1. INTRODUCTION 

MOST reverse biased p-n junctions in silicon have 
their avalanche breakdown caused by micro-

plasma effects. Microplasmas are small regions within 
the junction,! where a local disturbance of the electrical 
field is believed to reduce the breakdown voltage to a 
value below the breakdown voltage of the surrounding 
uniform junction.2- 5 As voltage is increased from low 
values microplasma breakdown is generally character-
ized by random "on-off" current fluctuations so long 
as currents remain below a critical value (40 to 120 
pA).6-8 

Contradictory conclusions have been reached about 
the relationship between the voltage necessary to 
initiate and the voltage necessary to sustain micro-
plasma conduction. Senitzky and Mol13 conclude that 
the microplasma current voltage characteristic actually 
shows a negative resistance region corresponding to a 
lower sustaining voltage than initiating voltage. In 
contrast, Champlin, 7 McIntyre, 8 and Kikuchi and 
Tachikawa,9 in studies of noise generated by switching 
on and off of microplasmas fail to find evidence either 
for a negative resistance region or for a lower sustaining 
voltage than initiating voltage. 

Rose has proposed a microplasma model lO for p-i-n 
junctions based on the analogy wi th a gas discharge. 
In keeping with Senitzky and MolP this model would 
give lower sustaining voltages than initiating voltages. 

* Research supported by Contract DA 49--196--0RD-1086 
Harry Diamond Laboratories. ' 

t In partial fulfillment of Ph.D. requirements of the Technische 
Hochschule Munich, Munich, Germany. 

I A. G. Chynoweth and K. G. McKay, Phys. Rev. 106, 418 
(1957). 

2 A. G. Chynoweth and G. L. Pearson, J. App!. Phys. 1103 
(1958). 

3 B. Senitzky and J. L. Moll, Phys. Rev. 110, 612 (1958). 
• W. Shockley, Solid-State Electron. 2, 35 (1961). 
• R. H. Haitz, A. Goetzberger, R. M. Scarlett, and W. Shockley, 

J. App!. Phys. 34, 1581 (1963). 
6 K. G. McKay, Phys. Rev. 94, 877 (1954). 
7 K. S. Champlin, J. Appl. Phys. 30, 1039 (1959). 
8 R. J. McIntyre, J. App!. Phys. 32, 983 (1961). 

However, Rose's model is not applicable to the micro-
plasmas found in linear gradient or step junctions. To 
explain how lower sustaining voltages than initiating 
voltages arise Shockley4 has proposed that trapping of 
charge in the microplasma region occurs in such a way 
as to increase the electric field. 

Champlin7 describes a relatively simple microplasema 
model which he derives from the observation of micro-
plasma current fluctuations in a high impedance circuit. 
He finds that the current through the diode always 
turns off as soon as the voltage drop across the external 
load impedance decreases the diode voltage below a 
certain value. In a more accurate analysis Champlin 
shows that turnoff does not occur at a sharply defined 
voltage level, but within a rather narrow voltage interval 
of width V. From these observations Champlin con-
cludes that an avalanche discharge is impossible for 
diode voltages below a certain value Vb'. He calls this 
voltage Vb' the breakdown voltage of the microplasma. 
Further, Champlin concludes that the microplasma 
current is stable for voltages above and un-
stable within the voltage interval from Vb' to V V. 

A quantitative evaluation of Champlin's model, how-
ever, leads to contradictory results. In a high impedance 
circuit the width of the turnoff interval V is generally 
found to be of the order of 50 m V (for microplasmas 
with a breakdown voltage of 30 V and a series resistance 
of 10 kg). In a low-impedance circuit, however, random 
on-off fluctuations are observed over a much larger 
range of diode voltage, e.g., of the order of SOO mV for 
the same microplasmas.5 

McIntyre8 has proposed a more sophisticated model 
including the dependence of pulse amplitude on voltage. 
This model is in excellent agreement with measurements 
at low load impedance, but McIntyre does not explain 
Champlin's observation of a narrow turnoff interval 

V for the case of a high load impedance. 
In this paper a variation of McIntyre's model is 

describedll which explains a wide range of experimental 
data, including the narrow turnoff interval V observed 
by Champlin. In Sec. 2 the model containing two· 9 M. Kikuchi and K. Tachikawa, J. Phys. Soc. Japan 15, 835 

(1960). 
11 R. H. Haitz, Bull. Am. Phys. Soc. 7, 603 (1962). 

1370 
10 D. J. Rose, Phys. Rev. 105,413 (1957). 

 Reuse of AIP Publishing content is subject to the terms at: https://publishing.aip.org/authors/rights-and-permissions. Download to IP:  188.184.64.214 On:
Wed, 23 Nov 2016 23:37:25
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Mechanisms Contributing to the Noise Pulse Rate of Avalanche Diodes* 
ROLAND H. HAITzt 

Shockley Research Laboratory, Semiconductor Division oj Clevite Corparation,t Palo Alto, Calijornia 
(Received 16 November 1964) 

The noise pulse rate of microplasmas and uniform avalanche diodes is determined by carrier generation 
within the space-charge layer of the breakdown region, and by minority carrier diffusion to the breakdown 
region. By suppressing the minority carrier diffusion from bulk to breakdown region with a suitable geometry, 
it is possible to investigate the carrier generation within the space-charge layer of a p-n junction. Three 
contributions to the carrier generation rate are found: (1) thermal carriers from generation centers, (2) re-
emission of carriers trapped during preceding periods of avalanche breakdown, and (3) carrier generation by 
internal field emission (band-to-band tunneling). For the case of uniform avalanche diodes, these three 
contributions are investigated separately. The density of generation and trapping centers within the break-
down region could be reduced by several orders of magnitude by driving the diodes into secondary break-
down. During this process the breakdown region is heated to a temperature of the order of 1000°C at which 
trapping and generation centers are partly annealed. 

1. INTRODUCTION 

T HE random switching phenomenon observed by 
McKay! in reverse-biased silicon jJ--fl- junctions 

has stimulated a large number of investigations on 
various aspects of avalanche breakdown such as light 
emission, carrier multiplication, microplasma noise,I-5 
and crystal defects. Most of these investigations were 
carried out on relatively imperfect junctions within 
which avalanche breakdown was constricted to a few 
tiny regions with a diameter of the order of 1 J.I. or less. 
Within these breakdown regions, so-called micro-
plasmas,2 the breakdown voltage is reduced locally, due 
to some unknown imperfections, to values which may 
be considerably lower than the breakdown voltage of the 
surrounding perfect junction. 6,7 

With progress in silicon technology it became possible 
to fabricate microplasma free junctions, which break 
down uniformly over nearly the entire junction area. 8,9 

Studies of avalanche breakdown in such uniform junc-
tions by means of light emission and carrier mUltiplica-
tion revealed the ideal reverse junction characteristics9 

predicted by Shockley.6 It was, therefore, not surprising 
that typical microplasma noise, such as random on-off 
fluctuations of the reverse current, was completely 
absent in these perfect, microplasma free junctions. 8,9 

Only a kind of shot noise was observed with an ampli-
tude much smaller than microplasma noise. 

* Research supported by Contract DA-49-196-0RD-1086. 
Harry Diamond Laboratories. 

t Present address: Texas Instruments Incorporated, Dallas, 
Texas. 

t Now ITT Semiconductors, Product Laboratories, Palo Alto, 
California. 

1 K. G. McKay, Phys. Rev. 94, 877 (1954). 
2 D. J. Rose, Phys. Rev. 105, 413 (1957). 
3 K. S. Champlin, J. App!. Phys. 30, 1039 (1959). 
• R. J. McIntyre, J. App!. Phys. 32, 983 (1961). 
5 R. H. Haitz, J. App!. Phys. 35, 1370 (1964). 
6 W. Shockley, Solid-State Electron. 2, 35 (1961). 
7 R. H. Haitz, A. Goetzberger, R. M. Scarlett, and W. Shockley, 

J. App!. Phys. 34,1581 (1963). 
8 R. L. Batdorf, A. G. Chynoweth, G. C. Dacey, and P. W. 

Foy, J. App!. Phys. 31, 1153 (1960). 
• A. Goetzberger, B. McDonald, R. H. Haitz, and R. M. 

Scarlett, J. Appl. Phys. 34, 1591 (1963). 

Progress in the understanding of microplasma 
fiuctuations4 ,5 led Haitz and GoetzbergerlO to the con-
clusion that the difference between microplasma 
fluctuations and noise in uniform junctions is only due 
to the large difference in breakdown area. To under-
stand this statement one has to recall that each ava-
lanche discharge has to be triggered by a single carrier 
passing the breakdown region.3- 5 It is, therefore, 
obvious that the number of avalanche pulses per unit 
time increases in proportion to the breakdown area, 
assuming a uniform distribution of the prebreakdown 
reverse current. For the case of large breakdown areas, 
e.g., uniform avalanche junctions, the time between 
successive discharges becomes small compared with the 
recovery time of the diode, which is mainly determined 
by load impedance and junction capacitance. The noise 
observed in uniform avalanche diodes8,9 was, therefore, 
similar to shot noise and had no resemblance to the 
random rectangular current pulses of microplasmas. 

Applying the above-mentioned resultslO to the design 
of an artificial microplasma it became possible to study 
various aspects of avalanche breakdown for which a 
high degree of crystal perfection and a well-known 
geometry of the breakdown region is required.n- 13 This 
publication describes how artificial microplasmas can 
be used for studies of carrier generation mechanisms 
within the space-charge layer of siliocn jJ--fl- junctions. 

In the next section the geometry of a small uniform 
avalanche diode (artificial microplasma) and the 
circuit used for the measurements are described. Carrier 
generation from trapping and generation centers is 
discussed in Sec. 3. Section 4 describes a method for the 
removal of trapping and generation centers from the 
breakdown region. Carrier generation by band-to-
band tunneling is discussed in Sec. 5. 

10 R. H. Haitz and A. Goetzberger, Solid-State Electron. 5, 678 
(1963) . 

11 R. H. Haitz, Phys. Rev. 138, A260 (1965); and Bull. Am. 
Phys. Soc. 8, 594 (1963). 

12 R. H. Haitz, R. Gereth, and F. M. Smits, Bull. Am. Phys. 
Soc. 9, 288 (1964); and J. Appl. Phys. (to be published). 

13 R. H. Haitz, Solid-State Electron. 8, 417 (1965). 
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The carrier generation by tUllneling (3) can be readily 
separated from the contributions (1) and (2). Tunneling 
is negligible at fields which are only slightly larger than 
the breakdown field of 30-V diodes (Eb= 455 k V / cm 
for a 32-V diode9). Band-to-band tunneling dominates 
only at applied voltages Va which exceed the br:ak-
down voltage Vb by several volts. Hence, the contn?u-
tions (1) and (2) can be separated from (3) by operatmg 
the diode at voltages which exceed Vb by not more than 
a few hundred millivolts. 

The generation of carriers from generation centers 
can be separated from the generation from traps by 
following effect: the generation rate from trappmg 
centers depends on the probability that the traps are 
filled. Traps within the space-charge layer of a p-n 
junction are able to capture free carriers .only 
the periods of avalanche breakdown.ll Dunn? the tIme 
between successive discharges the concentratIOn of free 
carriers within the space-charge layer is zero. Assuming 
that the traps within the breakdown region do not 
become charaed to saturation, then the average number 
of carriers tr:pped during a single avalanche discharge 
should increase in proportion to the amount of charge 
passing the breakdown region. The larger the number of 
carriers trapped during a certain avalanche pulse, the 
shorter will be the time between the end of the ava-
lanche pulse and the emission of the first carrie:, 
which in turn triggers another avalanche dIscharge. It IS 
easy to see that the pulse rate of such an avalanche 
diode will increase with the number of traps filled 
during a discharge pulse and consequently with the 
charge per pulse Q. . 

In Sec. 2 an experimental method has been descnbed 
which allows a variation of Q by varying the total 
shunting capacitance C=Cd+Cs. Experimental results 
obtained on sample diode ND2-1 are shown in Fig. 4. 
The pulse rate N measured at room temperature is 
plotted as a function of C various the 
applied voltage Va. From FIg. 4 the predIcted lmear 

1200 

1000 

'" !i 800 
n: 

lJl 
:5 600 
0. 

400 

26.7 
100 

CAPACITY lpF] 
FIG. 4. Pulse rate as a function of total 
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.FIG. 5. Avalanche 
current as a function 
of time at low tem-
peratures. The group 
character of the ava-
lanche pulses is ob-
vious. 

relationship between Nand C is evident. The deviation 
from linearity observed at high voltages is thought to be 
due to saturation effects. 

A qualitative analysis of these experimental data is 
rather simple. The pulse rate can be split into two con-
tributions by extrapolating the linear N vs C relation 
to zero capacitance. The intersection with the N axis 
represents the case that the charge per pulse is zero 
and trapping processes are eliminated. The 
pulse rate No is a measure of thermal generat!on from 
generation centers and band-to-band tunnelmg. The 
capacitance dependent fraction of the pulse rate, 
1V - No, represents the contribution from traps. 

All curves of Fig. 4 except the lowest extrapolate to ,t 
common point Noon the N axis. This voltage independ-
ence of No leads to the suggestion that No is solely due 
to thermal generation from generation centers. Com-
paring the extrapolated pulse rate of N 0= 60 secl with 
the measured values of N at any value of the shunting 
capacitance one can conclude that the pulse rate of the 
sample diode ND2-1 is mainly determined by trapped 
and re-emitted carriers. 

The above-mentioned model of carrier trapping and 
re-emission and its influence on the avalanche pulse 
rate leads, at low temperatures, to the following con-
sequences: If the diode is cooled sufficiently to reduce 
thermal generation from generation centers then the 
pulse rate should become extremely small unless 
trapping effects become dominant. As a result of 
trapping effects avalanche pulses should be observed III 
groups, l6the first pulse of such a group triggered bya car-
rier generated from a generation center, by band-to-
band tunneling or by light, all the following pulses 
triggered by carriers emitted from traps. . 

Exactly this group character of avalanche pulses IS 
observed if the diodes are cooled to the temperature of 
liquid nitrogen. Figure 5 shows three oscilloscope traces 
of diode current as a function of time. The group 
character is evident. 

4. LOCALIZED ANNEALING OF TRAPPING 
AND GENERATION CENTERS WITHIN 

THE SPACE-CHARGE LAYER 

During the course of the above-mentioned investiga-
tions of generation processes, it was found that the 

1

2 

3
2 3from paper from paper 

 The name of the game: charge carriers can be generated “spontaneously”, also when no light is 
illuminating the sensor

A lesson from the past, when this was known 
since the early days  of the Silicon technology 
development:



10 The name of the game: charge carriers can be generated “spontaneously”, also when no light is 
illuminating the sensor, by quantum tunnelling

after A. Gola, C. Piemonte, NIM A926 (2019) 2-15

Thermal generation of carriers by states in the bang-gap 
(Shockley-Read-Hall statistics), where trapping and de-trapping 
is increased by the high electric field in the junction. The 
Generation rate can be written as:

E0 = Fermi level 
Et = trapping level 
ni = intrinsic  carrier concentration 
Nt = trapping concentration 
σ  = trapping cross section 
vth = thermal velocity

Γ “boost” by the 
field

Key issues: 
✴ the Dark Count Rate is O(1 KHz)/cell, 50 μm pitch (it may be 

higher for SPAD arrays in CMOS technology) 
✴ provided the nature of the Dark Pulses, we have a significant 

dependence on Temperature  
✴ forget-me-not:  the Over-voltage is affecting the triggering 

probability 
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A genuine Q(quantum)-True Random Number Generator, namely a Quantum Coin Flipper 

providing virtually endless streams of  

RANDOM BITS ➜ CRYPTOGRAPHIC KEYS 

shielded against any bias by the fundamentals of Quantum Mechanics

This is the essence of 

-   Italian Patent granted in Sept. 2020 
- EU  patent granted in 2022 
- first iteration in the US and Japan 
- still in the examination phase in 

China & South Korea (since April 2021)

3 .  t h e  R a n d o m  P o w e r  p r i n c i p l e :



12 The essence of Random Power: turning unpredictable “Dark Pulses” into bits

1. tag & time stamp the occurrences of the random pulses

2. analyse the time series of the pulses:

Start 1       2 3 4 5 6 7

Δt12 Δt23 Δt34 Δt45 Δt56 Δt67

8 9

Δt78 Δt89

✴bit 1: Δt12 vs Δt34 

✴bit 2: Δt23 vs Δt45 

✴bit 3: Δt56 vs Δt78 

✴bit 4: Δt67 vs Δt89 

  Easy to see that ANY systematics in “time stamping” (e.g. dead time, granularity and phase wrt a continuous 
clock) implies a possible systematics in the bit generation
→
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Phase II: 

 submission Sept. 20th, 2021 
 notification of approval Jan. 31st, 2022 
 Duration: May 2022 to August 2024 
 funding: 2 MEUR 
 selection & competitiveness: 

1211 submissions in Phase 1 ➜ 170 approved ➜ 87 submissions for phase II (68 R&D proposals) ➜ 18 R&D approved  

combined success rate: 18/1211 = 1.5%, so we did well!

4 .  h o w  d o  w e  d o  i t ? a  c o l l a b o r a t i v e  e f f o r t
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8 
cm

3.5 cm

THE SINGLE GENERATOR BOARD 

Main output of the                                              Phase 1 project (May 2019-Oct.2020) 
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8 cm

3.5 cm

Single generator (either 1x1 mm2 or 3x3 mm2 - Bit rate for the smaller 
area device: O(100 kbps) - operated with overvoltage stabilisation against 
Temperature variations

FPGA  embedding a proprietary TDC and implementing the 
bit extraction + real-time sanity checks (MONOBIT&RUNS) + 
conditioning function (SHA-256)

Amplification & discrimination 

FTDI chip for data routing on the USB

Upon request, bits can be routed on pins

4 .  s t a t e - o f - p l a y :

THE SINGLE GENERATOR BOARD 
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 A proto-randomness farm based on 10 boards have been collecting 
about 1.5 Tb, qualified through the NIST and TESTU01 suites. 

Results show that the stream looks extremely “white”, essentially with no 
failures on the raw data beside what can be statistically expected.

series of tests on non-overlapping templates  Two tests have been implemented in firmware to guarantee real-
time sanity checks: 

✴ MONOBIT: essentially testing the asymmetries between 0’s and 1’s in a 
bit string: 

1     1     1     1     1     0     1     0     0     1     1     1     0     0     0     1 

✴ RUNS: testing the statistics of the number of sequences of identical 
bits in a string 

1     1     1     1     1     0     1     0     0     1     1     1     0     0     0     1

5 bits 1 bit 2 bits 3 bits 3 bits 1 bit

 A SHA256 vetted conditioning function firmware implemented

4 .  s t a t e - o f - p l a y :
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THE 64 GENERATORS BOARD 

Goal of the                                              Phase 2 project (May 2022-Fall.2023) 

11 cm

31
 c

m

 v1.0 delivered in July 2023, qualified 
 v2.0, product grade, expected in May 2024

(dominated by the Peltier cooler)

(O(12W))
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11 cm

31
 c

m

S13361-2050AE-08 by HAMAMATSU 

8x8 sensors on each unit 

Expected bit rate: 0.45 * 300 * 64 = 9 Mbps (I believe it can be pushed to 32 Mbps)
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11 cm

31
 c

m

S13361-2050AE-08 by HAMAMATSU 

8x8 sensors on each unit 

J. Fleury et al. 
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5. FUTURE PROJECT VISION 

LIROC has raised interest of several actors in the 
photodetection and aerospace domain. Active NDA 
forbid our consortium to disclose current partnership or 
commercial discussion nevertheless the following 
information can be provided: 

x Discussions with a SiPM manufacturer are 
ongoing regarding assembly of a LIDAR receptor 
module based on SiPM. 

x Discussions with a PM tube manufacturer are 
ongoing regarding assembly of a photodetector 
module using LIROC for fast photon counting. 

x Discussions are ongoing with a company 
designing 3D cameras to design a cost-effective 
LIDAR system based on LIROC technology. 

x LIROC has been selected as a prime candidate to 
fly on an upcoming scientific mission on a Jupiter 
satellite. Work is ongoing to build a LIDAR using 
that technology. This project is the first LIROC 
customer. A first LIDAR product can arise from 
that first mission. 

 

Figure 8 - LIROC LIDAR receptor product (artist view) 

5.1. Technology Scaling 

Technology scaling to TRL8 will be conducted in 
collaboration with first LIROC customer. Beyond the 
first mission on Jupiter satellite, several missions in 
aerospace industry has shown interest in such a LIDAR. 
A collaboration with the LIDAR manufacturing will be 
set up apart the current mission and a product will be 
designed. 
Aside aerospace industry, photodetector manufacturers 
have shown interest and product based on LIROC and 
their photodetectors will be designed upon first project 
success. 
An industrial version of LIROC aiming cost-
effectiveness and high volume is envisioned and shall be 
discussed after high-end project success. 

5.2. Project Synergies and Outreach 

Several synergies have emerged from ATTRACT 
meeting. 
RANDOM POWER project is seeking for a read-out 
electronics for true random number generation and a 
synergy with LIROC consortium has been created. 
WPET is looking for a compact and low power 
electronics for its wearable PET and LIROC 
performances and low power could be used to read-out 
that detector. 
Public dissemination of LIROC project will be ensured 
by first product that will equip a lander to a Jupiter 
satellite. If mission will not be launched before the end 
of ATTRACT phase 2, instrument choice will be done 
by then and communication will be based on that first 
success. 
 

5.3. Technology application and demonstration 
cases 

ATTRACT phase 2 would allow LIROC consortium to 
expand and include photodetector manufacturers and 
LIDAR manufacturers to build an end-to-end 
collaboration that could build an industrial product based 
on aerospace product. Ground application of such 
LIDAR are numerous and can disrupt these domains:  

x Automated logistics; 
x Robotics; 
x Automated and autonomous transportation; 
x Smart city and smart building. 

5.4. Technology commercialization 
Weeroc has already a worldwide distribution network 
through its partnerships and LIROC would be 
commercialized using that existing network. 

5.5. Envisioned risks 
Interest and market in the aerospace industry have 
already been demonstrated for LIROC. Scale-up from 
Hi-Rel aerospace standard to SIL industry standard is the 
most difficult part of the project evolution. 
Consortium is already in contact with an industry SIL 
standard specialist that would be part of the consortium 
for that matter. 

5.6. Liaison with Student Teams and Socio-
Economic Study 

A dedicated strategic marketing action will be engaged 
in parallel of industrialization of LIROC. The aim of that 
marketing action is to: 

x Find possible market not detected in first study; 
x Sense market and tune the product to fit needs; 
x Estimate volume and target cost to validate 

feasibility and profitability. 
Connection with student team will be done through 
existing marketing and distribution team. 
 

the LIROC ASIC 

J. Fleury et al. 
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3. LIROC ARCHITECTURE 

LIROC ASIC is designed in TSMC 130nm CM013G. 
This technology has been qualified by CERN for its 
excellent radiation hardness over total irradiation dose. 
Block scheme of LIROC is shown in Figure 1.  
 

 

Figure 1 - LIROC block scheme 

 
LIROC is a 64-channel front-end ASIC designed to 
readout silicon photo-multipliers (SiPM) for LIDAR 
application. 
LIROC allows triggering down to 1/3 p.e. and provides 
low-voltage differential trigger output for each channel 
with an excellent timing resolution (better than 20ps 
FWHM) and excellent double-peak separation (100% 
efficiency on 5ns separated single photo-electrons). 
LIROC allows fast single photon counting over 100MHz 
per channel. 
An adjustment of the SiPM high-voltage (gain) is 
possible using a channel-by-channel 6-bit DAC 
connected to the ASIC inputs. Channel-by-channel 
calibration on the trigger threshold is also possible thanks 
to 7-bit DACs. LIROC can be calibrated using the dark 
noise of the SiPM. 
LIROC features a GHz measurement line composed of 
an RF preamplifier with pole zero cancellation followed 
by a fast discriminator and low swing LVDS fast driver.  
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presented in Table 2. 
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64 HV adjustment for SiPM (64 x 6 bit), trigger 
threshold programming (10bits), 64 x 7 bit 
channel-wise threshold adjustment, ASIC-wise 
polarity selector, preamp gain adjustment, 
individual trigger masking and cell powering. 

 

4. LIROC SIMULATION & LAYOUT 

Recent sanitary crisis has delayed fabrication of LIROC 
ASIC. First results are expected in October 2020 instead 
of March 2020. Simulation results are presented in this 
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published when available. 
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60 Ohms and is stable across PVT (Process Voltage 
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important parameter to consider to avoid impedance 
rupture and bad transmission of photodetector signal at 
high frequency. 

 

Figure 2 - LIROC impedance versus frequency (simulation) 

 
Preamplifier bandwidth has been simulated above 
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Figure 3 - LIROC bode diagram (simulation) 

1.2 Full Chain Transient Measurement 
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5. FUTURE PROJECT VISION 

LIROC has raised interest of several actors in the 
photodetection and aerospace domain. Active NDA 
forbid our consortium to disclose current partnership or 
commercial discussion nevertheless the following 
information can be provided: 

x Discussions with a SiPM manufacturer are 
ongoing regarding assembly of a LIDAR receptor 
module based on SiPM. 

x Discussions with a PM tube manufacturer are 
ongoing regarding assembly of a photodetector 
module using LIROC for fast photon counting. 

x Discussions are ongoing with a company 
designing 3D cameras to design a cost-effective 
LIDAR system based on LIROC technology. 

x LIROC has been selected as a prime candidate to 
fly on an upcoming scientific mission on a Jupiter 
satellite. Work is ongoing to build a LIDAR using 
that technology. This project is the first LIROC 
customer. A first LIDAR product can arise from 
that first mission. 

 

Figure 8 - LIROC LIDAR receptor product (artist view) 

5.1. Technology Scaling 

Technology scaling to TRL8 will be conducted in 
collaboration with first LIROC customer. Beyond the 
first mission on Jupiter satellite, several missions in 
aerospace industry has shown interest in such a LIDAR. 
A collaboration with the LIDAR manufacturing will be 
set up apart the current mission and a product will be 
designed. 
Aside aerospace industry, photodetector manufacturers 
have shown interest and product based on LIROC and 
their photodetectors will be designed upon first project 
success. 
An industrial version of LIROC aiming cost-
effectiveness and high volume is envisioned and shall be 
discussed after high-end project success. 

5.2. Project Synergies and Outreach 

Several synergies have emerged from ATTRACT 
meeting. 
RANDOM POWER project is seeking for a read-out 
electronics for true random number generation and a 
synergy with LIROC consortium has been created. 
WPET is looking for a compact and low power 
electronics for its wearable PET and LIROC 
performances and low power could be used to read-out 
that detector. 
Public dissemination of LIROC project will be ensured 
by first product that will equip a lander to a Jupiter 
satellite. If mission will not be launched before the end 
of ATTRACT phase 2, instrument choice will be done 
by then and communication will be based on that first 
success. 
 

5.3. Technology application and demonstration 
cases 

ATTRACT phase 2 would allow LIROC consortium to 
expand and include photodetector manufacturers and 
LIDAR manufacturers to build an end-to-end 
collaboration that could build an industrial product based 
on aerospace product. Ground application of such 
LIDAR are numerous and can disrupt these domains:  

x Automated logistics; 
x Robotics; 
x Automated and autonomous transportation; 
x Smart city and smart building. 

5.4. Technology commercialization 
Weeroc has already a worldwide distribution network 
through its partnerships and LIROC would be 
commercialized using that existing network. 

5.5. Envisioned risks 
Interest and market in the aerospace industry have 
already been demonstrated for LIROC. Scale-up from 
Hi-Rel aerospace standard to SIL industry standard is the 
most difficult part of the project evolution. 
Consortium is already in contact with an industry SIL 
standard specialist that would be part of the consortium 
for that matter. 

5.6. Liaison with Student Teams and Socio-
Economic Study 

A dedicated strategic marketing action will be engaged 
in parallel of industrialization of LIROC. The aim of that 
marketing action is to: 

x Find possible market not detected in first study; 
x Sense market and tune the product to fit needs; 
x Estimate volume and target cost to validate 

feasibility and profitability. 
Connection with student team will be done through 
existing marketing and distribution team. 
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Overview
Module Description
The Xilinx® Kria™ K26 system-on-module (SOM) is a compact embedded platform that integrates a custom-
built Zynq® UltraScale+™ MPSoC that runs optimally (and exclusively) on the K26 SOM with DDR memory,
nonvolatile storage devices, a security module, and an aluminum thermal heat spreader. The SOM is designed to
be plugged into a carrier card with solution-specific peripherals. Key target applications include smart city,
machine vision, industrial robotics, and AI/ML computing. The following figure shows the top-side and bottom-
side connector view.
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Ordering Information

Table 1: Ordering Information

Part Number Device Temperature
Grade Encryption Description

SM-K2-XCL2GC XCK2-C Commercial Enabled K2C SOM

SM-K2-XCL2GC-ED XCK2-C Commercial Disabled K2C SOM with encryption disabled

SM-K2-XCL2GI XCK2-I Industrial Enabled K2I SOM

SM-K2-XCL2GI-ED XCK2-I Industrial Disabled K2I SOM with encryption disabled
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DSంఁఀ (v1.3) July 2, 2022 Product Specification

Xilinx is creating an environment where employees, customers, and partners feel welcome and included. To that end, we’re removing non-
inclusive language from our products and related collateral. We’ve launched an internal initiative to remove language that could exclude people
or reinforce historical biases, including terms embedded in our software and IPs. You may still find examples of non-inclusive language in our
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Programmable Logic
The K26 SOM includes a custom-built Zynq UltraScale+ MPSoC (XCK26), that runs optimally (and exclusively)
on the K26 SOM and includes a flexible and extensible programmable logic system (PL), an integrated video
codec (VCU), and 12.5 Gb/s high-speed transceivers (GTH). The PL resources are summarized in the following
table.

Table 5: PL Resources

Resource K26 SOM Description
System logic cells ௵௹௹ Programmable logic cells for available

CLB flip௶flops ௵௹ Configurable logic block (CLB)ః Total number of flip௶flops

CLB LUTs ௺௺ఀ௵௺௹ Configurable logic blockః Total number of look௶up tables

Distributed RAM (Mb) ௷ Distributed memory

Block RAM ௺ Number of  Kb block RAMs

Block RAM (Mb) ௷௺ Total block RAM memory footprint

UltraRAM blocks  ఁఁ Kb dual௶port௵ ఀ௶bit௶wide memory with error correction

DSP slices ௺௵ఁ ఀ x ௺ఁ signed multiplier with ఁ௶bit adder௸accumulator

GTH transceivers  ௺௷ Gb௸s serial transceivers

Video Codec ௺ H௷ and H௷ supported simultaneous encode௸decode

HDIO ం High௶density I௸O supports ௺௷V to ௷V rails

HPIO ఁ High௶performance I௸O differential pairs supports ௺௷௹V to ௺௷ఁV rails

Boot Sources and Storage Devices
The K26 SOM includes two nonvolatile storage boot devices, a QSPI flash memory, and an eMMC flash
memory. The primary boot device is selected by tying the MODE[3:0] pins to the desired value on your carrier
card. The boot-mode pins are made available at the SOM connector to allow flexibility in defining the boot
device. The boot-mode configurations for using QSPI or eMMC are shown in the following table. Other boot-
mode options can be introduced based on your carrier card design. See the Zynq UltraScale+ Device Technical
Reference Manual (UG1085) for the full set of boot-mode definitions. Reference the Kria SOM Carrier Card Design
Guide (UG1091) for details on strapping the boot-mode resistors.

Table 6: Boot Mode Pins and Location

Boot Mode PS_Mode Pins[3:0] Physical Pin Location
Quad௶SPI ( bit) 0010 MIO[ః௹]

eMMC 0110 MIO[ః௺]

The K26 SOM provides two storage devices to enable a primary/secondary boot process with isolation between
boot firmware and operating system (OS) storage, or similar device firmware segmentation. As an example of
the supported hierarchical boot process, the SOM boot mode can be set to QSPI as the primary boot device,
which contains the power-on boot firmware, and then the power-on boot loader (e.g., U-Boot) loads the OS
from the eMMC secondary boot device.

Kria K SOM Data Sheet
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Processing System
This section outlines the processing system (PS) resources. It includes:

• APU: Arm® Cortex®-A53 based application processing unit (APU) consisting of quad-core Cortex-A53
processors with an FMAX = 1333 MHz, L2 cache, SIMD, VFP4 floating point, and cryptography extensions.

• RPU: Arm Cortex-R5F based real-time processing unit (RPU) consisting of dual-core Cortex-R5F processors
with floating point unit support with an FMAX = 533 MHz, able to operate in stand-alone and lock-step
functions.

• PMU: Platform management unit for dedicated SOM power and subsystem management functions.

• Dynamic memory controller (DDRC): DDR4 memory controller with configurable quality-of-service
configuration capabilities.

• GPU: Arm Mali™-400 MP2 based graphics processing unit with an FMAX = 600 MHz.

• System Monitor: Built-in analog-digital-converter (ADC) with threshold checks for monitoring and reporting
power supply and temperature conditions.

• RTC: Real-time clock for maintaining an accurate time base with optional battery backup through a carrier
card pin.

The PS provides access to a number of integrated peripherals through multiplexed input/output (MIO) banks.
The MPSoC has a total of three MIO banks. The SOM uses the first bank for the on-board peripherals, while the
other two MIO banks are customizable and available through the SOM connector interface. All three MIO banks
are powered by the SOM with a 1.8V power rail.

Refer to the MIO Interfaces table in the Zynq UltraScale+ Device Technical Reference Manual (UG1085) for more
information on MIO usage for Zynq UltraScale+ MPSoCs. MIO mapping must comply with the Zynq UltraScale+
MPSoC design constraints and requirements.

Kria K2 SOM Data Sheet
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12W power consumption
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 out of the foundry in April 2024 

(system clock: 66 MHz)
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THE CUSTOM ASIC: a focus on elements of interest for the PP 
community 

Goal of the                                              Phase 2 project (May 2022-Fall.2023) 

The SPAD array: 
 32 x 32 cells, indexed (!), 50 μm pitch 
 400 μm2 SPAD area [O(45%) FF in Tower’s structure with no DTI] 
 active quenching 
 2bits/cell to tag whether “screamers” and “disabled” 
 expected Vbreakdown: O(12.5V) 
 expected DCR density @roomT: 20 Hz/μm2 (all in all 8.2 Mcps in the array; 

mind the screamers!); note that other processes have a DCR lower by a factor 15 
 Deep trench isolation for X-talk reduction (O(1%) at +4V 

 FBK-IP: circuit for 
➡ auto-VBr detection 
➡ High-V generation through a charge pump 
➡ auto excess voltage stabilisation against T & process variations

2

1
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THE CUSTOM ASIC: a focus on elements of interest for the PP 
community 

Goal of the                                              Phase 2 project (May 2022-Fall.2023) 

The SPAD array: 
 Very interesting behaviour against Temperature:

scaling by a factor 15

scaling by a factor 4

Tower Jazz

HAMAMATSU

Random Power IP: 
process variation to 
further reduce the T 
dependence  

experimental results by test structures in one of the Tower processes

3 
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Data “draining”: pulse combination through an on-cell 
monostable driven OR tree: 4 

(a) (b) (c)

Figure 2. Digital combination logic networks - The single outputs are
combined into: (a) single channel through an OR tree, (b) a monostable
pulse shaper PWMS + OR tree, (c) a toggle + XOR tree.

Figure 3. Multi channel dSiPM - The count rate is only limited by
the paralysis of each pixel. The availability of N counters does not limit
the maximum count rate. The parameters used are ⌧d = 5ns and PDE
= 25%.

together. In the case of multi-channel dSiPMs, where each
pixel has its own dedicated counter/converter [10], [11],
the average count rate of the array is N times the count
rate of each pixel which, in the case of paralysable SPAD
pixels [12], can be written as:

m0(N) = N ·mpixels = N · n · e�n·⌧d (1)

with a maximum equal to:

maxM�C =
N

e · ⌧d
(2)

However, the count rate registered by an individual chan-
nel is limited either by the channel itself or by the counting
circuitry. In fact, each channel needs to be fast enough to
switch its electrical status (high to low and vice-versa)
at every photon event. Moreover, the counting circuitry is
required to have a bandwidth which allows all the detected
events to be recorded.

In the case of a multi channel dSiPM, each counter
has to handle a maximum count rate given by 1

e·⌧d ⇠
200Mcps [7]. Counters are typically able to process such
frequencies, therefore the total count rate of an N -SPAD
multi channel dSiPM is then limited only by the number
of SPADs and the dead time ⌧d as expressed by (1) and
shown in Fig. 3.

When N pixels are aggregated together, limitations
arise. The N -to-1 combining network might not propagate
events to the single channel if their inter-arrival time is too
low. The loss of counts due to the combining network is a

Figure 4. OR Gate - Example waveforms. Every photon event is
encoded on each SPAD output as a rising edge. Through a 2-input OR
gate, the second event within the pixel dead time is lost.

process similar to the reduction of photon detection in the
pixel itself. It is often referred to as channel pile-up [5].
This mechanism must be studied according to the network.
The following sections provide analysis on tested OR-tree
and XOR-tree.

A. OR-based dSiPM

A digital SPAD pixel output is represented by a square
pulse having a width equal to the dead time of the pixel, ⌧d.
When two different pixels detect a photon, the OR-gates
need to propagate the two rising edges through all the tree
to avoid count loss. However, an OR gate propagates only
the first in time photon detected by any of its input pixels
within a dead time window. As shown in Fig. 4, a 2-input
OR gate merges two pulses together if they happen within
the same ⌧d extending the output pulse. Therefore, an M -
input OR gate will propagate only 1 photon per ⌧d missing
any later (M � 1) photons in ⌧d. This behaviour appears
to be similar to the pile-up in passive recharge pixels. In a
similar way of a paralysable detector [12], the propagated
count rate of the OR tree can be written as:

mOR(n) = m0(n) · exp(�m0(n) · ⌧d) (3)

The maximum detection rate of the OR tree maxOR there-
fore equals the maximum count rate of a single SPAD,
maxSPAD:

maxOR = maxSPAD =
1

e · ⌧d
(4)

Such solution is commonly used in low light applications
where the main goal is to cover a large active area with a
high number of pixels [13], [14].

If the number of photons detected by the array exceeds
1/⌧d, simple OR gates are not sufficient. To overcome
the dead time bottleneck, additional monostable circuits
have been adopted in recent works [8], [15]. The example
waveforms in Fig. 5 show how temporally compressing
the SPAD pulses can increase the detection rate. In the
provided example, the 2-input OR gate is now able to

- OR tree fed by pulses from a 
monostable circuit 

- width of the pulse PWMS < τd ( nx100 ps 
quoted in the ref. paper. 3 ns in pur 
implementation vs τd about 30 ns) Figure 5. Monostables + OR Gate - The addition of monostable circuits

cancels the limitation of the pixel dead time reaching higher detection
rates.

propagate the first two detected photons. However, due to
the pulse width of the monostable output, the last photon
(second rising edge on SPAD 2) fails to propagate due to
the pulses being merged together. The monostable output
represents the main limitation of this architecture.

To describe such process, it is sufficient to replace ⌧d
with the shortened pulse width PWMS in (3) which then
becomes:

mOR+MS(n) = m0(n) · exp(�m0(n) · PWMS) (5)

The maximum count rate this time is dependent on the
pulse width PMMS and the number of SPADs: if the pulses
are sufficiently compressed by the monostable circuits, the
ideal maximum is given by (2), otherwise it is limited by
the pulse width. In the latter case the maximum count rate
is:

maxOR+MS =
1

e · PWMS

(6)

Predictions of this model for 16 SPADs with 5ns dead
time and 25 % PDE are presented in Fig. 6 (maxima are
highlighted with dashed lines). Pulse widths larger than the
SPAD dead time are drawn for the purpose of showing the
effect of monostable cells and /or emulating longer dead
times. The plotted lines show an increase of the counts at
high photon rates due to the paralysis of the single pixels
being attenuated by the non-paralysable network.

B. XOR-based dSiPM

Monostable circuits have been designed to reach pulse
widths as low as few hundreds of picoseconds, [2] al-
though routing a bias voltage down to each monostable
cell is always necessary.

Recent works have proposed to replace the monostable
circuits with toggle cells followed by an XOR-tree re-
placing the OR gates [3], [9]. The pulse train of each
SPAD pixel is toggled to generate a signal where each
transition contains time information of the photon events.

Figure 6. Modelled count rate for monostables + OR tree - Different
pulse widths for the monostable circuits are simulated. The plot shows
data from (5) with N = 16, PDE = 25% and ⌧d = 5ns. Dashed lines
show calculated maxima.

Figure 7. XOR Gate - Example waveforms - The toggle cells generate
both rising and falling edges at each photon event. The edges are
propagated through the XOR gates.

Both signal edges need to be successfully propagated to
the single channel by XOR gates, refer to Fig. 7 as an
example. This eliminates the need of shrinking the SPAD
pulses since the combination is now done through XOR
gates.

The maximum detection rate for a toggle + XOR-tree
network, maxXOR, is limited by the ability of the electrical
signal (the single output channel) to create a certain
minimum pulse width PWMIN to be then processed by the
counter/converter. Since both edges are representative of
photon events, the maximum detection rate can be written
as:

maxXOR =
1

PWMIN
(7)

This limitation to the count rate can be modelled in a
similar way of a non-paralysable detector model[12]:

mXOR(n) =
m0(n)

1 +m0(n) · PWMIN

(8)

circuitry: FBK-IP  
(partially patented)

* “Digital Silicon Photomultipliers with OR/XOR Pulse Combining Techniques', IEEE Transactions on Electron Devices, vol. 63, no. 3, pp. 1105-1110. https://
doi.org/10.1109/TED.2016.2518301, by S. Gnecchi et al., 2016
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THE CUSTOM ASIC: a focus on elements of interest for the PP 
community  TDC-A  [FBK IP]; the ping-pong architecture: 

5 

1 2 3 4 5

504 MHz [continuos clock]

1. starts counter 1 up 
2. stops counter 1 & starts counter 2 up 
3. stops counter 2 & starts counter 1 down 
4. stops counter 1 down & starts counter 2 down 
5. stops counter 2 down and re-start counter 1 up 

• the sign of each counter (15+1 bits) 
determines the status of one random bit 

• dead time of each up-down counting 20 ns 
• cascade of 4 counters

- A Fully Digital 8 16 SiPM Array for PET  Applications With Per-Pixel TDCs and Real-Time Energy Output, L. Braga et al. 

IEEE JOURNAL OF SOLID-STATE CIRCUITS, VOL. 49, NO. 1, JANUARY 2014 

- A High-Throughput Time-Resolved Mini-Silicon Photomultiplier With Embedded Fluorescence Lifetime Estimation in 0.13 m CMOS , D. Tyndall et al. IEEE 
TRANSACTIONS ON BIOMEDICAL CIRCUITS AND SYSTEMS, VOL. 6, NO. 6, DECEMBER 2012  
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THE CUSTOM ASIC: a focus on elements of interest for the PP 
community 

 TDC-B  [IMASENIC IP]: a fourfold cascade of high-res 
resettable counters 6 

imasenic

PROPRIETARY AND CONFIDENTIAL3

TDC_B Working Principle Recap
• Core idea: measure the time from SPAD arrival to rising edge of TDC_B_ck

• Only the 1st arrival in each clock cycle is detected, the following arrivals are discarded
• 4 GROs are used; only one is active at a time. Data of one GRO is stored while the following one is enabled à All clock cycles are 

used to monitor events
• Bit generation is based on subtraction of digital numbers (DN) from the same GRO
• Every 8 detected and valid events (see explanation in next slides), 4 bits are generated

DN1a DN1b

DN2a DN2b

DN3a DN3b

DN4a DN4b

TDC_B_ck

GRO_1

Event ignored: only 1st arrival in each clock cycle is detected

GRO_2

GRO_3

GRO_4

From digital number (DN) to bit generation:
• If DN1b>DN1a à Bit=1
• If DN1b<DN1a à Bit=0
• If DN1b=DN1a à Do nothing

Tunable coarse clock  [ default: 66 MHz]

Gated Ring Oscillators with 248 ps cycle

Time stamping by the time of the arrival to the next leading edge of the coarse clock

Optimisation: 
- efficiency, taking into account advantages & disadvantages linked to the coarse clock 

frequency 
- systematics, comparing “time of arrivals” originating by the same GRO
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THE CUSTOM ASIC: beside potential interest for the PP community 

DCR level control ( joint property of Random Power and FBK) 
through bias variation and cell enabling/disabling 
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THE CUSTOM ASIC: beside potential interest for the PP community 

 Implementation of the  NIST DRBG (Deterministic Random 
Bit Generation) machine (NAGRA-KUDELSKI IP) 

 AES-256 encryption of the bit stream (NAGRA-KUDELSKI IP) 
 Chip access control via a silicon encoded key (NAGRA-

KUDELSKI IP) 
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GO BEYOND A PURE TRUE RANDOM NUMBER GENERATOR 
(TRNG)

Entropy producer Entropy consumer

Bootstrap

Queries

Output

A Deterministic 
Random Bit 
Generator (DRBG), as 
of the NIST recipe

 Essentially, the True Random Bits 
generated by Random Power are used to 
seed a NIST approved Pseudo Random 
Bit Generator  

 when reseeding occurs after EVERY 
iteration of the Deterministic machine, 
you obtain the highest level of security, 
namely Prediction Resistance*

* QUOTING NIST: Prediction resistance 
means that a compromise of the DRBG 
internal state has no effect on the security of 
future DRBG outputs. 

4 .  s t a t e - o f - p l a y :
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BEYOND A PURE TRUE RANDOM NUMBER GENERATOR 
(TRNG)

 

NIST Special Publication 800-90B 

Recommendation for the Entropy 
Sources Used for Random Bit 

Generation  
 

Meltem Sönmez Turan  
Elaine Barker 

John Kelsey 
Kerry A. McKay 

Mary L. Baish 
Mike Boyle 

 

 
This publication is available free of charge from: 

https://doi.org/10.6028/NIST.SP.800-90B 
 

 

C  O  M  P  U  T  E  R      S  E  C  U  R  I  T  Y 

  

How to design and test entropy sources to be 
used to feed Deterministc Random Bit 
Generators (DRBG)

 

  

   
  

 
 

   
   

    
 
 
 

  
  

 
 
 

        
  
 

 
 

                            

 
 
 
 

 
 
 

NIST Special Publication 800-90A 
Revision 1 

Recommendation for Random 
Number Generation Using 

Deterministic Random Bit Generators 

Elaine Barker 
John Kelsey 

This publication is available free of charge from: 
http://dx.doi.org/10.6028/NIST.SP.800-90Ar1 

C O M P U T E R S E C U R I T Y  

Approved DRBG mechanisms

(Second Draft) NIST Special Publication 800-90C 1 

 2 
 3 

Recommendation for Random Bit 4 

 Generator (RBG) Constructions 5 

 6 

 7 
 8 

Elaine Barker 9 
John Kelsey 10 
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 12 
 13 

 14 
 15 
 16 

 17 

 18 

 19 

C  O  M  P  U  T  E  R      S  E  C  U  R  I  T  Y 20 

 21 

22 

Construction of RBG from A+B

✴ pre-requisites for entering the programs eventually leading to the FIPS-140-3 certification 
✴ impacting on the design of both the ASIC, the multiple generator board and its embodiment in a “system” 
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Join us, we will be happy to walk with you!

www.randompower.eu

This project has received funding from the ATTRACT project 
funded by the EC under Grant Agreement 777222 
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In-silico quantum generation of random bit streams 
(Random Power) 

 
 
 
 

This proposal responds to challenge(s) in the following domain(s): 
Data acquisition system & computing /software and integration 
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