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What is WARCS?What is WARCS?

Access tool for SPring-8 control system from 
the Internet.
It is used at the trouble timeIt is used at the trouble time

CALL the expert(s) by phone
Th t SP i 8 t l t kThe expert can access SPring-8 control network 
from internet using WARCS.
M bil li t t fi d PCMobile client, not fixed PC.

Originally developed at SPring-8g y p g
NO ssh (Secure Shell), NO VPN (virtual private 
network)et o )
Combination of open sources.



S i iS i iScinarioScinario
Expert  (out of site)Shift leader

Trouble!
Phone call

View status by webView status by web
Decide to access

Give permissionGive  permission
Open WARCS

Close WARCS
Trouble shooting



SPringSPring--8 operation policy8 operation policy

Every activity y y
on the accelerators

bmust be
under controlunder control 

of the shift leaderof the shift leader.



Requirements 1Requirements 1Requirements 1Requirements 1
Connect under permission of the shift leaderConnect under permission of the shift leader.

No free access from the outside.
Shift leader monitors connection status.
Shift leader can disconnect at any timeShift leader can disconnect at any time.

Two type of clients
telnet for terminal access.
Remote screen (VNC)Remote screen (VNC)

Multi-platform
Client: Windows, Mac, Linux
Ser er HP UX LinServer: HP-UX, Linux



R i tR i t 22Requirements Requirements 22
Easy operation.

InstallationInstallation.
Install client software to individual note PC.

O tiOperation.
Just type password.

Secure
Encrypted communicationEncrypted communication.
One time password.

Multi-user
Multiple connection at one timeMultiple-connection at one time.



S ft T lS ft T lSoftware ToolsSoftware Tools
Server

Server/Client Apache

Zebedee

p
Communication

SQLitEncryption
Authentication

SQLite
Data storeAuthentication

VNC

Data store
iptable

Screen sharing.
P th

Embedded firewall 
for Linux

Python 
glueingg g



ZebedeeZebedee
IP tunneling tool

Zlib compression
Blowfish encryptionyp
Diffie-Hellman key agreement ( authentication ) 

O bit i tOpen arbitrary ip-port
Client ip-portp p

For multiple connection
Host ip portHost ip-port

Specify target application



Zebedee Zebedee 

Multiple zebedee process can run p p
simultaneously 

One zebedee server for one user connectionOne zebedee server for one user connection.
Individual control to zebedee process.



Why not ssh nor VPNWhy not ssh nor VPNWhy not ssh nor VPNWhy not ssh nor VPN
SSH/VPNSSH/VPN

Tools for free access
Difficult to be controlled from outside.
Security problemy p

If a note PC with private key is stolen?

Account base
Administration effort – new or obsolete account
Common account is riskyCommon account is risky.

VPN (SSL-VPN) 
Appliance

Hard to customizeHard to customize



VNC (Virtual Network Computer)VNC (Virtual Network Computer)  
Screen sharing program

With multiple users (not only 1-1, 1 to many) 
Free
Multi platformMulti platform

Not only Win, Mac, UNIX but also PDA
O t d dOpen standard

Many implementation
Ultr@VNC for Win

Shrink large screen to fit small screen
20” screen into 11” note PC's screen

Image compression level can be selected.
Select by connection condition.



Other toolsOther tools

Apache (http server)p ( p )
Know user’s address by REMOTE_ADDR 
environment variableenvironment variable.

Users behind NAT don’t know their global ip-
addressesaddresses.

SQLite
File and library based database.

No client-serverNo client server
No configuration

Share information between processesShare information between processes.



Other toolsOther tools

Iptablesp
Linux firewall in its kernel.
T l b dd d/ d ith t t tiTunnel can be added/removed without restarting



Network schemeNetwork scheme
Internet

DMZ

Relay serverFIREWALL

Control LAN



How WARCSHow WARCSHow WARCS How WARCS 
k ?k ?works?works?



At the beginningAt the beginning

Control DMZ InternetControl DMZ Internet

HTTP

Relay Server

HTTPHTTP

SQLite



Iss e one time pass ord andIss e one time pass ord andIssue one time password and Issue one time password and 
recordrecord

Control

recordrecord
DMZ InternetControl DMZ Internet

HTTP

Relay Server

HTTP80 HTTP

SQLiteOne time password



LOGIN NAMELOGIN NAME
LOGIN HOST NAME
Select application type VNC/telnetSelect application type VNC/telnet





ONE TIME PASSWORD





La nch another HTTP and openLa nch another HTTP and openLaunch another HTTP and open Launch another HTTP and open 
tunnel in iptables firewall for httptunnel in iptables firewall for http

Control

tunnel in iptables firewall  for httptunnel in iptables firewall  for http
DMZ InternetControl DMZ Internet

HTTP

Relay Server

HTTP HTTPHTTP

SQLite



Client launches client tool andClient launches client tool andClient launches client tool and Client launches client tool and 
enter one time passwordenter one time password

Control

pp

DMZ InternetControl DMZ Internet

HTTP

Relay Server

HTTP HTTPHTTP

SQLite Client 
tool



Exchange ipExchange ip--addressaddressg pg p
and port no, application type and port no, application type 

Control DMZ InternetControl DMZ Internet

HTTP

Relay Server

HTTP HTTPHTTP

Ip address
SQLite

Port no

Ip-address Client 
tool

Application type



Open t nnel and la nch ebedeeOpen t nnel and la nch ebedeeOpen tunnel and launch zebedee.Open tunnel and launch zebedee.

Control DMZ InternetControl DMZ Internet

HTTP

Relay Server

HTTP HTTPHTTP

SQLite Application
+Zebedee

zebedeezebedee



Establish connection ithEstablish connection ithEstablish connection with Establish connection with 
authenticationauthentication

Control

authenticationauthentication
DMZ InternetControl DMZ Internet

HTTP

Relay Server

HTTP HTTPHTTP

SQLite zebedee

zebedee
Key exchange

zebedee



VNC (Virt al net ork comp ter)VNC (Virt al net ork comp ter)VNC (Virtual network computer)VNC (Virtual network computer)
is also availableis also available

Control

is also available.is also available.
DMZ InternetControl DMZ Internet

HTTP

Relay Server

HTTP HTTPHTTP

SQLite
VNC

zebedee

zebedee

VNC

VNC VNCzebedeeVNC VNC





Shift leader monitors and controlsShift leader monitors and controlsShift leader monitors and controls Shift leader monitors and controls 
status by Webstatus by Web

Control

status by Webstatus by Web
DMZ InternetControl DMZ Internet

HTTP

Relay Server

HTTP HTTPHTTP

SQLite

zebedeezebedee





Shift leader ends WARCSShift leader ends WARCSShift leader ends WARCSShift leader ends WARCS
(kill zebedee)(kill zebedee)

Control

(kill zebedee)(kill zebedee)
DMZ InternetControl DMZ Internet

HTTP

Relay Server

HTTP HTTPHTTP

SQLite

zebedeezebedee



Kill connection





Shift leader ends WARCSShift leader ends WARCSShift leader ends WARCSShift leader ends WARCS
kills httpkills http

Control

kills httpkills http
DMZ InternetControl DMZ Internet

HTTP

Relay Server

HTTP HTTPHTTP

SQLite



Shift leader ends WARCSShift leader ends WARCS

Control DMZ InternetControl DMZ Internet

HTTP

Relay Server

HTTPHTTP

SQLite



Shift leader ends WARCSShift leader ends WARCSShift leader ends WARCSShift leader ends WARCS
(closes tunnel)(closes tunnel)

Control

(closes tunnel)(closes tunnel)
DMZ InternetControl DMZ Internet

HTTP

Relay Server

HTTPHTTP

SQLite



Shift leader ends WARCSShift leader ends WARCS

Control DMZ InternetControl DMZ Internet

HTTP

Relay Server

HTTPHTTP

SQLite





OperationOperationOperationOperation
Since 2004, WARCS has been used.
Experts go abroad must have WARCSExperts go abroad must have WARCS 
installed notebook PC and cellular phone.

They must be trained before they go.
Windows, Mac or Linux.,

Another server for training is available.
In the worst case, client software can be 
installed easily. y

Access an instruction web page. 



Problem Problem 

VNC became hard to use.
Large screen monitors (24”x2) are going to be 
installed for the control roominstalled for the control room.
Does not fit notebook  PC's screen.

VNC can export partial screen?



C l iC l iConclusionConclusion
WARCS providesWARCS provides

Secure, controlled and stable connection to 
SPring-8 control LAN since 2004.
It fits to SPring-8 operation policy g p p y
Easy operation

Shift leaderShift leader
WEB -based

ClientsClients
Just enter one-time password.

No special hardware is requiredNo special hardware is required
Open-source basep

No commercial licence


