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Control Systems for Living
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..in the electricity sector

» transmission & distribution,
fossil, hydro, nuclear

I - Ath Water S ly&S
..in the oil & gas sector E hens Water Supply & Sewage
Merck Sharp & Dohme, Ireland

...in the water & waste sector B
. . | CCTV Control Room, UK
..in the chemical and
pharmaceutical industry
...in the transport sector
..for production:
» €.Qg. cars, planes, clothes

..in supermarkets
» €.7g. scales, fridges

..for facility management
» electricity, water, C&V

COBB County Electric, Georgia

T e

Middle European Raw Oil, Czech Republic
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Severe Consequences
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Loss of control or safety:
» Blocking of CPU or other resources
» Dysfunction or interruptions of process
» Halt of equipment

Perturbations in a factory / industry:
» Reduction or loss of production
» Damage or destruction of equipmen
» Injuries or casualties
» Bad PR or loss of confidence
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Critical Infrastructure
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Increased focus since 9/11
and due to today’s
general security situation:

» Electricity

» Oil & Gas

» Water & Waste

» Chemical & Pharmaceutical

» Transport

ritical Infrastructure Protection (GIP!
britical Information Inirastructurg Protection (GHIF]
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Gritical Infrastructure Protectio
Standards & Regulations




(Too?) Many Standards, ...
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» “Manufacturing and Control Systems Security”
_ _ - - i urement and Control)

(ANS] R9G)

»(“Good Practice Guidelines”
(UR: | onal Infrastructure CPNI)

» “Code of Practice for Information Security Management”

(Int'l Organization for Standardization / Int'l Electrotechnical Commission / British Standard)
(ISO/IEC 27002 aka. 17799:2005, BS7799)

» “Guide to Supervisory Control and Data Acquisition (SCADA) and

Industrial Control Systems Security”
(U.S. National Institute of Standards and Technology NIST SP800-82)

» “System Protection Profile - Industrial Control Systems” (nisT)
» Common Criteria (1So/EC 15408)

» “Cyber-Security Vulnerability Assessment Methodology Guidance”
(U.S. Chemical Industry Data Exchange CIDX)

» “Good Automated Manufacturing Practices: Guideline for Automated
System Security” (intl Society for Pharmaceutical Engineering ISPE)

» NERC & AGA standards

(North American Electric Reliability Council, American Gas Association)
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ISA-The Instrumentation,

Standards 01 to 04: |sh Systems, and
—

“Scope, Concepts, Models and Terminology” Automation Soclety

(ISA 99.00.01)

“Establishing a Manufacturing and Control Systems Security Program*
(ISA 99.00.02)

“Operating a Manufacturing and Control Systems Security Program”
(ISA 99.00.03)

“Specific Security Requirements for Manufacturing and Control Systems”
(ISA 99.00.04)

Technical Reports 01 & 02:

|

“Technologies for Protecting Manufacturing and Control Systems”
(ISA TR 99.00.01)

“Integrating Electronic Security into the Manufacturing and Control
Systems Environment” (1ISA TR 99.00.02 — obsolete)

http://www.isa.org/MSPrinterTemplate.cfm?MicrositeID=988&CommitteelD=6821



CPNI Good Practice Guidelines
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Regulations
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N H FEDERAL NFORMATION SECURITY MANAGEMENT ACT
National Institute of MPLENENTING SECURTY STANDARDS AND GLADELNES
Standards and TEChﬂﬂlﬂgr FIFS 200, Afremm Sevwrily Regirworeoeis for Foolerel Igeenuio comd Tglarenoifoen Spoders, i a
B} wandatory, son-warveable standard developed in response to the Federal Informatnoe Seqanty
S pec | al P u b ,s Manamemem Act of 2002, To comply with the faders’ standard, sgencies st Srst determuns the
sectriy category of thelr informetion syatem in accordance with the provisions of FIPS 199, Seamdard:
800 _53 a n d 53A Jer Seovm Caragaeizanian af Federal Tfhameatian and Bfhemadan Suoreer and thea apply the
sppropriate set of baseline securiny controls m WIST Special Publicanon 800-33, Recommended
) ) Secrrrty Confrols for Federal Infarmeanon Spctems. Agencies heve flexibility in applying the baeline
» Help to identify, security comrels in accordsncs wid the railaring guidmes provided in Sperial Publicstion 800-33.
PR TSR PSP SO RO U, TP, PR, NPT S, S P S |

control, and mitigateTFisks to
Information and information
systems

» Recommendations and guidelines
for selecting and specifying
safeguards & countermeasures

» Foundation for risk assessment

...how does this apply to

“Controls” (e.g. SP800-82) ?

Security Controls for Federal Byformanon Syrtems. Agencies have flaxibility in spplying the baseline
security controds in accordanos with tee tzilorin g suidance provided in Specizl Publicadon B00-53.
Thes allows agencies to adjest the securty conmols to mora closely fit thelr mussion raguiraments znd
operational environments.

The combinamon of FIPS 200 and WIST Special Publication 800533 requires 3 foundanional level of
security for 2l federal information and information systems (other than natons! security informarien
and infornmation svstems). The agency's rsk assessment validates the ssourdty conmol set by
detenuninins if any addivonal conmols are needed o protect agency operanoas (ncludive wmission,
functions, mage, or reputaton), agency assets, of individuals. The resulting set of seounty conools
establishes a level of “security due diligence™ for federal agencies snd their conmactars.

In addition o the secunty requiTemients established by FISHA, thers may also be specific secariny
raguiraments in different busmess areas within agencies that are governed by other Laws, Execntive
Cwders, direcrives, policies, regulations, or associated governing documents, (e.g , the Hezlth Insurance
Portsbiity and Accountzbiliny Act of 1994, the Federal Financial Management Inoprovement Aot of
1004, or OMEB Circular A-127 on Financial Mamagement Systems). These reguirsments may not e
equivalent to the sequrity requirements and ingplementing security conmoels reguired by FISMA or may
enhance or further refine the seourity requrements and seomtty controls. It is impertant tat agency
officials (includng autorizme officials, chisf information officers, senior agency information security
officars, informnation system owners, informaton system secuatty officers, and acqguisiton authorities)
take staps to help ensure that: (i) 21l appropriste securify requirernents are addressed in agency
soguisitions of information systems and infonmation system sarvices; and (i) all mecessary secutty
conmals are ioplemented in agency informanon systems when detenmining the tadlored and
supplemented conmrol baselines described in this publicaton.

Sae bitpsesrc nist gov sec~cemca-cornpliance bioml for additional information ow conplisnce.

http://csrc.nist.gov/publications/nistpubs
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Follow-Up of CERN’s TOCSSIC
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Discussions with corresponding manufacturers

» Acknowledgement only after a lot of persuasion
» Some now perform vulnerability scans themselves

...results improve with more recent firmware versions ©

Infoematikstrategieargan Bund 158
@@ Unité de stratégie informatique de la Confédération USIC
[ ] Oirganio strategia informatica della Confederazione OSIC

Cooperation & forwarding

Drgan da strategia informatica da la Confederaziun OSIC

Centre for the Protection

» ...together with governmental bodies Il /, >
! n:% ) |

» ...0f the corresponding manufacturers to third parties

e —_

» ..."Hamburger Liste” on www.langner.com |angner Nutzfahrzeuge

Presentations to industry PLCopen

» Discussions on for efficiency in automation
“Requirements for the Cyber-Security of Control Systems”  F\fE&]:

...but lots of ignorance: “There is no market demand !”




EuroSCSIE
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“European Information Exchange on FuroSCSIE
SCADA and Control System Security”
» “...members from European based government, industry and research

Institutions depending upon and/or whose responsibility it is to improve
the security of SCADA and Control Systems...”

» Currently chaired by CERN

Objectives:
» Exchange good practices & recommendations, incidents & mitigations
» Provide interface between governmental regulators & end-users
» Channel information between regional information exchange groups
» Address cyber-security issues jointly to vendors & manufacturers

» In preparation:
“Questionnaire on Cyber-Security for Control Systems”



“Procurement Language”
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Manufacturers and vendors are part of the solution !
» Security demands must be included into orders and call for tenders

—
. Cyber Security Procurement Language for
Control Systems
Version 1.6

ldaho Notional Laboratory

Authors: Gary Finco, Kathleen Lee, Greg Miller, Jeffrey Tebbe, Rita Wells
Contributors: Dirck Copeland, Edward Gorski, David Kuipers, Jerry Litteer,

“Procurement Language,, document Will Pelgrin, May Permann, Heather Rohrbaugh
» “... collective buying power to help June 2007
ensure that security is integrated into
SCADA systems.”

INL Critical Infrastructure Protection/Resilience Center
Idaho Falls, Idaho 83415

» “Copy & Paste” paragraphs for
System Hardening,
Perimeter Protection, _—
Account Management,
Coding Practices, R A ek ek vt i
Flaw Remediation, ... http://www.msisac.org/scada




Penetration Tests & Certification
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“(CS)2 in Indust

: ....peneira’rlon ies’r I
not able to send gas

- Sandia National Labs

www.sandia.gov/scada
Full scale penetration test

» ...0n complete control systems

used e.g. in power plants

» Manufacturers can participate

wurldtech

sacurity lechnologies -

“Achilles” black box tester

» Random testing of protocol fields’
possible values & combinations

» Product certification:

“OSI Stack”, “Modbus/TCP”,

Documents
The following are a list of SCADA and related reports.

e "Analysis of Operations and Cyber Security Policies for a System of
Cooperating Flexible Alternating Current Transmission System (FACTS)
Devices " SAMD 2005-7301, December 2005

s "Agent-Based Control of Distributed Infrastructure Resources.” SAND 2005-
T937. January 2006.

e "Cyber Securty for Utility Operations.” April 2005

e A Summary of Control Systemn Security Standards Activities in the Energy
Sector.” October 2005,

. NetworP Security Infrastructure Testing.” October 2005.

. Do Eraedel for Control and Automation Sy stenms M eresssea] P ower.”
October 2005.

o "Penetration Testing of Industrial Control Systems.” SAND2005-2846F,
r.ﬂarch 2005.

sacllanagement for SCADA." SAND2001-3252. March 200

o "Sandia SCADA Frogram - Migh-Secunty LA LDRD Final Report.”
SAMNDZ2002-0729, April 2002,

s "A Scalable Systems Approgch fg

LB BB TZ-00 ¢/, April 2002

o "Common Vulnerabilities in Critical Infrastructure Control Systems.” ~

SAMDZ2003-17T72C. May 2003. (Presented at SANS SAMNSFIRE 2003 and ,

Mational Information Assurance Leadership Conference W - (MIAL), July 14-
003 VWashingdon. DC). /

e "An Introduction to and Cvamoarer o mramnacon Lontrol Models )™
SAMND2002-1405, October 2003,

o "A Classification Scheme for Risk Assessment Methods " SAND 2004-
4233, August 2004

= "A Refarence Modsl for Contrel and Automation Systems in Elsctric Powsr.'
SAND 2005-1000C

e "Framework for SCADA Security Policy.” SAND 2005-1002C

# "Sustainable Security for Infrastructure SCADA"

e "An Introduction to Information Control Models.” SAND2002-1031,
September 2003.

jtical Infrastructure Security.”

The following are a list of upcoming SCADA and related reports.

e "Best Practices for SCADA Metworks,” SAND2004-xe000, Completion
expected 1Q2004.
e "Agent-Based Control of Distributed Infrastructure Resources.” LDRD #03-

ontains cormmands For working with the selected items.,




“(CS)2 in Industry” — Dr. Stefan Liiders — (CS)2/HEP Workshop — October 14th 2007

The Silence of the Lambs "T
Raising Awareness - it



Major Players

i Reference Library Resources

. 1{1#‘ -._;:‘n' o l-. |_ll' | ] ) 1 i J " -i7E Securing your SCADA and Industrial Control Systems Confrol Svstems Security Program (CSSP)
AN E L PYLLLEH i by The Department of Homeland Security and the ek
" Technical Support Working Group (TSWG) Technical Support Working Group (TSWG) SCADA Site 787

A ""Ccrllabcwatingm,ﬂ..dﬁrh:e{]untml System Security

"I SCADA Honeynet Results from the PCSFE 2007 Annual Energy Roadmap Initiative
i [Weeting

HTO acce I e rate th e d eS I g n , " by Dale Peterson and Landon Lewis DHS Daily Open Source Infrastructure Report e
e :C itical Infrastructure Interd dency Maodeling: A Surv SCADA and Control Systems Procurement Project i
development, and deployment of i e o s o s >

-t by D. Dudenhoeffer. S. Hartley. M. Permann SCADA Security Blog

more secure control and legacy /> "
( LR ¥ SCADA and Control System Security Links

” > E“wtzke_ Keith Stouffer, et al.
SyStemS . -i.i  PCSF Project Plan to Execute Liaison D with IEC
. . i I?%S;V:E;?ﬂolstein. OPUS Publishin
On Board : Che m ICaI Ind UStry’ U ' S ’ :ritical Utility Infrastructure Resilien:a - Extended .
government,Vendorcommunity, “m":x?ss%sssssssssssssssssssssssssssssssssssssssssssssssssssssss“m“

F &)

water & waste management https://www.pcsforum.org

waidiech &g,

» Tests on OPC vulnerabilities » Dedicated plug-ins for “Nessus” on
» Dedicated “Snort” rule-sets for Modbus/TCP, OPC, DNP3, ICCP

Controls » SCADA Honeynets

BRITISH COLUMBIA
INSTITUTE OF TECHNOLDGY




Conferences
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» Annual spring meetings
» Next: March/April 2008

Digital Bond: » “SCADA Security Sc.ien_tific Symposium”
» Next: January 2008, Miami

@ » Annual exposition

ISA-The Instrumentation, » Incl. dedicated “Security Exchange*
Systems, and

Automation Society » Last: October 2007, Houston

m » Irregular workshops and webcasts

» Lots of regional workshops by
consulting services, governments, etc.



YOU ARE NOT ALONE !!!
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Dialog to discuss Control System Cyber-Security
..at CERN
» ...with industry, consultants, governments

Ihankvou keinyhere:

OO

/ \ FAUL SCHERRER IHSTITUT
( nj EED # Fermilab @TRIIJHF

\
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