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Overview
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Control Systems for Living
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…in the electricity sector COBB C t El t i G i…in the electricity sector
► transmission & distribution,

fossil, hydro, nuclear
i th il & t

COBB County Electric, Georgia

Middle European Raw Oil, Czech Republic

Athens Water Supply & Sewage…in the oil & gas sector
…in the water & waste sector

in the chemical and

Athens Water Supply & Sewage

Merck Sharp & Dohme, Ireland

CCTV Control Room, UK…in the chemical and
pharmaceutical industry

…in the transport sector

Reuters TV Master Control Room

…in the transport sector
…for production:

► e.g. cars, planes, clothes
…in supermarkets

► e.g. scales, fridges
f f ilit t…for facility management

► electricity, water, C&V



CERN: Standards, if possible !
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standard
desktop PCsdesktop PCs



Severe Consequences
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Loss of control or safety:oss o co t o o sa ety
► Blocking of CPU or other resources 
► Dysfunction or interruptions of process 
► Halt of equipment

P t b ti i f t / i d tPerturbations in a factory / industry:
► Reduction or loss of production
► Damage or destruction of equipment► Damage or destruction of equipment
► Injuries or casualties
► Bad PR or loss of confidence



Critical Infrastructure
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Increased focus since 9/11 c eased ocus s ce 9/
and due to today’s 
general security situation:

► Electricity
► Oil & Gas
► Water & Waste► Water & Waste
► Chemical & Pharmaceutical
► Transport► a spo t
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(Too?) Many Standards, …
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► “Manufacturing and Control Systems Security”g y y
(American National Standards Institute & Int'l Society for Measurement and Control)
(ANSI/ISA SP99)

► “Good Practice Guidelines”
(U K C t f th P t ti f N ti l I f t t CPNI)(U.K. Centre for the Protection of National Infrastructure CPNI)

► “Code of Practice for Information Security Management”
(Int'l Organization for Standardization / Int'l Electrotechnical Commission / British Standard)
(ISO/IEC 27002 aka. 17799:2005, BS7799)( , )

► “Guide to Supervisory Control and Data Acquisition (SCADA) and 
Industrial Control Systems Security”
(U.S. National Institute of Standards and Technology NIST SP800-82)( gy )

► “System Protection Profile - Industrial Control Systems” (NIST)

► Common Criteria (ISO/IEC 15408)

► “Cyber-Security Vulnerability Assessment Methodology Guidance”
(U.S. Chemical Industry Data Exchange CIDX)

► “Good Automated Manufacturing Practices: Guideline for Automated 
S t S it ”System Security” (Int’l Society for Pharmaceutical Engineering ISPE)

► NERC & AGA standards
(North American Electric Reliability Council, American Gas Association)



ISA SP99: “Manufacturing and
Control Systems Security”
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Control Systems Security

Standards 01 to 04:Standards 01 to 04:
► “Scope, Concepts, Models and Terminology”

(ISA 99.00.01)

“E t bli hi M f t i d C t l S t S it P “► “Establishing a Manufacturing and Control Systems Security Program“
(ISA 99.00.02)

► “Operating a Manufacturing and Control Systems Security Program” 
( S 99 00 03)(ISA 99.00.03)

► “Specific Security Requirements for Manufacturing and Control Systems”
(ISA 99.00.04)

Technical Reports 01 & 02: 
“T h l i f P t ti M f t i d C t l S t ”► “Technologies for Protecting Manufacturing and Control Systems”
(ISA TR 99.00.01)

► “Integrating Electronic Security into the Manufacturing and Control 
S t E i t”Systems Environment” (ISA TR 99.00.02 — obsolete)

http://www.isa.org/MSPrinterTemplate.cfm?MicrositeID=988&CommitteeID=6821



CPNI Good Practice Guidelines
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www.cpni.gov.uk www.paconsulting.com

http://www.cpni.gov.uk/Products/guidelines.aspx



Regulations
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Special Pub’s
800-53 and 53A
► Help to identify,

control and mitigate risks tocontrol, and mitigate risks to 
information and information 
systems

► Recommendations and guidelines 
for selecting and specifying
safeguards & countermeasuressafeguards & countermeasures

► Foundation for risk assessment

…how does this apply to 

http://csrc.nist.gov/publications/nistpubs

pp y
“Controls” (e.g. SP800-82) ?



“(CS)2 in Industry” — Dr. Stefan Lüders — (CS)2/HEP Workshop ― October 14th 2007



Follow-Up of CERN’s TOCSSiC 
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Discussions with corresponding manufacturers
► Acknowledgement only after a lot of persuasion 
► Some now perform vulnerability scans themselves

lt i ith t fi i ☺

Cooperation & forwarding

…results improve with more recent firmware versions ☺

Cooperation & forwarding
► …together with governmental bodies
► …of the corresponding manufacturers to third parties► o t e co espo d g a u actu e s to t d pa t es
► …“Hamburger Liste” on www.langner.com

Presentations to industry
► Discussions on

“Requirements for the Cyber-Security of Control Systems”Requirements for the Cyber Security of Control Systems

…but lots of ignorance: “There is no market demand !”



EuroSCSIE
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“European Information Exchange on EuroSCSIEu opea o at o c a ge o
SCADA and Control System Security”
► “…members from European based government, industry and research

EuroSCSIE

p g y
institutions depending upon and/or whose responsibility it is to improve
the security of SCADA and Control Systems…”

► Currently chaired by CERN► Currently chaired by CERN

Objectives:Objectives:
► Exchange good practices & recommendations, incidents & mitigations
► Provide interface between governmental regulators & end-usersg g
► Channel information between regional information exchange groups
► Address cyber-security issues jointly to vendors & manufacturers
► In preparation:

“Questionnaire on Cyber-Security for Control Systems”



“Procurement Language”
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Manufacturers and vendors are part of the solution ! a u actu e s a d e do s a e pa t o t e so ut o
► Security demands must be included into orders and call for tenders

“Procurement Language” document
► “… collective buying power to help 

th t it i i t t d i tensure that security is integrated into 
SCADA systems.”

► “Copy & Paste” paragraphs forpy p g p
System Hardening,

Perimeter Protection,
Account ManagementAccount Management,

Coding Practices,
Flaw Remediation, … http://www.msisac.org/scada



Penetration Tests & Certification
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www.sandia.gov/scada
Full scale penetration test

► …on complete control systems 
used e.g. in power plants

► Manufacturers can participate

“Achilles” black bo tester“Achilles” black box tester
► Random testing of protocol fields’ 

possible values & combinationsp
► Product certification:

“OSI Stack”, “Modbus/TCP”, …
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Major Players
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“To accelerate the design, g
development, and deployment of 
more secure control and legacy 
systems.”systems.

On Board: Chemical industry, U.S. 
government, vendor community, 

& https://www.pcsforum.orgwater & waste management

► Tests on OPC vulnerabilities ► Dedicated plug-ins for “Nessus” on 
M db /TCP OPC DNP3 ICCP► Dedicated “Snort” rule-sets for 

Controls
Modbus/TCP, OPC, DNP3, ICCP

► SCADA Honeynets



Conferences
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►Annual spring meetings►Annual spring meetings
► Next: March/April 2008

►“SCADA Security Scientific Symposium”
► Next: January 2008, Miami

►Annual exposition
► Incl dedicated “Security Exchange“► Incl. dedicated Security Exchange
► Last: October 2007, Houston

► Irregular workshops and webcasts

►Lots of regional workshops by 
consulting services, governments, etc.



YOU ARE NOT ALONE !!!
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Dialog to discuss Control System Cyber-Securitya og to d scuss Co t o Syste Cybe Secu ty
►…at CERN
►…with industry, consultants, governments►…with industry, consultants, governments

EuroSCSIE

► in the HEP community►…in the HEP community


