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Paris Unpacked

e ~10 years of DCS development for ATLAS detector: the system responsible for the vital task of
monitoring and controlling it
e Experience from developing OPC UA servers for CERN
o OPC UA servers are like librarians for detector data, gathering it and sharing it securely with
systems that need it
e Member of the C++ standardization committee

S

e | would like to acknowledge Stefan Schlenker, Piotr Nikiel, Ben Farnham and many others... as
many of the ideas presented in this material are stemming out of their work

ISOTDAQ school 2024 Detector Control Systems




In the ISOTDAQ context

e To put another piece of the global picture in your knowledge arsenal

e Give you insights on the integration of TDAQ systems with the rest of the pieces that comprise a real
large experiment in HEP

e | would like to warmly thank Markus Joos and the colleagues in
the ISOTDAQ organizing committee for giving us this opportunity

DAQ
Trigger

Data
quality

The missing piece.
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Control System

e Definition: A system that manages, commands, directs, or regulates the behavior of other devices
or systems

e Components: Typically includes sensors (to measure values), processors (to make decisions), and
actuators (to effect changes)

e Purpose: To keep the controlled variables within a desired range, ensuring stability, accuracy, and
efficiency

e Examples in Everyday Life: Thermostats in homes, cruise control in cars, and automatic doors in
buildings
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Detector Control System

e Relevance to Detectors: In Detector Control Systems, it ensures that the detectors are working
properly, gathers the data they collect, and makes decisions based on that data.

e Applications in Science and Industry: Used in large-scale scientific experiments (like particle
physics), manufacturing processes, and safety systems
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Motivation

e Handle Complexity: Easily manage millions of channels and sensors

e Efficiency: Quickly set up and operate the entire system

e Monitoring and Troubleshooting: Keep an eye on important variables with trend plots and
instantly know if something goes wrong through an alarm screen

e Data Logging and Analysis: Records the history of all readouts, allowing for later analysis to
understand patterns or detect anomalies

e Customize: Fine-tune settings for precision control of each element

e Ensure Safety: Keep operations within safe limits with automated monitoring
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Navigating the DCS maze

What are the principles of DCS, what it responsible for?
Basic DCS concepts

In an experiment - interface with DAQ

OPC UA as the DCS middleware

How to build an OPC UA server with quasar




Detector Control System in Large Experiments

(49

Simplicity is the
ultimate sophistication.

Leonardo Da Vinci
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Expectations & Principles

e Detector Expectations
o  Continuous control and monitoring of field elements and processes
o Deals with the dynamic aspects of the system
o Management of low and high level data

e Architectural principles to achieve them

o Reliability

o Availability

o  Operability

o  Flexibility / Extensibility / Maintainability
o Security
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What is SCADA

e Definition: SCADA stands for Supervisory Control And
Data Acquisition

e Function: It's like the brain of an industrial system,
monitoring and controlling processes, gathering data from
sensors, and allowing operators to manage everything from
a computer.

e Components: SCADA systems typically include sensors
and control devices (such as PLCs), communication
networks, a cluster of computers, and terminals with
software to control and monitor the processes.

e Applications: Used in various industries like
manufacturing, power generation, airports, and nuclear

plants, for managing large-scale processes efficiently. Train Operation Command Room of
Deqing Hefei-Hangzhou Railway Depot
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What is WinCC OA

e Definition: WinCC OA stands for WinCC Open Architecture. It's a part of Siemens WinCC
(Windows Control Center) suite originally built by ETM
e Flexibility: Unlike traditional SCADA, WIinCC OA is highly customizable and scalable, making it
great for complex and large-scale systems
e Features: It offers real-time process visualization, data archiving, alarm management, and supports
various communication protocols
e LHC Application: At the Large Hadron Collider experiments,
WinCC OA is chosen for its flexibility and scalability to manage
the enormous data and control needs of the particle detectors.
a. ltused in all 4 major experiments
(ATLAS, CMS, ALICE, LHCb) and various smaller m"@'ﬂ'ﬂ' l
b. Itis used by the LHC accelerator
c. CERN's electrical Network
d. CERN'’s cooling and ventilation

I|||B|I|| i

How WIinCC OA is related to the Iran’s nuclear plants?
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Hello DCS World Example - WinCC OA

\ Gedi (dist_1- ATLTSTWCC319; #1) - 222
W. C C O Module Panel Edit View Layout Objects Format Windows Simple Symbols Tools SysMgm Help
® n A PRHE X8 6@ ¢« 9c F>ox £ 4 d Wl
Graphical Editor SkataClaBaabiliut tas
EwO -= o<t o8 A
B 28T E =E & 12 English, US [en_US.utfa] ~
Project View @& Property Editor
et ~ || standard
Name ~ gy Value SRl
- 310 ne
VB R E0pLS point [205,751 8 .
poin :
> 89 besnas > [500,400] e
» &% Message Catalogs & S50
» Bm Data y 200
» B Configuration izontal Size Policy ~ Preferred On/off
» B Datapoint Lists tical Size Policy Preferred =
s Fietiires out Bottom Margin 9 G Saus L L
» © Color Databases o — © © ® \| _QuickTest_: pmoschov.pnl (dist_1 - ATLTSTWCC319; #1)
» > Panels out Top Margin 9 Module Panel Scale Help
< 5
~ % ATLTSTWCC319 out Spacing 6 p— -
» [61] scripts out Type None EX rESsDED S » v + a o o»
» tig Libraries l\:nlavpr ARRRRERREI 5
, .-, Message Catalogs i Scrpt
Dae ScopeLib *
» W Configuration Initialize %
M Datapoint Lists Clicked *,)
&l Pictures Close *
O color Databases gf::t‘]eril)mked 3
R Rapels DragEnter EN ! on/off
W objects GestureTriggered *
». omoschov.onl IanaChanaed *
[ JoX | |X| Clicked : PUSH_BUTTON1 - Script Editor (dist_1 - ATLTSTWCC319; #1)
File Edit View Tools High Speed Programming Help
\ e @ [E Q fwUi_sendDirectSmiCommand | ~ |
: ; CE
Functions B® 1 main(mapping event)
20
30 [if (led.backCol == "green") {
4 led.backCol = "red";
50 } else {
6 led.backCol = "green";
- } root 246,64
B}
9
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Lets connect the LED to a Datapoint

eoce X Para_5: Datapoint parameterization (dist_1 - ATLTSTWCC319; #1)

[ J W|nCC OA Datap0|nt Control Module Fane;lchale Help

| ] |Z\ > B8 E -,y v o+ A @ @ 1:1 |english, US [en_US.utfg] ~

aka PARA

Internal datapoints . R
& Original attributes DPE: |dist_1:_mp_BIT_CONDITION state.state  ~
Ignore case .
DP filter: Original value: |FALSE
® © ® X _QuickTest_: pmoschov.pnl (dist_1 - ATLTSTWCC319; #1)
Module Panel Scale Help - dist 1 al Alert text: Time: 1970.01.01 01:00:00.000
EX CESRDED S » o + a» » = ANALOGL
» ANALOG2
~ =i BIT_CONDITION Online value |FALSE
~ By _mp_BIT_CONDITION Alert text: Time: |1970.01.01 01:00:00.000
_common
. _lock
» [ alert
~ [ state
on/off [*s] _common User Manager / Replica System
[=] lock - NONE -num 0 0
|X| Clicked : PUSH_BUTTON1 - Script Editor (dist_1 - ATLTSTWCC319; #1)
e h d T | — Variable bits Info bits
High Speed Programming Help v/ Active Default value[ L | E] nvaiid B I &
" Invalid V| Last value
&< @ [3 Q. |fwui_sendDirectSmiCommand |~ e 0 5 16 a Quen[][1] B
e ]
: ) bits [T invaid due to ] [E
main(mapping event)
bool ledState; Help Details OK Apply Cancel

dpGet("_mp_BIT_CONDITION.state.s

ledState);

if (ledState == TRUE) {
dpSet("_mp_BIT_CONDITION.state.state", FALSE);

=
L D OO0 EWN

led.backCol = "red";
o) } else {
dpSet("_mp_BIT_CONDITION.state.state", TRUE);
11 led.backCol = een";
12 L }
3L }
14
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e WinCC OA Datapoint control
aka PARA

'® O ® x| _QuickTest_: pmoschov.pnl (dist_1 - ATLTSTWCC319; #1)
Module Panel Scale Help

EXYESRDED S| + an

on/off
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Lets connect the LED to a Datapoint

L I J | Para_5: Datapoint parameterization (dist_1 - ATLTSTWCC319; #1)
Module Panel Scale Help

| ] > E o E (= BRIV an @ @ 1:1 [english, US [en_US.utfa] ~
Filter opti
Internal datapoints L :
& Original attributes DPE: |dist_1:_mp_BIT_CONDITION state state ~ ~
Ignore case
—Values
DP filter: Original value: TRUE
~ BA dist 1 a3 Alert text: Time: |2023.06.13 13:06:01.021

Online value TRUE

Alert text: Time: 2023.06.13 13:06:01.021

~ [ state
[*] _common User
[*<] _lock

Manager / Replica System
root Ul -num 1 1

COUNTER_SUB

— Variable bit Info bit:
COUNTERL riable bits D e
DRIVEL V| Active Default value
DRIVE2 Invalid V| Last value

ExampleDP_BarTrend 0 8 16 24 2 =T
= user | | i

: TR IR I |
oS T AT Range

invalid [

invalid due to[ D] E][R]

ExampleDP_Text Help Details OK Apply Cancel

y vy vy vy v vywvvrvvvow




DCS Hierarchies - CERN’s FSM

Nice but how that scales up to millions of parameters?

e Definition: FSM stands for Finite State Machine. CERN's FSM is a framework that organizes the
control systems into a hierarchical structure.

e Hierarchy: Imagine a tree where the trunk is the main control system, branches are sub-systems,
and leaves are devices like sensors and actuators.

e States & Transitions: Each element (branch or leaf) can be in a state (like 'ON', 'OFF', 'READY")
and can change states based on conditions or commands.

e Role in SCADA: FSM helps manage complex systems at CERN by breaking them down into
manageable parts, providing a structured way to monitor and control each part within the SCADA
environment.

e LHC Application: In the LHC, FSM is crucial for handling the complexity of the detectors and
accelerators, enabling efficient operation and monitoring.
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DCS in ATLAS detector
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In Numbers

BACK END

e In ATLAS alone the DCS system
monitors and controls over 10’ .
parameters in more that 140 local ;

Global Control Stations (GCS)

...... cwe Interface Screen
control stations e !
e Archiving of selected parameters is o b o e e
done to an Oracle database | 77—
e ltis interfaced with DAQ and Run " (Pixel | scT | TRT | 10E | (o | Tec | Rec | csc |
Control e e A e S T
e It also links to external control system Local Contiol Stations (LES)

(LHC, Infrastructure)
e |tis remotely accessible: directly or
via web applications m—
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‘GROUP ACKNOWLEDGEMENT
ATLAS

= Group
ALARM SCREEN P EI unacknowledged ]

ISt Dir. Description’ Alarm text Online Value Ack Time Con [+
|W|CAME |EXT Cooling TRT Status |WARN 1 2023.06. 12 06:02:21.788
|E |CAME |TGC A Threshold: mmary |ALARM [TRUE 2023.06. 13 13:04:50.835
|E |CAME |TGC A Threshold: M n |ALARM [TRUE 2023.06. 13 13: 5
|W|CAME |CIC RackControl UXUS 15side MUON Y2904X7 TurbineCt t1 Lo 10.51416708033473 2023.06. 14 13: ..
|W|CAME |s |bad DIP values! 28 2023.06. 15 09:
e Active and non-acknowledged alarms
|W|CAME |MDT BA DDC-DT Chambers Dropped |Some: please 12
|E |CAME |MDT BA DDC-DT Chambers Dropped |Multiple Cf 12
— |W|CAME |MDT PS Hvboard - brC: HIGH 42
o Alarm = parameter out of good range - Sere
|W|CAME |CIC Racks Y1804D2 AirTemperature [HIGH 42.045322679782

o  Options for each alarm

o Mask alarm on Ul level until the alarm condition goes
Facilitates alarm reporting to experts via email
Display trend plot of value T —

Alarm help on web page e | Bywem
:%Exgg - M DPE Name U*?:aul‘ Apply -
Acknowledgement: B i - EIEIE 2

o  Only for some alarms
o  Operator needs to explicitly interact with them, otherwise they won'’t disappear from screen when
resolved
o Unacknowledged, but resolved alarms are shown as ,WENT" with grey color
e Summary alert:
o Single alarm entry hiding several alerts of same type (accessible via “Details”)
e Filters:
o Different sets of filters exist, e.g. sub-detectors
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ATLAS FSM _
e  State machine hierarchy /\

o  Detector hardware represented by FSM objects, /SC‘S ! 878 2 807 N
hierarchically structured T T e
e State & Command propagation / /
o  State model for devices (ON,OFF,...) and logical Lcs Lcs s

objects (READY, NOT_READY,...)]
o  Propagation upwards (using programmed logic for
parent depending on child states)

o  Commands propagated downwards
e  Status

o  Error handling upwards
e  Obiject operations
o Commands

o  Enable/disable (low level)
o  Take/release/include/exclude (high level)

o  Access control for all operations *UNKEOWN o
e User Interface it ()

o  Browsing and object operation...
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GOTO_STANDBY
GOTO_READY

GOTO_SHUTDOWN
GOTO_STANDBY

STATES,
COMMANDS
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LHC Interaction and interface with DAQ

e Synchronization of DCS with LHC operation and run control
o Detector safety requires lower voltage levels during unstable beam conditions (beam injection,
adjust, dump) =
o State change automated, synchronization with DAQ run control, should take max. 5 minutes
o Audible notifications from DCS for important beam related events
e Beam backgrounds and luminosity monitored via DCS (LHC FSM tree)

L Stable Beams
Train Injection —

Collisions Mﬁu%

Energy/Ramp ——
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OPC UA

Don't be satisfied
with stories, how
things have gone
with others. Unfold
your own myth.

- Rumi
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What is OPC UA?

e Open Platform Communication Unified Architecture (OPC UA) is a machine to machine
communication protocol for industrial automation developed by the OPC Foundation.

“ @ MDT-DCS “,,\
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What is OPC UA?

e Open Platform Communication Unified Architecture (OPC UA) is a machine to machine
communication protocol for industrial automation developed by the OPC Foundation.

\/_

EASY!
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OPC UA - the standard middleware @CERN

e Why OPC UA?
o focuses on communicating with industrial equipment and systems for data collection and
control
Open specification and various implementations available (free or commercial)
Cross-platform
Service-oriented architecture
Integral information model, which is the foundation of the infrastructure necessary for
information integration where vendors and organizations can model their complex data into an
OPC UA namespace
e Current experience with OPC UA @CERN
o Works natively with the tools used in Detector Control Systems
o CERN developed a framework for developing OPC UA servers
o Itis the standard prefered by the “big” vendors (e.g. CAEN, ISEG, Weiner, etc.) for their
power supply devices
o Itis used by various custom devices in experiments used widely at CERN (ELMB, SoC)
o CERN foresees to have support and provide maintenance on those solutions on the long
term
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OPC UA Applications & Examples

—>

Gathering machine data
in standard structure

Sensors

Device

Actuators — Read / write data

with OPC  —

Sharing machine data easily

RPi

CANbus — .

7

OPC UA clients
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) RPi
Device OPC UA
.| with oPC Nt OS:”er
. n
UA client UaExpert
& many more



OPC UA server vertical slice

On Detector

WinCC OA
OPC UA client )

Optical Links

L OPC UA client )

WinCC OA
| OPC UAclient |

108[01d
VO JDUIM

Off Detector

[ winccoa

OPC UoPC UA oTCP/IP

Configuration
OPC UA client
& J
Diagnostic OPC
UA client '
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OPC UA server vertical slice

¥| ATLTSTATCA:sim1/AnalogPeripherals/External_ADC7.valy
» [ (1

On Detector

700 ~

o) R N g P

S I T A B A SN R

15:51:00 15:52:00 15:53:00

ADC7

Optical Links

o
& WinCC OA s
O OPC UA client 52
(o] \ e
< 2 8
) : =t
Off Detector o Myt >
) gl : [(_OPCUA c"??}_ vy e

Fle View Server Document Settings Help
[DyBBEEJ+ =0 x% 8 ko
rojec & % | pata Access view |

3] server | Voted
G635 NESRTgIEHET S rapergherds e OCT v

2
12
1 External ADC7.value
1

Address Space 5 x
& [ righiight =]
O Roat a]
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OPC UA clients

[ JON ] X/ Unified Automation UaExpert - The OPC Unified Architecture Client - NewPro
Fle View Server Document Settings Help
. - ~
[DeBEE|+ = xo]e 20
Project & X | Data Access View
= g HDJ:::VSG #]  server Node Id [ pisplay Name [ value
f = 1 open62541-b... NS2|String|EMCI_2.AnalogPeripherals.External ADC7 .value value 929
&m0 - 2 open62541-b... NS2|String|EMCI_2.AnalogPeripherals.generalRefreshRate generalRefre... 1
D3 vi 3  open62541-b... NS2|String|EMCI_1.AnalogPeripherals.External ADC7.value value 54
4 open62541-b... NS2|String|EMCI_1.AnalogPeripherals.generalRefreshRate eneralRefre..
[3 Data Access View pe b. ing T logPeripherals.qg IRefresh g Refr

Address Space 8 X
3 | No Highlight =
I Root 4|
-2 Objects

- EMCL1

Bl @& AnalogPeripherals
&% External ADCO
&% External ADC1
& External ADC2

WinCC OA Client

&% External ADC3

e External ADCS
& External ADC6
B¢ External ADC7
¥ inputid
@ generalRefreshRate
¢ address
B4 chipld
G-@ chipldHex
= EMeT 2 i i

700 ~| %

o e

ATLTSTATCA:sim1/AnalogPeripherals/External_ADC7.valy

IE A ET

B N g T

L 1 L [ 1 L I

i i
15:51:00 15:52:00 15:53:00

UaExpert OPC UA
diagnostic client
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quasar
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quasar - Quick opc UA Server Generation Framework

e Atool for accelerated C++ server development and more
CERN-made framework for model-driven creation of OPC UA software components

o Generate servers, clients, SCADA integration layer, etc...
Made with effort efficiency in mind (design, development, testing, deployment)
quasar-based software used in LHC experiments (JCOP) as well as beyond CERN
quasar can build 100% free and open source OPC UA servers and clients
Validated on different platforms, operating systems, software deployment strategies etc...
Choice of OPC UA stack used: UA SDK (paid license), open62541 (free & open-source)
Dependencies are all open source
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Build your OPC UA server with quasar in 4 steps

e Make sure all dependencies are installed

o https://quasar.docs.cern.ch/quasar.html
e Preparing the environment

© mkdir ~/tmp

O cd tmp
e Cloning quasar from github
0 git clone https://github.com/guasar—-team/guasar.git -—--recursive

e Create a quasar project
o From my temporary directory
1 m cd quasar
m ./quasar.py create project ~/tmp/opcua-server
o Now make initial commit of this project
m cd ~/tmp/opcua-server
B git init && git add -A && git commit -am “initial commit”



https://quasar.docs.cern.ch/quasar.html
https://github.com/quasar-team/quasar.git

Build your OPC UA server with quasar in 4 steps

Configure the build and build it
e Now let’s use only 100% free and open-source components for OPC UA: the open62541 library and
its ‘adapter’ called open62541-compat:
2 ./quasar.py enable module open62541l-compat
e And we need to use a file called ‘build config’, for open62541:
3 ./quasar.py set build config ~/tmp/quasar/open62541 config.cmake
e Finally, let’s build the server

4 ./quasar.py build

e That’s it we have made our newly built OPC UA server!




Further References

Check quasar’s youtube tutorial:
https://www.youtube.com/@gquasaropcuatutorials4253/videos

Next steps: https:/quasar.docs.cern.ch/



https://www.youtube.com/@quasaropcuatutorials4253/videos
https://quasar.docs.cern.ch/

Summary

Learned what is a detector control system and its importance in operating a large experiment

And seen how large and complex control systems can be organized to be manageable

Took a look at the detector control system of ATLAS

And had a glimpse into OPC UA and its importance for homogenising the interface to the control
systems

e Finally we shown a simple WinCC OA application, had a quick introduction into quasar framework
and build our own OPC UA server
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AS HAPPY A5 suk FRIENDS THE
TOAST OF THE WHNOLE VILLAGE, WWICH,
TNANKS 7o THEM, HAS PESENED |

ITE Honeuk NTAST.Y

BUT WHAT INEVER
Pip UNDERSTAND 1S WHY
ANYONE. WoLLD PuT MONEY
IN THAT CAHLDRON INSTE :
OF ONION Soulf IN THE
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