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What you are expected to %/‘
learn In the next hour =

C Why systems need to be monitored

C The Basic onsizefits-all Architecture
C Technology independent

C Implementation Strategy:
C With a few technology examples

C Data Quality Monitoring
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Why systems need to be Monitored?

A Cos the Universe is not
perfect

AThe rate of failures is
proportional to the system
complexity

AMonitoring is indispensable
for successful operation
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How Higgs boson discovery would look
like In an ideal world
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What
happens In
reality

A A complex project has a
chance to succeed only if it
IS ready to deal with
problems

A Monitoring System provides
the first line of defense:
A Detects issues
A Reports them
A Helps to Investigate
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The Simplest Monitoring Example

Themonitoning AP

function Themessage

print( NnHel |l o, &or |l d

L @
— >

>python3 hello.py
. Hello, World!

python3 hello.py
>

>
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The Basic Monitoring Architecture

The Python

print() builtins module

API . Communicatio Visualization
A The critical A Transparent for A Should be
component the system customizable by
A All system components the end users
components
should use the
sameAP|
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Theprint() function drawbacks

print(d 1 St f 2F 2 2 NI R

ANot bad for theHelloworldl LIJLI A OF G A 2y 0 dz
any real system

AWwith multiple applications running for a long time on many
computers, we want to know:
A Whendid something happen?
A Wheredid it come from?
A How importantis it?

A Do better solutions exist?



Logging API to the rescue

import  logging Use the standard well

logging.basicConfig (level=  logging.INFO | SESIgNEel
format ="%(asctime )s %( levelname )s\
[%(filename)s: %( lineno )s%( funcName )s()] %(message)s"” )

logging.info ( "Hello, World!" ) The output format ca
be easily customized

$
$
$ python hello.py

2022-06-14 14:57:37,493 INFO [hello.py:5<module>()] Hello, World!
$

Timestamp Severity Origin
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The Updated Monitoring Architecture

Visualization

Logging API . Communication

AThe Logging AP
A Welldesigned and mature

AThelogging APand Communicatiorlayers are completely
iIndependent

A Communicatiorn
A Many of the shelf implementations exist on the market
A Can be exchanged transparently for the argkr applications
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Programming Languages Support

Python Java

import  logging import

Logger: class Logger{

critical (msg,* args ,* kwargs ): void severe( String  msg);
debug (msg, * args ,** kwargs ): void fine( String  msQ);
error (msg,* args ,* kwargs ): void error( String  msg);
info (msg, * args ,* kwargs ): void info( String  msgQ);
warning (msg,* args ,** kwargs ): void warning( String  msg);

}
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ExistingAppenderdor the Java
Logging API

A CassandraAppendermwrites its output to anApache
Cassandrdatabase

A FileAppenderg writes events to an arbitrary file.

A FlumeAppender Apache Flumés a distributed, reliable
and highly available system for efficiently collecting,
aggregating, and moving large amounts of log data

A JDBCAppenderwrites log events to a relational database
table using standard JDBC

A NoSQLAppenderwrites log events to a NoSQL database

A SMTPAppendersends an enail when a specific logging
event occurs, typically on errors or fatal errors

A ZeroMQAppender uses theleroMQlibrary to send log
events to one or mor&eroMQendpoints
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https://cassandra.apache.org/
http://flume.apache.org/index.html
https://github.com/zeromq/jeromq

What about C++?

A Rare case where using MACRO for the public APl is a viable option
DAQ LOG CRITICAL(fi Fi | e <& dile name << A6 not foundo
DAQ _LOG_ERROR( é)
DAQ _LOG_WARNI NG( é)
DAQ _LOG_ I NFO( &)
DAQ _LOG_DEBUG( é)

A Initial implementation may be trivial:

#define DAQ_LOG_CRITICAL(m) std:: cerr << m<<std: endl ;

A A scalable implementation can be provided later:
Az Attt y20 I TTSO0 dzaSNEQ O2RS
A Getting better with the C++ language evolution:

A A few implementations recently appeared based on the i&i20
std::formatand C++23 std::prinspecifications
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https://en.cppreference.com/w/cpp/utility/format
https://en.cppreference.com/w/cpp/io/print

Example: The ATLESor Reporting

Service

ERS Web Browser (2016-2017)

C++

MACRO

please use ers/browser credentials when session expires and SPLUNK login appears, or reload the page

Simple search \ Advanced search \ ERS statistics \
ATLAS errors \ CHIP events \
Partition Run Number MessagelD Msg Text filter
from Sep 10th... ATLAS | | 3104053590t || + .
>
#msgsApplD host Severity ERS fields: | User
584 i
. INFO . Qualifiers
Parameters
Context

Common Object Request
1717:16  WARNING  ROS::ROSRobinNPExceptions ROS-MDT-BC- Fragment error: RobinNP::processincomingFragment: ROL 4 Fragment out of pe-mdt-

B ro ke r ArCh |te Ctu r& oct11 01 sequence: L1 ID = Oxff000001, Most Recent ID ... ros-bc-01

2016
i nte r_ roCeSS CO m m u n i Cati O n 1717:16  WARNING  ROS:ROSRobinNPExceptions ROS-MDT-ECA- Fragment error: RobinNP::processincomingFragment: ROL 1 Fragment out of pe-mdt-
p Oct 11 02 sequence: L1 1D = 0xff000001, Most Recent ID ... ros-eca-02
te C h n O I 0 gy 17:17:16 ROS::RO i i ROS-MDT-ECC-  Fragment error: RobinNP::processincomingFragment: ROL 1 Fragment out of pe-mdt-

Oct 11 02 sequence: L1 1D = 0xff000001, Most Recent ID ... ros-ecc-02

2 Splunkg A soft |latf t
p un SO Ware p a Orm O 171716 WARNING  Resourceslnfo::ConfigError ReslInfoProvider ~ Configuration problem: ignore 2 component(s) not referenced by partition, but pe-tdg-

Oct11 including partition segments and/or res... onl-

stream and collect data

«prev 21 22 23 24 26 26 27 28 29 30 next»
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Monitoring System evolution during the
project lifetime

A The destination of the messages can be changed at any moment:
A No changes in the Software Applications required!

A Data Storage is optional but very handy:
A Addspersistencec can be used for postmortem analysis
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