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Goal - Make reading+writing files available via both CLI and web browser. Service Conflguratlon
- Implement authentication using GSI Weblogin and SciTokens. | | | ) |
Weblogin is an account at GSI intended for employees, apprentices, e et ven s T omens teo et vew e o bomens b . TETE—————
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eXterna-L CompanleS, gueStS’ gueSt SClentlStS " = scitokens.cfg @ = xrootd-http.cfg @ | = xrootd-privileged@.service @ = scitokens.cfg @ | = xrootd-http.cfg @ = xrootd-privileged@.service @ = scitokens.cfg @ = xrootd-http.cfg @ = xrootd-privileged@.service @
- Utilize POSIX ownership and permissions to manage access rights. e Rtee - veto: 740,01 derzesinsnd 2 escriponoiao souts drnan irsance 5
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mapfile
updater =
P The user 1nitially does not have a token in their browser.
SEIVER <:>\Nhen the user initially browses to the web frontend, the
N JavaScript code 1s downloaded to the user's browser.
r The code, which 1s now running in the user's browser communicates with the web
::2 AK e backend. Since the user's browser does not yet have a token, they do not see
- r madp = W . Jser data any data, but they have the option to log in.
T8;443 uﬂ,a“” ? P When the user clicks log in, they browse to id.gsi.de, where they can supply
client their credentials. If the authentication succeeds, 1id.gsi.de answers to the
AN A AN user's browser with an HTTP redirect response to the web backend with an ephemeral
(:)15' <:>1HVV one-time code in the GET parameters.
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sssd retrieves UNIX user IDs and usernames from LDAP and
makes them available to the machine punch2.

mapfile updater client reads the current mapping from

GSI Weblogin usernames to UNIX usernames from the

mapfile updater server, which generates it according to the
information provided by LDAP. There are actually multiple

: : . ) user agent
LDAP machines involved. In this illustration, they are J
ieplitei as onefplocka - _ S <:>'The code 1n the user's browser makes the aforementioned
eyctoak 1s contigured to require ' HTTP request with the one-time code to the web backend.

The web backend sends the one-time code to keycloak, which, given correct 1inputs,
returns the tokens. These are returned in an HTTP response to the user's browser.

User Workflows @ Subsequents requests from the user's browser to the REST API contain the token.

@ The web backend requests the list of files in the specified directory from
CLI the XRootD server.

The user 1initially does not have a token.

O ¥ Data Lake Ul X + v
(:>'The user sends an HTTPS request to id.gsi.de, specifying their GSI Weblogin username
. . . &« C ® punch2.gsi.de:5173/browse/%2FUsers%2Fanar%2FBIG_DATA - Relaunch to update
and password. If everything 1is correct, the server responds with a token.
. tkio: bash — Kansole VA X DATA LAKE Ul  Browse files and folders Documentation  More w/ ‘ Log In ‘
il NewTabv 00 split vView v [ copy [E] Paste Q Find.. = SN—
[userl@fl3 tokio]$ ./tokio
password:
“"header": {
"alg": "RS256",
utypn . HJ\NT” , . .. . Da’.a SC’VOI’ "1OSI demaCOZS.gSI.de
"kid": "p9pncRZU8IuzheWHfHmDqoaUGpyj_65sIQXy6WWAG_o" as Navigator One v Initial Directory / BIG_DATA Initial Path: /Users/anar
} ! a (= .
“payload”: { P . oy .
“exp": 1728997579, | Current page: 500 ( , ), cumulative file size: 11.50 kB
“iat": 1728993979, @ Settings b Total: 400000 ( ) ), cumulative file size: 9.20 MB
"jti": "5f5510a3-825d-4355-93ee-49797ea346be",
"iss": "https://id.gsi.de/realms/wl",
"aud": "https://id.gsi.de/realms/wl", 2 3 4 5 6 -« 800 >
"sub": "sfleisch",
“typ": "Bearer",
“"azp": "xrootd",
"sid": "88898718-e9c2-4395-b83c-674dc542f44c",
"scope”: "read:/", Name < Size Date Type
“"ver": "scitoken:2.0"
}
Authorization: Bearer eyJhbGci01JSUzIINiIsInR5cCIg0iAiS1dUIiwia2lkI1A6ICIwOXBuY1JaVThldXpoZVdIZkhtRHFVYVVHCcH1gXzY1cO1R aaaaokvn.txt 23.00B 2024-09-30 09:40:01

WHk2V1cOR19vIn0.eyJ1eHA10jE3Mjg50TciINzksImlhdCI6MTcyODk5Mzk30SwianRpI joiNWYINTEWYTMtODI1ZCOOMzULILTkzZWUtNDk30TdLlYTMONm

J1lIiwiaXNzIjoiaHROcHM6LY9pZC5nc2kuZGUvemVhbG1zL3dsIiwiYXVKIjoiaHROCHMOLY9pZC5nc2kuZGUvemVhbGlzL3dsIiwic3ViIljoic2ZsZWlz

Y2giLCJ0eXA101JCZWFyZXIiLCIhenA101J4cm9vdGQiLCIzaWQi0iI40Dg50Dcx0C110WMYLTQz0TUtY jgzYy02NzRKYZUOMMYONGMiLCIZzY29wZSI6In aaadhncb.txt 23.00B 2024-09-30 09:39:36
J1YWQ6LYIsInZlciI6InNjaXRva2Vu0jIuMCI9.bfMQMzdzLNjhwugng8jAjouET8pjUuSG-Uu7VH1jWTI40FM-TfrOFnGKW3pWMON11fTAtqZvD2LUZ2Kc

R1VO5GT3p_ae8ialG_UKNZNA3QXOX9KVmoTOLnFM2vmH1LNH2bJY9f rH4RsLINZGPKWQGDOWbTsRThNZh980ow95-DpvZjiICjKaetWERqH111Aga9W4H2e

CZo6Wol5-sBssPnb-_dmyRDrh1Dqq_t4yGEJUj1wUHPD5eGktcwE28mc5z3K1g9M--UOAMO86c-V-HAGD jkBM1jBBP5-10ku3y0x-cPq0q8CxtkAhmTgMe aaadpmazx.txt 23.00 B 2024-09-30 09:39:21
9C6qgb1-CDEFOGSCuOFGNgdmo3SA

aaadzbmz.txt 23.00 B 2024-09-30 09:39:52
(:>'The user sends their file request directly to the XRootD server, specifying their token.
aaafdntl.txt 23.00B 2024-09-30 09:40:36
2 tokio : bash — Konsole v A X
[ NewTab_ [T Split View M copy [ Paste Q Find.. = aaageugo.txt 23.00B 2024-09-30 09:40:32
[us_erl@f13 tokio]$ curl -H "$TOKEN" http: .gsi.de/sfleisch/blabla. txt
1S gt Isdlf aaaglurq.txt 23.00 B 2024-09-30 09:40:26
|[user1@f13 tokiol$ [
aaahruzd.txt 23.00 B 2024-09-30 09:40:10
e XRootD downloads the public key of 1d.gsi.de and verifies that the token 1s signed by id.gsi.de. Saaiunfb it 23.00 B 2024-09-30 09:39:26

O

@ XRootD reads the mapfile to determine which UNIX username belongs to the Weblogin username work in
Speleled in the tOken. aaajbwte.txt 23.00B 2024-09-30 09:40:17

, : : progress

XRootD performs the actual file I/0 on the user data as the UNIX username found in the mapfile. -2 akaonm. b 2300 B 2024-09-30 09:39:43
The permission check 1s then performed by the Linux kernel according to POSIX rules.

» (root) punch2 — Konsole v A X

DNewTabv 00 split view [ Paste Q Find.. =

241015 14:18:08 150418 XrootdBridge: unknown.31:28@[::ffff:140.181.13.191] login as nobody @ XRootD downloads the public key of id.gsi.de

241015 14:18:08 150418 multi UserSentry: A lient; (L t ch FS UID B _ ] ' ] ] i

241815 14:18:68 158418 multiuser UserSentry: Anonymous clienti no user set, cannot change F5 UIDs and verifies that the user-supplied token 1is signed by 1d.gsl.de

241015 14:18:08 150418 scitokens_Access: Trying token-based access control ; ; 1

241015 14:18:08 150418 scitokens:Access: CaZheg token mapped_username=sfleisch, subject=sfleisch, issuer=https://id.gs @ XROOtD readS the mapflle tO determlne Wthh UNIX username belongs

i.de/realms/wl, authorizations=/:read,dir,stat ; y ; 1

241015 14:18:08 150418 scitokens_Access: Grant authorization based on scopes for operation=read, path=/sfleisch/blabla to the Weblogln username Speleled 1n the tOken '

“txt . . . . .

24)1(6)15 14:18:08 150418 scitokens_Access: Request username sfleisch @ The ].lnkS tO the aCtua]‘ flleS are pOlntlng dlreCtly tolthe

241015 14:18:08 150418 multi UserSentry: Switchi FS uid f fleisch 1 1 1

241015 14:18:08 150418 multiuser_UserSentry: Switching FS uid for user stleisch XRootD server, which 1s contacted directly by the user's browser

241015 14:18:08 150418 multiuser_Open: Will not te check

241015 14:18:08 150418 multiuserZOSZE: thl ngt E:—::t: Ehggkzﬁm When they Clle ol flle ]

241015 14:18:08 150364 XrootdXeq: unknown.31:28@[::ffff:140.181.13.191] disc 0:00:00 @ The XRootD executable performs the actual file I/0

241015 14:18:08 150364 multiuser_UserSentry: Anonymous client; no user set, cannot change FS UIDs

241015 14:18:08 150364 multiuser_UserSentry: Anonymous client; no user set, cannot change FS UIDs on the user data as the UNIX username found 1n the mapfi]_e_

The permission check 1s then performed by the Linux kernel
according to POSIX rules.
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