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Landscape

• The risk from cyber attack to 
organisations in the Research and 
Education (R&E) sector remains 
persistent and high

• Many highly visible examples: 
University of Manchester, British 
Library, HZB, …
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What is the scope of our work?

• We must work together to improve the cybersecurity posture of 
our organisations and infrastructures. 

• Before focusing on operational security tools, pause to consider 
the full scope of the work to be done in this area 

• Must have clear picture of this scope, and then make a plan to 
execute.
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Developing strategy and plans

• Introduce two tools that could be of use in building a vision and 
strategic plan for an organization – or infrastructure

• Trusted CI Framework

• NIST Cybersecurity Framework
• (as example; other frameworks exist!)
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Trusted CI

• Trusted CI is the NSF Cybersecurity Center of Excellence

• Cybersecurity experts with experience working with US science 
and engineering communities

• The team draws from best operational practices and includes 
leaders in the research and development of new methodologies 
and high-quality implementations.
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Trusted CI Framework

• Trusted CI Framework
• An approach to support organisations building cybersecurity programmes 

and strategic plans. Specifically agnostic of other cybersecurity 
frameworks and technology, this could be of interest for the DRI

• Representation on Advisory Board by Dave Kelsey on behalf of the WISE 
Community
• International involvement

• 4 pillars: Mission Alignment, Governance, Resources, and Controls
• 16 “Musts”: Concrete requirements for establishing a cybersecurity 

program
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https://www.trustedci.org/framework


NIST Cybersecurity 
Framework
• GOVERN

• IDENTIFY

• PROTECT

• DETECT

• RESPOND

• RECOVER
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People, Process, Tools and Data
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https://indico.cern.ch/event/1370544/contributions/5763397/attachments/2824319/4933213/WLCG_SOC_Hackathon_PeopleProcess.pdf


SOC Processes
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The People Component
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SOC Models

• Since last CHEP, new reference 
designs for Security Operations 
Centres (SOCs) by SOC WG.

• Focus here on identifying ways 
forward for majority of sites 
where deploying full-scale 
facility is not practicable (or not 
without central support, etc…)
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Collaborative Operational Security: The future of Cybersecurity for Research and Education

https://doi.org/10.1051/epjconf/202429504013


pDNSSOC

• pDNSSOC is a lightweight “80% SOC” 
solution focused on correlating DNS logs 
with Threat Intelligence

• Specifically designed to be low impact to 
deploying site
• Minimum deployment is a sensor installed in 

DNS infrastructure

• Does require external centre performing 
correlation and alerting

Designing Operational Security Systems, CHEP 2024, Krakow



pDNSSOC outline
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pDNSSOC status

• Work underway using pDNSSOC in a number of organisations
• Danish e-infrastructure Consortium (DeiC)

• RedCLARA: SICURA-LAC]

• Very interested in hearing of other organisations who may wish to help 
test this solution

• With long term support could be extremely powerful across WLCG
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https://cern.ch/sicura-lac


Upcoming meetings

• This Autumn/Fall!

• SOC Hackathon taking place 2-4 December in UK
• https://indico.cern.ch/event/1441326/
• Registration closes on Friday

• Hosted by our friends at Jisc

• Dedicated SOC session + post-meeting SOC Hackathon @ HEPiX
• https://indico.cern.ch/event/1450798/
• Planning actively underway
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Summary

• The deployment of security tools has to sit within an overall 
cybersecurity plan
• Tools and frameworks available to help in the development of this

• Technological solutions require understanding of processes and 
people

• pDNSSOC is an option for deploying lightweight monitoring across 
a broad scope
• Further testing need and volunteers welcome!
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Questions?
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