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Landscape

* The risk from cyber attack to
organisations in the Research and
Education (R&E) sector remains
persistent and high

* Many highly visible examples:
University of Manchester, British
Library, HZB, ...
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Home | Newsroom

BE Thanks to a shadowy hacker group, the
British Library is still on its knees. Is there
qft any way to stop them?
Lamorna Ash

He

H " The future of cybercrime resembles an arms race between an
4 industry of hackers-for-hire and the UK's weak defences
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What is the scope of our work? izr 2% wies

* We must work together to improve the cybersecurity posture of our
organisations and infrastructures.

* Before focusing on operational security tools, pause to consider the
full scope of the work to be done in this area

* Must have clear picture of this scope, and then make a plan to
execute.
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Developing strategy and SS| WISE v o
plans

* Introduce two tools that could be of use in building a vision and
strategic plan for an organization — or infrastructure

* Trusted Cl Framework

* NIST Cybersecurity Framework
e (as example; other frameworks exist!)
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Trusted CI ST WISE oo

* Trusted Cl is the NSF Cybersecurity Center of Excellence

* Cybersecurity experts with experience working with US science and
engineering communities

* The team draws from best operational practices and includes leaders
in the research and development of new methodologies and high-
qguality implementations.
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Trusted Cl| Framework Ginr SVISE  vwics

e Trusted Cl Framework

* An approach to support organisations building cybersecurity programmes and
strategic plans. Specifically agnostic of other cybersecurity frameworks and
technology, this could be of interest for the DRI

» Representation on Advisory Board by Dave Kelsey on behalf of the WISE
Community

* |nternational involvement

* 4 pillars: Mission Alignment, Governance, Resources, and Controls
e 16 “Musts”: Concrete requirements for establishing a cybersecurity program
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Framework

* GOVERN

* IDENTIFY

* PROTECT

NIST
Cybersecurity
e DETECT Framework
* RESPOND
DETECT
* RECOVER
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People Process, Tools and Data cs'r cominm =22

People will make or break your
cybersecurity strategy:

* Engage early

« Communicate clearly
« Think Red, act Blue

Tools are the protective
shield against cyber
threats. Tools and
technology that are
deployed correctly are
the defense when no
one else is watching.

Having processes in place
ensures a consistent
approach to handling and
preventing security incidents.

2= Fermilab
Let’s talk People and Process
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https://indico.cern.ch/event/1370544/contributions/5763397/attachments/2824319/4933213/WLCG_SOC_Hackathon_PeopleProcess.pdf

SOC Processes CSIRT comminmy MMECS

1. Preventing cybersecurity incidents through proactive measures including:
a. Continuous analysis of threats
b. Assessing vulnerabilities

c. Deploying coordinated countermeasures
2. Responding to confirmed incidents by coordinating resources for remediation

3. Monitoring, detection, and analysis of potential intrusions

2% Fermilab

Let’s talk People and Process
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The People Component CSIRT commonmy YYLSS

1. Know what you are protecting and why?

2. Select your SOC functions and services:
Build a SOC structure that matches your resources and then, your organization needs.
Select and collect the right data
Leverage tools to support analysis

Avoid alert-fatigue
3. Prioritize Incident Response (IR)
4. Communicate clearly, collaborate often, share generously

2= Fermilab

Let’s talk People and Process
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SOC Models

 Since last CHEP, new reference
designs for Security Operations
Centres (SOCs) by SOC WG.

* Focus here on identifying ways
forward for majority of sites
where deploying full-scale facility
is not practicable (or not without
central support, etc...)
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Threat
Intelligence

Data
sources

Messaging &
Transport
and
Enrichment

Enrichment
sources

Storage

Visualisation

Alerting +
Incident
Response

External interfaces

Collaborative Operational Security: The future of Cybersecurity for Research and Education
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 pDNSSOC is a lightweight “80% SOC” solution
focused on correlating DNS logs with Threat
Intelligence
 Specifically designed to be low impact to
deploying site
* Minimum deployment is a sensor installed in DNS
infrastructure

* Does require external centre performing
correlation and alerting
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PDNSSOC outline

DNS resolver 1322849924, 408861 |10.1.1.1] |8.8.8.8] | INfljwww.malicious.conll|A|| 71.51.X.11

-

FirstSeen | LastSeen | TYPE | TTL
2023-03-11 | 2023-03-12 | A| 60

pDNSSOC

Answer
| 71.51.X.11

Collector
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c s I R T COMMUN'TY Worldwide LHC Computing Grid

MISP instance

)

MISP

Connect to MISP instance(s)

QCollect DNS logs
Q Alert

Send an alert

Security Team

Incident report

N
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pDNSSOC Status CSIRT communiTy W{Ef:%

* Work underway using pDNSSOC in a number of organisations

e Danish e-infrastructure Consortium (DeiC)

* RedCLARA: SICURA-LAC]

* Very interested in hearing of other organisations who may wish to help

test this solution

* With long term support could be extremely powerful across WLCG
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Upcoming meetings CSIRT SR, naoo

* This Autumn/Fall!

* SOC Hackathon taking place 2-4 December in UK
* https://indico.cern.ch/event/1441326/

* Registration closes on Friday

* Hosted by our friends at Jisc

* Dedicated SOC session + post-meeting SOC Hackathon @ HEPiX
e https://indico.cern.ch/event/1450798/

* Planning actively underway
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Summary CSIRT MR, WESS

* The deployment of security tools has to sit within an overall

cybersecurity plan
* Tools and frameworks available to help in the development of this

e Technological solutions require understanding of processes and
people

 pDNSSOC is an option for deploying lightweight monitoring across a

broad scope
* Further testing need and volunteers welcome!
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Questions?
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