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Authorization, authentication, and credentials: A recap

Three important terms for this presentation:
> Authorization: Deciding whether an entity is permitted to perform an action.
> Authentication: Mapping an entity to an identifier.
> Note: Authentication is often part of an authorization scheme.
> Credential: knowledge that establishes a fact (e.g., identity).

> Not too far off from the ‘credentials’ the university provides: a diploma establishes the bearer has particular
knowledge.

> Classic example: a username/password is used as a credential to perform authentication.
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Moving from identity mapping to capabilitie

GATE SECTION / BOX ROW‘ SEAT PRICE & ALL TAXES INCL. EVENT CODE
A

> Authorization on WLCG was always based on identity mapping*: o i i O —
= : BOSTON RED SOX = aTle
> A request was authenticated to a global identity. i & 2 e 4PR 16, 2000 705 E= o

y-nkec;.com

> The global identity was mapped to a local identity. THEFINAL SEASON ), "S5 i g

> The request was authorized if the local identity was authorized to perform the action.

Scheme Credentials Authentication Authorization
Gmail login Password, 2FA Username Access to your inbox
Building access ID card ldentity in HR database Elevators

International Travel Passport |dentity according to US Enter Switzerland
Government

Baseball Game Ticket NONE! Sit in section 4,
seat 34B

Workshop Zoom URL NONE! Attend this wonderful
talk!
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A transition in Two Ways -> Credentials

X.509

MIIIzjCCBragAwIBAgITbgBUyVBjktiAr/TUCAAAAFTIUDANBgkghkiGIw@BAQOF
ADBWMRIWEAYKCZImiZPyLGQBGRYCY2gxFDASBgoJkialk/ISZAEZFgRjZXJuMSow
KAYDVQQDEyFDRVJOIEdyaWQgQ2VydGlmaWNhdGlvbiBBdXRob3JIpdHkwHhcNMjAw
ODE4MjAINDISWhcNMIEWOTIyMjAINDISW)CB1TESMBAGCGmS JomT81xkARKWAMNO
MRQWEGYKCZImiZPyLGQBGRYEY2VybjEWMBQGALUECXMNT3InYWSpYyBVbml@czEQ
MAWGALUECXMFVXN1cnMxETAPBgNVBAMTCGJ1ib2NrZWxtMQ8wDQYDVQQDEWY2NTk4
NjkxHTAbBgNVBAMTFE JyalFuIFBhdWwgQm9ja2VsbWFuMIIBI jANBgkghkiGOwoB
AQEFAAOCAQ8AMIIBCgKCAQEALS3glUNfStPI4fs1Po6HfFenSplb@7sIalfI2ug0
M72LGOswDHj65P1QMKEoh8YVhj8XW3jdnb3h4SNxWiRqjRO7pRWOLYSLsVkmIwto
QEHEM3VHnwjrhCjNpgg5aacYGUaD1d@deDI1IALS1KmBEORSZW/Y2meOymUzDVeV
/esjOBgN5VthlghoxC3AfVIICVHY4BcoHAZw1A/sx3B4jADXS1hy9vTMOOCHIMbQ
MQ+8CTszlholbxLs2gh8MBOBCKO4wPY4f4uP91ivOHf4FaNiYUcHAKQO8ftTAATNs
QIu+0qwCIPMb/qIviX98+mgv5P7MIXC/k0gl]j19hz9kxQIDAQABo4IEUZCCBESW
HQYDVROOBBYEFE8pv/HIDN60Vi kdQ1P1MMAZccDMBGALUATWQYMBaAFKWg/WZY
/bndeuGynZ+j0eVQGITnMIIBOAYDVROfBIIBLzCCASswggEnoIIBI6CCAR+GTmhO
dHAGLY9]3 YWZpbGVzLmN1 cm4uY2gvY2FmaWx1cy9jcmwvQOVSTiUyMEdyaWQLMjBD
ZXJ0QaWZpY2F@aW9uITIWQXVAaGIyaXRSLmNybIaBzGxkYXA6Ly8vQ049Q0VSTily
MEdyaWQ1MjBDZXJ0aWZpY2FAaW9uJTIWQXV@aG9yaXRSLENOPUNFUkSQS@kwNSxD
Tj1DRFASQ@49UHVibGLjITIWS2VSITIWU2Vydml ZXMsQ@49U2Vydml jZXMsQ049
Q29uZmlndXJhdGlvbixEQz1jZXJuLERDPWNoP2N1cnRpZml jYXR1UmV2b2NhdGlv
bkxpc3Q/YmFzZT9vYmplY3RDbGFzcz1jUkxEaXNOcmlidXRpb25Qb21udDCCAWIG
CCsGAQUFBWEBBIIBVDCCAVAWYwYIKwYBBQUHMAKGVZh@dHAGLY93YWZpbGVzLmNL
cm4uY2gvY2FmaWx1cy93ZXI0aWZpY2FOZXMvQOVSTiUyMEdyaWQ1MjBDZXI0aWZp
Y2F@aW9uJ TIWQXV@aG9yaXRSLmNydDCBwgYIKwYBBQUHMAKGgbVsZGFwOi8vLONO
PUNFUK41MjBHcm1kJTIwQ2VydGlmaWNhdGlvbiUyMEF1dGhveml@eSxDTj1BSUES
Q@49UHVibG1jITIWS2V5ITIWU2Vydml jZXMsQ@49U2Vydml jZXMsQ@49Q29uZmln
dXJhdGlvbixEQz1jZXJuLERDPWNoP2NBQ2VydGlmaWNhdGU/YmFzZT9vYmplY3RD
bGFzcz13ZXJ0aWZpY2F@aN9uQXV@aG9yaXRSMCQGCCsGAQUFBZzABhhhodHRWO18v
b2Nzc(53ZXIuLmNoL293c3AwDgYDVROPAQH/BAQDAGWGMDAGCSsGAQQBg] cVBwQw
MC4GJ1isGAQQBgjcVCI090AMC7YONhu2LK4He9TeFgNBiHoWK4@yBtaoEAgFKAGEQ
MCkGA1UdJQQiMCAGCisGAQQBg ] cKAWQGCCSGAQUFBWMEBggrBgEFBQCDAjA1Bgkr
BgEEAYI3FQoEKDAMMAWGCisGAQQBg] cKAWQWCgYIKwYBBQUHAWQWCgYIKwYBBQUH
AWIWSWYDVRORBEQWQqANnBgorBgEEAYI3FAIDOBKMF2JyaWFulmlvY2t1bG1lhbkBj

Certificate:
Data:
Version: 3 (0x2)
Serial Number:
6€:00:54:¢9:50:63:92:d8:80:af : f4:d4:08:00:00:00:54:c9:50
Signature Algorithm: sha512WithRSAEncryption
Issuer: DC=ch, DC=cern, (N=CERN Grid Certification Authority
Validity
Not Before: Aug 18 20:54:29 2020 GMT
Not After : Sep 22 20:54:29 2021 GMT

Subject Public Key Info:
Public Key Algorithm: rsaEncryption
Public-Key: (2048 bit)
Modulus:
00:8b:9d:€0:95:43:5f:e6:d3:c8:el:fb:25:3e:8e:

87: :a7:4a:99:5b:d3:bb:08:6b:57:c8:da:e8:
Qe: :8b:18:eb:30:0c:78:fa:e4:fd:

28: :15:86:3f:17:5b:

71: 16a:8d:13:bb:a5:

26: 174:d0:41:c4:33:

cd: :39:69:07:18:19:

75: :52:94:09:81:12:

8e: :33:0d:57:95:fd:

61: :68:¢4:2d:c0:7d:

28: :b0:94:0f:ec:c7:70:78:8c:

72: 1cc:38:e7:07:16:66:d0:31:0f :bc:09:3b:
33: :25:6f:12:ec:da:08:7¢:30:1d:01:08:ad:
38: :38:7f:8b:8f:f6: e: :
98: 1€0:91:03:bc:7e:d4:f4:75:33:6c:40:8b:
be: :02:20:f3:1b:fe:a2:2f:89:7f:7c:fa:68:
2f: 1€C:25:70:bf:93:48:25:8e:39:7d:87:3f:

64:c5
Exponent: 65537 (0x10001)

X509v3 extensions:
X509v3 Subject Key Identifier:

Subject: DC=ch, DC=cern, OU=Organic Units, OU=Users, CN=bbockelm, CN=659869, CN=Brian Paul Bockelman

ZXJuLmNogRdicmlhbi5ib2NrZ subject : /DC=ch/DC=cern/0U=Organic
MA4GCCqGSTb3DQMCAGIAGDAOH issuer : /DC=ch/DC=cern/0U=0rganic
hvcNAWCWIWYDVROGBCAWHJAOR identity : /DC=ch/DC=cern/0U=Organic
BgkghkiGOwOBAQOFAAOCAGEAI
2FtG/WFqbv6YLyUXBST4zudn:
hbZUDxVD+3qrr@91JaY2ZVhu:
SKRL538NLFNLmIT2U/Ay97gQl
rbcYcNXym1XESr/3htMhC88UI
9j24j0ZiLg48bWHYTIAKEFaZY ___ yy cms extension information ===
evEneravsTkconapayecdol 0.y | e
vIVEh6ruYBIKGBHY8pdye6@gn . . :
ti1Icd3qzfa9SpFI6KS/MULOT subject : /DC=ch/DC=cern/0U=0rganic
v8ruPL+10f@A/T8D3BDYIQk]
PyN1fbgJhLzT7YUkcAPvg6xx]l
/Q0=

strength : 2048
path : /tmp/x509up_ul221
timeleft : 11:59:54

timeleft : 11:59:54
uri : voms2.cern.ch:15002

Units/0U=Users/CN=bbockelm/(N=659869/CN=Brian Paul Bockelman/CN=1761602861

Units/0U=Users/CN=bbockelm/(N=659869/(N=Brian Paul Bockelman
Units/0OU=Users/CN=bbockelm/CN=659869/CN=Brian Paul Bockelman

type : RFC3820 compliant impersonation proxy

key usage : Digital Signature, Key Encipherment

Units/0OU=Users/CN=bbockelm/C(N=659869/CN=Brian Paul Bockelman

issuer : /DC=ch/DC=cern/OU=computers/CN=voms2.cern.ch
attribute : /cms/Role=NULL/Capability=NULL

attribute : /cms/integration/Role=NULL/Capability=NULL
attribute : /cms/uscms/Role=NULL/Capability=NULL

n%20Authority.crl
[05 , CN=CDP , CN=Pub1 c%20Key%|

POGrid¥20Certification¥20Aul
,CN=ATA, CN=Pub1ic%20Key%20]

JWT

eyJraWQi0ilyRkVDMzVDN]A3N]REM]c10TRFQkVDNEQ50DgyNENEOCISINR5CCI6IkpXVCIsImFsZyl6
I1JTMjuU2In@.eyJhdwWQi0iJBT1kilLCJzdWIi0iJdicmlhbi5ib2NrZWxtYW5AbGlnby5vemeilCJ1lawQi
0iJicmlhbi5ib2NrZWxtYW4ilCJ2ZXI101JzY210b2t1bjoyLjAiLCIuYmYi0jE3MigzOTIyMjUsInNg
b3BlIjoicmVhZDovZnJlhbWVzIHI1YWQ6L3NoYXJI1ZCBnd2RhdGFmaW5kLnhJ1YWQgZ3JhY2VKYi5yZWFkK
IHJ1YWQ6L3NOYWdpbmegemVhZDova2FncmEgd3JpdGU6L3NeYWdpbmevYnJpYW4uYm9ja2VsbWFUIHI1
YWQ6L2xpZ28gZHFzZWdkY15yZWFkIHI1YWQ6L3ZpemdvIiwiaXNzIjoiaHROcHM6LY9jawxvZ29ulm9y
Zy9pZ3duliwiZXhwIjoxNzI4NDAzMDMWLCIpYXQi0jE3MjgzOTIyMzAsImpPaSI6Imh@dHBz0i8vY21s
b2dvbi5vemcvb2F1dGgyLzRhZGQYNGIzMjUWNGYxNzQ3N2I3MzkyY2E3YWFiMGQ1P3R5cGUIYWNFZXNz
VGOrZW4mdHMOMT cyODM5MJ IzMDY4NSZ2ZXJzaWuPXYyLjAmbG1lmZXRpbWUIMTA4MDAWMDALFQ. oftMF
W3 L—-dMuLWuCQQAWydSONLmozYdzg4BBQUID-V6Ph2jy1INTXx9M7PUC2FRdMsqc8WyqcT2jPBiTKqZ4PCz
UFujVXEJrvSrlgEBITwWbGyBgUxHAWtJok1CAYduFf9sy9STioHi6ptFB9ZE6r@ivijZzhkEEEW]-VArk
halLBn4wéYtVP3UzHkb@SwydQRDIkGA®t20zsEDU20ENqGVMWWPHLYS1UuWSIZOtGXbFHSN1WNS _V6JJgB
003Yw2VszRONqLYNXMpw2KrLZ12rY1grX4U85Y2pFljch2ynd1hIXF8s1E7arLXViDN1QnotaV9GecvXb
fKm9SAzpBaQL_FXLw

{
"aud": "ANY",
"sub": "brian.bockelman@ligo.org",
"uid": "brian.bockelman",
"ver": "scitoken:2.0",
“nbf": 1728392225,
"scope": "read:/frames read:/shared gwdatafind.read

gracedb.read read:/staging read:/kagra
write:/staging/brian.bockelman read:/ligo dqsegdb.read
read:/virgo",

"iss": "https://cilogon.org/igwn",

"exp": 1728483030,

"iat": 1728392230,

"jtit:
"https://cilogon.org/oauth2/4add24b32504117477b7392ca7a
abed5?
type=accessToken&ts=1728392230685&version=v2.0&lifetime
=10800000"

}

RLESS
SCIENCE
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A transition in Two Ways -> Philosophy

> Perhaps more important than credential format is a change in authorization philosophy: capability-based
authorization instead of identity-mapping.
> Capabilities state what you are allowed to do.
> |dentity mapping states who you are and assumes the service can map that to a list of permissions.
> |dentity mapping requires out-of-band coordination across all the distributed endpoints to ensure identities are
mapped correctly (meaning changes are hard to implement).
> |dentity mapping schemes are hard to attenuate (remove or limit permissions from the credential).
> Example capabilities for the WLCG:
> compute.create: submit a job to a CE
> storage.create:/store/user/bbockelm/foo.txt: create a specific file within the CMS space at a SE.
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CMS Strategy for the Token Transition

> Qutside-in: start with the distributed services, verify they are working, and then convert CMS services.
> Begin with services that are expert-centric (e.g., production system) and expand out to the user base (analysis
tools, standalone laptop environments).
> When possible, pick:
» Standard protocols (OAuth2 for token acquisition)
» Shared/external services (FTS, ETF)
» Shared solutions (Rucio, Vault, HTCondor)
> Minimize the CMS-specific technologies!
» Technology choices:
> Token profile: WLCG Common JWT Profiles (10.5281/zenod0.3460257)
> Token issuer: |AM instance operated by CERN IT.

» Token provider: HTVault (a specially-configured, patched version of Vault)
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https://doi.org/10.5281/zenodo.3460258
https://github.com/indigo-iam/iam
https://github.com/fermitools/htvault-config

Compute Ecosystem

> CMS uses the GlideinWMS software to interact with the
Compute Entrypoints (CESs) at sites to build a HTCondor pool.
> Status: GlideinWMS and HTCondor have been converted to (Production) (Analysis)
token-based submission and internal authorization since
» Status: Every CE but 3 ARC-CEs use tokens for pilot job
submission. 159 CEs using tokens.
> Once the HTCondor pool is constructed, the WMAgent

component submits production jobs to the system and CRAB GlideinWMS
submits analysis jobs. HTCondor

> Status (WMAgent): Latest runtime will use tokens if present Pool
for reading data and stageout. Rollout of token-enabled
version expected in the next quarter. Some central WMAgent
services (e.g., deleting temporary files) not converted over.

» Status (CRAB): Transition largely not started.
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Tokens to the Job

» WMAgent's runtime will use a token if present -- but how does a token get to the job?

HTCondor Access Point

Bastion Host

Vault Token \

Shadow Credmon T

|AM

Central Services T

| I I I | | | | I | | | | I | I | I | | | | L | | I | |
| | I . d

Distributed HTCondor
Pool Job Runtime

HTCondor Startg
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The Previous Slide, But in Words

» The HTCondor shadow process is responsible for maintaining the remote job’s runtime; it sends a steady stream
of new access tokens according to the job description. Only the needed access token goes to the job.
> The shadow pulls the access token from an on-disk database maintained by the credmon.
> The credmon periodically receives the token from the HTVault service, authenticating with a Vault token.
> The HTVault service handles the OAuth2 flows, including exchanging a refresh token for a new access token
from the IAM service.
> The bastion host is managed by the CMS operator and periodically pushes new vault tokens to the HTCondor
AP.
> Status:
> Setup is in production for Fermilab experiments.
» CMS was able to reproduce the setup in test instances. Rolling out this calendar year.
> Finalizing the HTVault instance at CERN with IT.
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Storage Ecosystem

> The storage transition has been the most active one in
2024, focusing on bulk data transfers between sites
(the “Rucio / FTS / SE” stack).
> Rucio uses the client credentials flow to acquire a
token per dataset from IAM. Interactive
> The token is passed to FTS which performs the ETF Jobs (“Lxplus”)
OAuth2 token exchange flow with IAM to get a
refresh token as well.
> FTS uses the token to interact with site storage and Direct
drive the transfers. Clients
> Design and development needed for tape transfers.
> Status: Tested heavily in DC24; tweaks and
adjustment through the summer; put into production in Site Site Site
September 2024.

Storage Storage Storage
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Storage Status

> We continuously monitor token readiness at CMS storage endpoints using ETF and observe:

Technology Site Count Ready Percent | Notes
XRootD (native) 15 15 100%

SToRM 3 3 100% | Critical bug
preventing FTS
transfers

dCache 32 26 81%

EOS 9 0 0% | Waiting on new
release

DPM 2 0 0% | To be retired, not
token-enabled

> Over 30 sites are transferring with tokens in production!
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Rucio-based transfers, September 2024

30 GB/s

25 GB/s

20 GB/s

15 GB/s

10 GB/s

5GB/s

Data from CERN MONIT

Token-based

||"|I||||||I||‘|||iiml|h.|

09/01 09/03 09/05 09/07 09/09 09/1 09/13 09/15 09/17 09/19 09/21 09/23 09/25 09/27 09/29

. ‘ ARLESS morgridge.org JRY/ MORGRIDGE

SCIENCE
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https://monit-grafana.cern.ch/

Direct client access to storage

How else is storage accessed remotely?
> Upload/download files via Rucio: Implementation is in progress in Rucio; expected in winter 2024.
» Through the CMSSW physics application:
> XRootD client libraries auto-discover token in environment; no code change needed.
> AAA remote data access infrastructure mostly share endpoints with bulk data transfers. Most pieces are
expected to “just work” — but a rollout campaign is needed.
» XCache works with tokens over HTTP — but not xrootd protocol. Development needed.
» Once HTVault is deployed at CERN, users will be able to acquire tokens via “htgettoken” in their interactive
environments.
> Planning to add a few creature comforts to automatically invoke this in environment setup or when starting a
CMS-based container environment.
» ETF: Currently working; basis for our continuous testing!
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CMS Web Services

» The CMSWeb suite of services provide access to CMS dataset metadata (DAS, DBS) and central production
services infrastructure (RegMar).
> The frontend service handles authorization, passes request to backend.
> Authentication/authorization tightly integrated with X.509/GSI, SL7-based.
> Significant recent investment to modernize/rework the frontend. Allows CMS to migrate of SL7 and opens the
door for token auth. Status: New version being deployed.
» The WLCG profile defines various common storage & compute scopes: what scopes should be used for
accessing various CMS features?
> Status: We are in the process of defining the CMS-specific scopes for these services.
> Status: Significant work to update client tooling ahead of us in 2025!

morgridge.org M mglﬁgO%LEEECE
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|AM Statistics

» How busy is the CMS IAM instance?

0,829 523 >425k

Registered Users OAuth?2 Clients Tokens in DB

> By far, the driver of the token usage is Rucio. We generate a token per dataset, as needed to transfer. We
estimate half of the datasets transferred use tokens, meaning we need to scale by only 2x to hit the full

expected scale.
> By optimizing the issuing of refresh tokens, we could reduce the usage by 2x if needed.

morgridge.org M mglﬁgO%LEEECE
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> Re-envisioning the authorization model for a mature ecosystem like CMS’s is a huge undertaking!
> Early R&D done in 2017; WLCG profile standardized in 2019; first production uses in 2021;
> CE transition done in 2022; SE in production in 2024.
> Distributed services are in great shape, with few remaining endpoints missing support.
» CMS services and strategy came into sharp relief during mid-2024; we are executing on the plans now.
> By end-2025, likely all services will be in dual X.509 / token mode.

Will be ready to begin
retiring X.509 in LS3!

morgridge.org M mglﬁgO%LEEECE
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Questions?

This presentation is supported by the National Science
Foundation under Cooperative Agreement PHY-2323298. Any
opinions, findings, conclusions or recommendations expressed
In this material are those of the authors and do not necessarily
reflect the views of the National Science Foundation.
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