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If a {human} was a packet, how did it travel?
. Eratosthenes of Cyrene

(276 B.C - ~194 B.C)

Father of Geography

e Maps introduced rough guide on directions and location

e Tools helped to align to those directions

e Refinement of directions was based on observing intermediate
landmarks or asking



If a {human+automobile} was a packet, how did it
travel?

With the advent of automobiles, Rand McNally published
its first road atlas called “Auto Chum” in 1924

Routes were pre-computed by human brain before getting
on the road, re-routing happened on the fly by stopping
and manually determining the route again

Prediction and planning was hard, and depended on
personal experience or hearsay




With the advent of digital technology, the {human +
vehlcle} packets have real-time + historical knowledge
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Real-time traffic and traffic prediction helps plan with just
in time information, and features such as dynamic
rerouting and updated accurate data on when the
destination will be reached

Inder Monga Keynote at 7th Rucio workshop (recording): https://indico.cern.ch/event/1343110/sessions/557886/#20241001



https://indico.cern.ch/event/1343110/sessions/557886/#20241001

Asplratlonal Goal How can we prowde predlctablllty and
¥ resilience to certain data flows given the huge variability of Bl
background trafﬂc’?
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The Unix Socket Interface:

Client Process <%+ --=-=-=-=-=-=====---~ » Server Process
result =: socket (af, type, protocol)
Socket Intresult = bind( ﬁsult, addr., len) IA Socket
Layer \ ! Layer
\ 1
Protocol Layer 1Protocol Layer
\ 1
Device Layer ! Device Layer
i I.
\ .
\| 1S-1S Complexity:
~ OTN 6000+ IETF RFCs
Carrier ITU-T
IEEE
GSM

Others...



The Unix Socket Interface: Network became a “black box”

result = socket (af, type, protocol)

Complexity:
6000+ IETF RFCs
ITU-T

IEEE

GSM

Others...
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Network topology from my.es.net
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The SENSE Architecture

Application Intent-based APIs with resource
Workflow Agent discovery, negotiation, service
lifecycle management & monitoring

J SENSE End-to-End Model

Real-time system based on
Resource Manager developed
infrastructure and service models

SENSE
Orchestrator

SENSE Resource Manager @ ESnet




What is possible via SENSE?

9
Orchestrator OrchestratorA Orchestrator
A
L Network-RM A

f Site-RM

SITEA e A1 Soser SITE B
/ _ ' ESnet [}
e / - -

ESnet PE Router ESnet PE Router
DirectorZ __ Director1, (On Site Premise) — (On Site Premise) Directo
. = . =

DTN DTN-

\ ‘_-’ Top of Rack Best Effort =t -
- 1 = | Svitch Adometed BGP Service Automated BGP or g 1
G "om;::ed R°:;"s Policy Based Routes Topiof famck -
DTNS = &= olicy Switch \ DTN-
2 SENSE Guaranteed 2 S
Bandwidth Paths (BGP)
DTN-

- ; / \_ i J

L2/L3/BGP/QoS/Modify/Vlan Translation (Dell, Arista, Cisco, Juniper, SONIC,
FreeRTR) -
End-to-End (last mile issue solved) & ESnet




What is possible via SENSE?

FTS

Orchestrator OrchestratorA Orchestrator
A
: A
p = s Site B ~T I
Site-RM = —~ Site-RM
| SITE A I ( \ / ) i it Software Router SITEB
& & ) |

0 :
EsnotPERouter || LT snet pe Router
Directori_ (On Site Premise) —
L —_— L ] —

(On Site Premise) ire

TN DTN-
1 \ «» Top of Rack Best Effort —_ ‘ . = B
/ —p | Switch Automated BGP or Bervice ;;mom;\aed g%p of Top of Rack ¢ -
oli sed Routes i
DTN- < Policy Based Routes oy Switcn (= \ DTN-
2 SENSE Guaranteed 2
Bandwidth Paths (BGP)

S i J N it J

No vendor lock, no switch/router access. Support - FRR, FreeRTR, SONIC, OVS
DPDK/VPP offload with supported NICs

@ ESnet




What is possible via SENSE?

FTS

Orchestrator OrchestratorA Orche Etrator
A A

: =
(T W] w:gie A ) —— { <1 e s'?mB:w stes |\
D ESnet” i >—{0—

=
ESnet PE Router . ’/ ESnet PE Router

DirectorZ __ Director1__ (On Site Premise) ———" (On Site Premise)
L] — L ] —

DTN-

o [ Best Effort
<>/ 1 = | switch LIRS Service "
DTN- — PolicyBasedRoues | S/ /| | PolicyBasedRoutes
2 anteed
andwi (8GP)
DTN-

No Site changes, all routing at NRE (currently L2/QoS support, L3/BGP/Q0S - soon)

"o

& ESnet




SENSE deployments: 52 Servers, 16 sites, 20 network domains

TR NS
| SENSE Deployments
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SENSE and Rucio/FTS/XRootD Interoperation (DC24 and beyond)

eRucio identifies groups of data flows
(IPv6 subnets) which are "high priority"

Scientific Data
Management and
Movement

Suite
Primary system for

LHC and others

-------------------------------------

o SENSE takes flows from the site
edge and "Traffic Engineers" paths
a];ross the WAN and End Sites

[ SENSE
Orchestrator

eEnables use of "multiple paths
between sites" and provision of
"deterministic" network

End Site End Site
XRootD XRootD
(Data Transfer & = (Data Transfer
System) = System)
Data Movement Manager (DMM) for the SENSE-Rucio &

Interoperation Prototype

@® 18m
@ Room 1.B (Medium Hall B)

Speaker
17

2. Aashay Arora (Univ. of California San Diego (US))




Worldwide LHC Computing Grid

The objective is to provide Rucio with capabilities to request network services via SENSE in order to:

a) improve accountability, b) increase predictability, and c) isolate and prioritize transfer requests.
This project uses a dedicated Rucio as well as XRootD instances so it would not interfere with Production
systems. Data was transferred across a mix of production and next generation network paths.

> 0
ge
o

Hubs
“Tier2
*Tierl

Between Fermilab, Caltech, UCSD Rucio-DMM/SENSE-FTS-XRootD multiple Rucio-triggered data flows were
managed between multiple pairs of sites; The modify feature of DMM was used to change bandwidth allocation on
the fly in response to Rucio requests. The following Quality of Service policies were demonstrated: Hard QoS / Soft
QoS on Server; Hard QoS at the network level. DMM Real time API-driven FTS tuning was used to adjust active/max
transfers settings. Additional US-CMS Tier2 sites are evaluated for deployment.

WLCG/HSF Workshop 2024 18



DC24 and after (CMS Caltech Tier2 Production)

Caltech Tier2 During DC24
80gbit/s max

400 bis June 2024 via SENSE
Tunings:
New transfer nodes
(2x100G)
Network limit removals;
100 Gbls NIC replacements;
JBOD SAS Configuration;

O e wws wman was  we wme woe  wes  ww ws  ww  ws  CePh Object Size

— vlan 4071 vian 4072 vian 4073  — vian 4074 Increase 4MB_16MB;

9 @ ESnet

300 Gb/s

200 Gb/s




SENSE/Fabrlc/XRootDlNRP/Kubernetes/MuItus

122 ms RTT
108 ms RTT
80 ms RTT
58ms RTT

20

2 Servers:
2U Supermicro (SYS-621H-TN12R)

2x 32 core CPU (Intel Gold 6430)
1TB DDR5 (64GB DDR5-5600)

12x Samsung PM1733A (Raid0, 42TB)
400G NVIDIA CX7

Can we sustain 400Gbps to/from the site
using XRootD HTTPs?

Where are the Software limitations?

How does latency affects throughput?
How do jumbo frames affect throughput?
Should hyperthreading be ON or OFF for
storage endpoints?

What are CPU and Memory Requirements?
What is the overhead when adding storage
(Memdisk, local NVMe Raid, DFS)?

o

& ESnet



SENSE/Fabric/XRootD/PRP/Kubernetes/Multus

Benchmarking XRootD-HTTPS on 400Gbps Links with 2 &

122 ms RTT Variable Latencies
108 ms RTT

T .

m

6 ms RTT 9 Rooir 4
Speaker
A Aashay Arora (Univ. of California San Diego (US))
4 origins using 32 cores each on a 400Gbps link 16 origins using 8 cores each on a 400Gbps link
= 0ms == 5ms 80ms == 120 ms = 0ms ==5ms 80ms == 120 ms m the Slte
400 400
m m
g_ 300 éx 300 ons?
§_ 200 ‘é_ 200 —— _
£ £ ghput?
= ] =
g 1o B 100 rOUghpUt?
= [=
8 0 )r OFF for
200 400 600 800 1000 200 400 600 800 1000
Number of concurrent transfers Number of Concurrent Transfers j|ng

Swidye (1vldl NVIVie RdlUu, IJI'O)?

https://indico.cern.ch/event/1338689/contributions/6010884/attachments/2952346/5190108/CHEP_XRootD poster.pdf Q ESnet


https://indico.cern.ch/event/1338689/contributions/6010884/attachments/2952346/5190108/CHEP_XRootD_poster.pdf

Fermilab Dcache (Proxy/NoProxy) to SoCal

FTS
Communpications
'

(test) —

:
L
/ 1 dcache (producti}\
1
1
:
to FNAL, A ‘CmssenseZ
and WAN . s
[ pataworen ] { patattoversoo |
Y S/
FTS
Commupications
— '
[/ ! dcache (tes!bs\th\
:
¥

22

FTS
Communpications
1

to FNAL,
and WAN

dcache (tostb:d)\

to FNAL
and WAN

CPUBasic ©

100%

0%

09:10 09:15

09:20 09:25 09:30 09:35 09:40 09:45 09:50 09:55

Busy System == BusyUser e Busylowait = BusyIRQs e BusyOther == Idle

Network Traffic Basic ©

40 Gb/s
20 Gb/s — =
0b/s
oot O
-40 Gb/s
09:10 09:15 09:20 09:25 09:30 09:35 09:40 09:45 09:50 09:55
min max avg current v
= recv enp65s0fOnp0 153 kb/s 24.9Gb/s 13.8 Gb/s 181kb/s
== trans enp65s0fOnp0 936kb/s 251Gb/s 13.8Gb/s 974 kb/s
CPU Basic @
100% - — — - m— —— e -
75%
50%
25%
-
0% A
10:50 11:00 11:10 11:20 11:30 11:40 11:50 12:00 12:10 12:20 12:30 12:40 12:50
Busy System e= Busy User e= Busylowait <= BusyIRQs e= Busy Other « Idle
Network Traffic Basic ©
50 Gb/s
o8 P ]
= [ \J/
-50 Gb/s K
ey T - |
-100 Gb/s
10:50 11:00 11:10 11:20 11:30 11:40 11:50 12:00 12:10 12:20  12:30  12:40  12:50
min max avg current v
—- recv enp161s0f0 131kb/s 175Mb/s 37.7 Mb/s 145 kb/s
— trans enp161s0f0 94.4kb/s 83.7Gb/s 28.7 Gb/s 99.6 kb/s



Software Router for SENSE/Rucio on FABRIC

« FABRIC - Nation wide programmable network, e — 192,168,024
prOVIdeS GPU FPGAS NICS QOS Interconnect ¢ 19216811/24 v 192.168,0.1/24 ‘\“\‘
national facilities. Allows to design, test &@ ya I \
applications, protocols and services at any B____ D o L

node in the network - S/
« SENSE/Rucio need to support control at Sites o s‘v‘ \//
without network device access.
 Hardware/Software in use:
— ConnectX-6 (PCI passthrough, 2x100G)
— VPP with DPDK
- FRRouting (without/with DPDK via VPP)
— FreeRTR with DPDK
o Stable 50Gbps with 2 cores/4gb RAM VM
(FRRouting only, no DPDK)
« VPP - 60 Gbps (with DPDK)
e FreeRTR - 30 Gbps (no Jumbo frames support)

23 https://qithub.com/sdn-sense/vpp-frr



https://github.com/sdn-sense/vpp-frr

Real Time Debugging

Imagine knowing where the network path
is broken at a glance!

sSpocoe

- Multi Domain path example:
University of Hawail-==UHNet--—--PacificWave----UCSD
'.’ ) P e o Sharks’ attraction to undersea fiber-optic cables has been well-documented over the
R e e A years.
' Sl
Y PN Screenshot / YouTube
¥ o
= g
- - —ha -
4 YR AT — =
s . R s s -

— Tt = -
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L3 BGP peering (end-to-end real time)

ESnet

kans-cr6|lag-30

T2_US_Nebraska_Test:dellos10_s0

Port-channel1 @  vian.2692 @  c00:1789:0:0:0:0:0:1/64 @ BGPIPv6 @  2600:900:6:1111:/64
fnalfcc-cré|lag-2
T1_US_FNAL:cisconx9
Ethernet1/36
— P 3603 E—————————P  00:1789:0:0:0:0:0:2/64 @—P> BGPIPv6 €—P  2620:62:0:2841:/64
Network Traffic by Packets (enp161s0f0|vian.3604) ©
x
z R (P NS
£ opls y
= o n A . . i VoW W ey W
= pls S~ m\ﬂf\/— v\ “\ A | f\/\j‘\,q VARV
é -100 kp/s /
£
8 -150kp/s
10:10 10:20 10:30 10:40 10:50 11:00 1110 1:20 11:30 11:40 11:50 12:00 12:10 12:20 12:30 12:40 12:50 13:00
== enp161s0f0 - Receive 5.45 kp/s 27.5p/s 19.5kp/s 19.3p/s
== vlan.3604 - Receive opls opls Opls opls
== enp161s0f0 - Transmit 34.4kp/s  411p/s 135kp/s 20.6p/s
= vlan.3604 - Transmit 186 mp/s 200 mp/s 217 mp/s opls
Network Traffic Errors (enp161s0f0|vian.3604) ©
0 .
60 mp/s | ’\
40 mp/s ‘ ‘
N | I
20 mpls ( \‘ ‘ ‘ ( |
opls | I ‘q‘ \ il H H i
10:10 10:20 10:30 10:40 10:50 11:00 1110 1:20 11:30 1:50 12:00 12:10 12:20 12:30 12:40 12:50 13:00
== enp161s0f0 - Receive errors 1.39 mp/s Op/s 667mp/s Op/s
2 5 == vlan.3604 - Receive errors Op/s Opls Opls Opls
== enp161s0f0 - Rransmit errors Op/s Opfs Op/s Opls n e
== vlan.3604 - Rransmit errors Op/s  Opls Opls

Opls
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interface eth1 req-123 input/output rate 100gbit
class flow1 commit 40gbit # Hard QoS
Match 2620:fc00::/64
Class flow2 commit 60gbit # Hard QoS
default

interface eth1 req-123 input/output rate 100gbit
class flow1 commit 40gbit max 100gbit # Soft QoS
Match 2620:fc00::/64

class flow2 commit 10gbit max 100gbit # Soft QoS
®

default ') ESnet



https://firehol.org/fireqos-manual/fireqos-interface/
https://firehol.org/fireqos-manual/fireqos-params-class/#rate-commit-min
https://firehol.org/fireqos-manual/fireqos-class/
https://firehol.org/fireqos-manual/fireqos-params-class/#rate-commit-min
https://firehol.org/fireqos-manual/fireqos-interface/
https://firehol.org/fireqos-manual/fireqos-params-class/#rate-commit-min

Demo time (Recorded during SC23)
.

SITES

2 @ ESnet



http://www.youtube.com/watch?v=FoB4iKgEUhI

SENSE - Semantic Modeling of Global Resources in Real Time
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Science Focused Automation and Orchestration with SENSE

e History of the SENSE Orchestrator

The development of Multi-Resource Markup Language (MRML) as a SENSE precursor and
foundation of “semantic modeling of everything in the cyberinfrastructure”.

2015-2019, “SDN for End-to-end Networked Science at the Exascale” (SENSE) sponsored by DOE

with a focus on orchestration and automation of end-to-end SDN networks across WAN domains,
end-sites and host servers.

SENSE today is specialized in integrating multi-facility, multi-network, multi-cloud infrastructures and
presenting as normalized, abstracted, single-point-of-touch services to the workflows.

e A taste of the SENSE orchestration service

Allocate a data transfer host in a DOE lab and a VM cluster in Amazon AWS cloud

Interconnect them into an overlay of interconnected L2VPN and L3VPN across the lab site, ESnet,
Internet2 and cloud provider networks.

The end-to-end automation and orchestration is API driven by an application workflow agent with
an intent-based service definition that is customized and abstract.

Interactive workflow assistance is provided with negotiation, co-scheduling, auditing and full service
lifecycle management.

@ ESnet



SENSE Orchestrated Service |
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SENSE Service Profile - Workflow Intent for End-to-End Cl Needs

ID: 719€9823-d628-4cf0-8¢25-ad5c6fd5642b .
[SC23] Rucio-DMM-FNAL-UCSD vE

FOLDER: RUCIO

Select a node...
v DNC root schema {2}
DEMO v data {2}
type : Site-L3 over P2P VLAN
v connections [1]
Licenses v 0 {5}
name : Connection 1

aaarora@ucsd.edu - 5 slot(s) given. v terminals [2]

ALLOCATION v 0 {4}
uri :urn:ogf:network:fnal.gov:2023

jbalcas@caltech.edu - 3 slot(s) given. vlan_tag : any

ALLOCATION ipv6_prefix_list : 2620:6a:0:2842::/64
assign_ip : true

xiyang@es.net - 1 slot(s) given. v 1 {4}

ALLOCATION

uri :urn:ogf:network:nrp-nautilus.io:2020
vlan_tag : any
+ ipv6_prefix_list : 2001:48d0:3001:111::/64
assign_ip : true

v path_profile {1}

v exclusion_list [1]

v o {1}
uri :urn:ogf:network:stack-fabric:2024:topology

B v BB 50 Jliss ESnet
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SENSE Service Instance - API Driven Full Lifecycle Management
INSTANCES DETAILS v DRIVERS VISUALIZATION ADMIN v ACCOUNT

Service Instances

J Show Archived CURRENTLY 2024/10/01 17:08:45 UTC
ALIAS REFERENCE UUID STATE CREATED 2 OWNER
] (] (] o o
4 FABRIC-AWS-DX-VGW 4 fd64e043-953a-4462-ac62-1454ddeecaf CANCEL - READY 2024/09/07 20:52:59 admin
a8 FNAL-LA-Rucio-Static-3614 0131da9%a-3C
a FNAL-LA-Rucio-Static-3613 77062fa7-f7¢ (=] @ e
DETAILS SDSC-Anynode-VLAN 5 ’
a8 FNAL-LA-Rucio-Static-3612 44¢28019-9¢ Allas ) -
Service has been successfully verified.
°
®
a8 FNAL-LA-Rucio-Static-3611 2cd172da-3c VISUALIZATION 365ecd94-9e7c-455¢-a431-79cabbbOaabe
Reference UUID
A FNAL-LA-Rucio-Static-3610 b3a63c53-ca b
\D;NS mfsada@ucsd.edu
A FABRIC-AWS-DX-VGW 2 bd99ee8e-59 1 ; QWDes
v FABRIC-AWS-DX-VGW 98f45318-eft N~ 2024/09/25 15:49:43
LOGGING Creation Time
CREATE e
Orchestration Phase @
READY e
Orchestration Status O
9/25/2024, 8:50:07 AM 9/25/2025, 8:49:52 AM
Scheduled Start Scheduled End
STABLE ®

Configuration Status




