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DataCloud is the .
Infrastructure for INFN o
Scientific Computing

e Tier-1 (CNAF)

* Tier-2’s (BA, CT, LNF, LNL/PD, NA, MI, PI,
RM1, TO)

* INFN Cloud

* Backbone and federated clouds

 HPC4DR (LNGS)
e (Tier-3)

DataCloud addresses the needs of INFN
research projects
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DataCloud is evolving
into a Cloud Federation

Following the INFN Cloud model, resources
are being made available through Cloud
interfaces

Inclusivity, through a lightweight federation
model and the adoption of standards

Ease of use, through the PaaS orchestrator and
dashboard

Flexibility, thanks to hybrid resource allocation
mechanisms

Traditional (Grid and batch system) access
remains as needed and when convenient

E.g. through Virtual Kubelets, ...
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DataCloud is the basis for  cm«_qEyeSis= /gvp—= o t:!;b.t

the Italian Cloud o
Federation

In the framework of the current Next
Generation EU projects, in particular ICSC
and TeRABIT, INFN has a leading role in the
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creation of the Italian Cloud Federation s . Wi N
° ° . [ . ‘OSOSEHOHM ;

The goal is to access all Italian scientific e
computing resources through uniform \[
interfaces aa
Main players: INFN, CINECA, GARR .
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Inclusivity

The federation will include data centres that are already in production, and part of
international communities

e e . . — Authentication reguests
The procedures for joining the federation must

— = Attributes synchronization

be non-intrusive Local site IdPs
Standard must be used whenever possible, and -, — — e e
.. | .. |1 INFN || CINECA || .. | |
developed when missing ———I———h——T———h———T——~———|————~——T——— R
The federation will serve users of several
fields and organizations | other i trbute
The procedures for user’s onboarding must be IdPs 5|18
as simple as possible E =
E.g.: use of Identity Federations )
INDIGO |IAM N

-

See: Enrico Vianello: Evolving INDIGO IAM towards the next
challenges Track 4, Tuesday 17:27

Service provider Services: Cloud, Data Archival, Storage, Data Analytics, Paas ...
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Ease of use

The federation will serve users with different
computing competences

@ Conligure

_ o . User P £ suomit % »
Complexity of the underlying infrastructure hidden T O osCA templad] ‘*@-‘:.
to the end user Dashboard o L3S
. Orchestrator
Support field experts S e g Try and Deploy |
. . « < & my.cloud.infritho a & & 4 0 i 1st si
in developing . - o
platforms that enable | [ — Ty Sl Poplog
the effective w2 - * T
exploitation of the e @ Mm/

infrastructure through
composition of
services and
resources
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INDIGO PaaS orchestrator
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Flexibility

Support multiple access methods to the resources,
oriented to:
a. Transparency and ease of use
b. Efficiency and effectiveness o

See: Diego Ciangottini Unlocking the compute continuum: scaling out ;
from cloud to HPC and HTC resources Track 7, Tuesday 16:51 ., b - B e, .
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First Proof of Concept / Leona,dU,Lisa\
of the Italian Federation Galije100 E E
INDIGO |IAM to federate CINECA

and INFN IdPs

INDIGO PaaS Orchestrator to
transparently access CINECA and
INFN OpenStack-based resources—

InterLink offloading to reach
CINECA's Leonardo (
O Services

Supercomputing

RUCIO to federate CINECA amd
INFN storage systems

) NE
@rl/Tier—Z Federation @/

Missione 4 e |struzione e ricerca 30/5/2024 Conferenza GARR 2024 (Brescia)



Finanziato /&3, Ministero . .
dall'Unione europea dell’Universita [taliadomani

PIANO NAZIONALE

NextGenerationEU % =] deua Ricerca DI RIPRESA E RESILIENZA

Evolution of the PaaS Orchestrator

Security

Replace obsolete and vulnerable software components to address
emerging threats

Robustness and scalability

Exploit modern and robust components that can cope with
heterogenous resources and scale with increasing number of users and
services

User experience
Hide the complexity of the underlying system through a web dashboard

Missione 4 e |struzione e ricerca 22/10/2024 CHEP'24 Kracéw



Finanziato IR Ministero . .
dall'Unione europea » dell’Universita [taliadomani

PIANO NAZIONALE

NextGenerationEU = e deua Rlcerca DI RIPRESA E RESILIENZA

Refactoring A

Main programming language: E{) Java'"e
— python

7 Flow workflow engine - micro services + kafkchﬂabm ssage broker

New Federation Registry micro service

All components use OpenlD-Connect/Oauth?2

New connectors for IM/ kubernetesnd

..and more

Missione 4 e |struzione e ricerca 22/10/2024 CHEP'24 Kracow
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Leveraging Al

Master orchestration exploits Al-
based techniques

More dynamic and efficient choices

s Single VM
1201 e Single VM with services
- Kas
2 100 = Docker
3 a Jupyter
% 80 Jupy \
w
©
= o [ -
& Simple
- services
z
0 1000 2000 3000 4000

Deployment time (s)
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Preparatory work:
Identified significant metrics and data sources

Prepared datasets to analyze the problem

Receiver Operating Characteristic (ROC) Curve

1.0 1
0.8
S
©
<
_‘2' 0.6
v 0.4 -~ Neural Network (AUC = 0.7031)
,g —— Decision Tree (AUC = 0.6953)
0.2 —— Random Forest (AUC = 0.8006)
’ —— XGBoost (AUC = 0.7743)
——— AdaBoost (AUC = 0.7558)
0.0

0.0 0.2 0.4 0.6 0.8 1.0
False Positive Rate

See: Enrico Vianello Al-based approach for provider selection in the
INDIGO PaaS$ Orchestration System of INFN Cloud Poster session,
Wednesday (#321)

CHEP'24 Kracow
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Dashboard redesign R .

e : a Marica Antonacci ®

admins/beta-testers

Users’ ent int e e
Se rS e n ry p O I n e e b & SSH keys management .\“Il;.t'llt
SSH h?: allow you to establish a secure connection between your computer and your virtual
L] L] server(s)
Graphical representation of TOSCA — |
R 8 docker contaner Paste your public SSH key, which is usually contained in the file ‘~/.ssh/id_ed25519.pub’ or

*~/.58h/id_rsa. pub’ and begins with 'ssh-ed25519' or ‘ssh-rsa’. Donit use your private SSH key.

templates

INDIGO IAM as a Service an

q S e o m
g wayfor crganittca Yo deghy W own matarce of the NDK 1AM, wheeh i a0

&
=

e s0urce kdmtty and Accrsn Management yviem

Commne ——
—_—

SSH key pair wil The private key will ly in the Vault, while
the public key will be stored in the Dashboard database.

s i .

Service Catalog

Fully-managed centralised services Self-managed on-demand services

) Virtual machine en Spark + Jupyter cluster o0 K & ongine and with Kibane eudiuotion of dotn with churts and grphs in
INFN Cloud object storage a Z / 5 procn ¢ Sestomeh
the centrall . M kibana  gaceic
iy managed service based on Ceph Rados
chem -

Kubernetes cluster aaQ

Ouploy  singh mester Kbrntes chuste
© Settings
© Help

m Marica Antonacci

GO TO SERVICE >
— Docker compose a0 HTCondor mini

Epr——
3 et o tentg nd e

INFN Cloud Registry a

The centrally managed service INFN Cloud Registry,
based on Harbor

Run docker a0 HTCondor cluster 80
o docker comaor e  comvie WiConse e
HTConddsr

docter
i= My deployments S Refresh

INDIGO IAM as a Service | 0 A‘ Jupyter with persistence for Notebooks L] i . X
INFN-Cloud monitoring o D s Jyter o s VWA anachen otetohs gerverce ow 10 + entries earch:
the INFN-Cloud monitoring service @ o rmepdys e —— dpyter
- . DESCRIPTION DEPLOYMENT IDENTIFIER STATUS CREATION TIME v  DEPLOYED AT ACTIONS
test 11ef6f81-8157-¢13d-8583-22533e954eeb 2024-09-10 14:32:00 BACKBONE-CNAF m
Elasticsearch and Kibana a0 o— Jupyter + Matlab (with persistence for Noteboo.. 8 &
Jupyter L test 11efSe0b-0a6a-fe9b-b005-3adact66(def 2024-08-19 09:11:00 BACKBONE-CNAF m
s et > /)
MATLAB k8s 11ef2a2f-67b6-61ed-ad50-22533e954eeb 2024-06-14 09:20:00 BACKBONE-CNAF m
Notebooks as a Service (NaaS) 0
'A. Hpyte Nomtiooks 85’8 Suryice docker build T1eefefe-ef53-1812-8bed-56fce75e0bfa 20240420 10:15:00 RECAS-BARI =
o s
Jupyter Kubernetes cluster a0 Syncashare aaS s n
UPDATE_COMPLETE

PSR —
‘ . cmeous” ond ertcoee k8s lisa 11ee9a%a-dfcd-c750-9¢93-0242ecaect3f 2023-12-14 16:07:00 BACKBONE-BARI m
@ -
@

Showing 1 to 5 of 5 entries

®
GO TO SERVICE >
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Conclusions

The INFN scientific computing infrastructure is evolving to become interdisciplinary and to
cope with heterogenous needs and resources

Strong collaboration with national HPC centres

The PaaS Orchestrator and the web dashboard are key component to provide flexibility
and ease of use

The orchestrator is undergoing a complete rewriting to provide sustainability and ability to
address new needs

The dashboard scope and design is being extended to support workflows that do not
necessarily go through the orchestrator

Work supported by the Italian Ministry of University and Research PNRR Mission 4, Component 2
ICSC: Investment 1.4, Project code CNO0000013 - CUP 153C21000340006
TeRABIT: Investment 3.1, Project code IRO000022 - CUP 153C21000370006
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https://www.supercomputing-icsc.it/en/icsc-home/

1 21 €
FUNDAMENTAL

FUTURE HPC RESEARCH
& BIG DATA Sl & SPACE ECONOMY

3

ASTROPHYSICS &
COSMOS OBSERVATIONS & CLIMATE

YL
) Wil 6

MULTISCALE MODELING
ENVIRONMENT & ENGINEERING
& NATURAL DISASTERS APPLICATIONS

7 i | 8

MATERIALS & IN-SILICO MEDICINE **
MOLECULAR SCIENCES & OMICS DATA

National Research Centre
in HPC, Blg Data and SUPERCOMPUTING CLOUD INFRASTRUCTURE

Quantum Computong

10 thematic spokes
1 infrastructure spoke
(CINECA, GARR, INFN)

OUTREACH

25 universities
12 research institutes

. . —— Garr Network
14 strategic private il +ec cante

companies I Future He centre

iiil Big Data Centre

iii' Future Big Data Centre

B
320 M€ budget " 9

High-level teams of experts integrating DIGITAL SOCIETY QUANTUM
the Spokes working groups (mixed cross-sectional teams) & SMART CITIES COMPUTING

EDUCATION & TRAINING, ENTREPRENEURSHIP, KNOWLEDGE TRANSFER, POLICY,

ICSC Italian Research Center on High-P@&briane€ Computing, Big Data and IR AtiukneComputing Missione 4 e Istruzione e Ricercal5
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https://www.terabit-project.it/

TeRABIT: Terabit Network for Research and Academic Big Data in [Taly

TeRABIT is a Research Infrastructure project synergic with ICSC

Partners are the same of the ICSC Spoke-0 (Supercomputing Cloud Infrastructure):
INFN, CINECA and GARR

Covers areas complementary to those of the ICSC infrastructure

41 M€ budget

ICSC Italian Research Center on High-Performance Computing, Big Data and Quantum Computing Missione 4 » Istruzione e Ricerca


https://www.terabit-project.it/
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A data lake for research
Data Lake Entry Point =

Existing infrastructures ||3

aggregation, upgraded and made x< e et

available to scientific domains

User Community Services

A dynamic model, where
infrastructures and domains can
also be temporary

Individual communities

A clear separation between the services

physical and the logical levels

A high-speed network General Services g™
interconnection to hide the actual

.. Generic services
resource locations Infrastructure sites

A unified vision (when needed) of

an Italian research data-lake
Data centres and

resource providers

Missione 4 e |struzione e ricerca 22/10/2024 CHEP'24 Kracow
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Data-centric model

Decouple storage and CPU 4 ,'

. P Lake
Storage nodes interconnected “ﬂ 7 Node;-;
with high bandwidth network Q\ ,,) %
Heterogeneous computing nodes | > 1T/s ‘/ ' f'CLOUD
can access data wherever they ? I{ l :-» = g cormerciai|
are Lake Lake o

Node2 ' Node4

CPU
center commeraall

Missione 4 e |struzione e ricerca 22/10/2024 CHEP'24 Kracéw
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Etherogeneity

Integration of a diverse set of
resources, providers, and solutions

22/10/2024
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Current Orchestrator Architecture
~ RestAm
TOSCA PARSER
based on Alien4Cloud

—| RDBMS

ORGHESTRAWR ENGINE -
based on
' INDIGO micro-services:
o fFlowable NIy
Data - SLAM
MESOS DATA PLACEMENT
IAAS ADAPTER MANAGEMENT : - - MON
CONNECTORS CownectoRs COMEEIOnS - CPR

= T
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