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The perfSonar platform

perfSONAR continuously measures network performmance metrics like bandwidth, latency, packet loss,

across various network paths that are crucial for OSG and WLCG operations

erfSONAR
P v CR|3 Experiments,
= ) / Sites, NRENs

......

Collector

@B,
% g Alarmsc . D Q1
e d PS dosla

Store (short-term)

HTTParchiver

B EHiCACO

pS Configuration pS Monitoring pS Dashboard - :

'
& Fermilab
N



The goal is to
proactively discover network issues




How to correlate network metrics?

Tests' rate of execution varies by type many paths, few bandwidth tests

6-24 hours

I traceroute test every 10 min

. throughput test every 6-24 hours
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Each point represents the throughput values collected when the node was on the path
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Simplified example of traceroute data

< timestamp v

Oct 22, 2024
e
17:54:47 .000

Oct 22, 2024
@
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Oct 22, 2024
@
17:54:47 .000

Oct 22, 2024
@

17:54:47 .000
Oct 22, 2024
e

17:54:47 .000

k src_host ~

perfsonar-
bandwidth.esc.gmul.ac.uk

ccperfsonar1.in2p3.fr

ps@2-b.farm.particle.cz

perfsonar-
bandwidth.esc.qmul.ac.uk

t2ps-
bandwidth2.physics.ox.ac.u
k

k dest_host

btw-lat.t1.grid.kiae.ru

perfsonar-grid.uaic.ro

clrperf-owamp.in2p3.fr

hepsonar1.ph.liv.ac.uk

perfsonar@2.hep.wisc.edu

v

k hops

[2201:56c1:10:1000::1, 2a01:56c0:2020:1::1,
2001:630:0:9001:10::29, 2601:636:0:10::251,
2001:630:0:10::1cd, 2001:630:0:10::1c9, ..

[193.48.99.100, 192.70.69.153, 193.51.187.137,
193.55.204.196, 62.40.124.61, 62.40.98.77,
62.40.98.182, 62.40.98.159, 62.40.98.53, ..

[147.231.25.253, 195.113.179.105, 62.40.126.254,
62.40.126.254, 62.40.98.52, 62.40.98.158,
62.40.98.183, 62.40.98.239, 62.40.126.26, ..

[194.36.11.1, 138.37.0.79, 146.97.143.217,
146.97.35.233, 146.97.33.22, 146.97.33.42,
146.97.35.46, 146.97.78.33, 146.97.78.38, ..

[163.1.5.254, 172.24.73.38, 172.31.4.242,
193.63.109.41, 193.63.108.69, 146.97.37.193,
146.97.33.1, 62.40.124.197, 62.40.125.18, ..

# asns v
[198864, 198864, 786, 786, 786, 786, 20965, 20965,

20965, 20965, 20965, 59624, 59624

[2200, 2200, 2200, 2200, 20965, 20965, 20965, 208965,
20965, 20965, 20965, 2614, 2614, 2614, 2614, 2614]

[2852, 2852, 20965, 20965, 20965, 20965, 20965,
20965, 20965, 20965]

[198864, 198864, 786, 786, 786, 786, 786, 786, 786,
786, 786, 786]

[786, 0, @, 786, 786, 786, 786, 20965, 20965, O, O,
e, 0, 59, 59]




Challenges

50% of the
paths are
iIncomplete

some
addresses
are private

Path from JINR-T1-LHCOPNE to BEIJING-LCG2

.

. Unknown

Private

. Destination

IPs in context

°—> rO-r4 —»Q



To build reliable topology models for
identifying weak points on the network, we
need to reconstruct the paths
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What is the most probable C, given it's between A and B?

Possible intermediates:

r237 P(AtoC)= 0.008 and P(CtoB)= 0.038

r265 P(AtoC)= 0.056 and P(CtoB)= 0.009

r536 P(AtoC)= 0.176 and P(CtoB)= 0.551

r792 P(AtoC)= 0.072 and P(CtoB)= 0.008

r838 P(AtoC)= 0.008 and P(CtoB)= 0.01

The most probable intermediate router between r792 and r237 is r536
with a probability of 0.097

There are multiple possibilities for C. What is the correct node that lies between A and
B depends more on the surrounding nodes rather than on highest probability value



Path Identifier (ttls-hops_hash)

Site to site path signature Unknown 1P

Each color is a different IP

Path signature between UKI-NORTHGRID-MAN-HEP and JINR-LCG2 Destination Reached

€699466d2830ee034fb6cde313dc641f3ff27fe6) . -.

True
e2820e8e2bb16767d35293f35d3edbb51b4a643b ..... True
84cd0798ed2dfac565c7ec03917383c0aalb18d! . True
4d6621f4d660le030cfd469408ea9b63e2db58b6.. .--. True
4a77be04b1ecb947f14b65af238066b2d2c3ebb5. - True
33f2c21d4b3b441e0c1fb99b74a84db967cab6973! ... .. True
1f5c¢d9f9831497aa514d7b85b905ad5b73c3ab6al True
0b37de2c070a4e2944932dc96689dcf03846f7ed. True

2 4 6 8 10 12

TTL (Hop Number)



If our eyes can intuitively spot these gaps, could
we teach a model to do the same - only faster,
at scale, and with consistent accuracy”

o*—=

How about a Transtformer model?
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Path Identifier (ttls-hops_hash)

Corner cases

Contextual node
Path signature between NET2 and BEGRID-ULB-VUB (position based) Destination Reached

eOESa1b8f772d7e020789b35718033f0dd9c399.. . . True
d3ad1921da87aofad114eBc7389a7e6726961c61.. . True
af40c6f932596ac8b3044595a989937533857a8e.. . . True
a4b53ffd3ZUfebb15ac4933902dd6cb566h878a8.. . True
97594fd4195c0c771075d83df2a0ﬂ3c24e96d262.. . True
8816539241c9e77b285a40c075559547(]afedf32.. . . True
74134eb1bbc8e7cdd270ac047567dbﬁ529f68ad.. . . True
2e0ae04fbbeaae4003c61574791d5685c381f50d.. . True
2 4 6

TTL (Hop Number)

Contextual node or retrying
Each color is a different IP until it gets to the final node?



Dataset vi
Collapsed unknowns

20 = 7 = =>=>:» 4 =>
r20 |= r’7 =1 r7-r24 =>=> r25

Give contextual ID




Attention mask and loss confidence

SIS SEONES

INnput




Attention mask

Helps the model focus more on known and reliable nodes when processing sequences, while
still considering the presence of uncertain or unknown nodes

# Training phase
for input_batch, mask_batch, target_batch, confidence_batch in train_loader:

optimizer.zero_grad()

input_batch = input_batch.to(device)
target_batch = target_batch.to(device)
confidence_batch = confidence_batch.to(device)

# Forward pass
outputs = model(input_batch, src_mask=confidence_batch)|

# Compute loss

loss = custom_loss_function(outputs, target_batch, confidence_batch, input_batch)
loss.backward()

optimizer.step()

total_train_loss += loss.item()



Custom loss
Tokens with higher confidence contribute more to the overall loss

def custom_loss_function(outputs, target_batch, confidence_batch, input_batch):
input_lengths = (input_batch != 0).sum(dim=1) # Shape: (batch_size,)

# Get the logits at the last non-padded positions
last_outputs = outputs[range(outputs.size(@)), input_lengths - 11 # Shape: (batch_size, vocab_size)

# Get the confidence scores for the last non-padded tokens
confidence = confidence_batch[range(confidence_batch.size(®)), input_lengths - 11 # Shape: (batch_size,)

loss_fn = nn.CrossEntropyLoss(reduction="none') # We need element-wise loss
loss = loss_fn(last_outputs, target_batch) # Shape: (batch_size,)

# Apply confidence scores: scale the loss by the confidence score for each sequence
weighted_loss = loss * confidence # Shape: (batch_size,)

return weighted_loss.mean()



Transformer model
WOrk in progress
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Custom loss (with confidence score)
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Path Identifier (ttls-hops_hash)

Path signature between FR-ALPAMED-CPPM and JINR-LCG2

fe9ZCOa09f9bff8ff0e4c54c9c00fa4c04965975I I l IIIIIII

All possible transitions from r363:

next_router
ri31l 0.686825

ri55 0.200864
r363 0.012959
r364 0.043197
fbf4dd434e8a6fc9ecl3ae70634f7aed7293ca4dc IIIIII ro7o 0.056156

€29db28a230ff639c91d7e8ald16f4e8eed28de9

ed82dbc32afe0f20a300341b80b7ea320cc4d 10dI I I III

8dadbbeb1d539704a997bf1770434dd38ddf4b41

[y

5 10 15 20

TTL,
Predicted next node:| r155

Each color is a different IP

620acd3f10f60125e5c55700ff108d3fcab5e42

[y

1135b792d26928af44118eal777ab62e745605

[y



Transformer architecture

Processes the input
sequence, breaking

Gives the model a itdown intoa
Converts tokens sense of token meaningful
into dense vectors order representation
Input Positional Transformer
Embedding Encoding Encoder
T Self-Attention
Input
Feedforward

Projects the

transformed .
embeddings back Provides the
into the token probabilities of
vocabulary space the next token
Output
Pt —>  Softmax
Projection

l

Next node

r10

r11



Node imputation through self-validation
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Next steps

Use AutoML tools to finetune the model

Introduce time dimension

Implement other models to compare the results
Deploy the best model and define incremental learning

Once the topology is fixed, we can proceed by building more
complex models that incorporate other metrics such as loss,
bandwidth or file transfer statistics
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Thank
you!

Any
questions?

Contact us: @ net-discuss@umich.edu
Contact me: @ petyav@umich.edu
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Backup slides




Correlate network tests

paths time
throughput

pathAB pathCD

time pathCD J spc1 == ‘ ........ ’ ....... ‘ ....... O ....... O ........ ‘ ....... ‘ ....... ...............
pathDE SRC1  SEXreeH ‘ ........ . ....... .‘ ....... . ....... Q ........ O ....... .‘ ....... DST3  SREEETETETECPEETR FEPPRTRS
0.01 Gb/s

1.5Gb/s




Additional information

Number of paths: 28444
Vocabulary size: 2'193
Input data shape: (274997, 30)

Training on 2x NVIDIA GeForce GTX 1080 Ti



