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Outline

-Introduction to Al reliability

-HW and SW for Al

-Experiments challenges

-What do we need for the (near) future?

-Conclusions and future perspective

Paolo Rech

KRN

#%7% UNIVERSITA
i DI TRENTO



%% UNIVERSITA

Al Reliability 2.7 DI TRENTO

CNNs identify
objects In a scene

Paolo Rech



Al Reliability

Paolo Rech

7% UNIVERSITA
4Z° DI TRENTO

CNNs identify
objects In a scene

|dentification is
probabilistic




UNIVERSITA

Al Reliability i DITRENTO

CNNs identify
objects In a scene

|dentification is
probabilistic

Many objects with
low probability are
identified

—
—

— 73% person
65% person
|} \ .\

Paolo Rech



Al Reliability

/

|4 3 7% radio

(0)
13% car | 40% airplane

12% bird
o Blf 3% cat

A i | - . i | "
3% mobile \ t 6% door o/
6% moblle : ‘ 12% bird
2% book 18 6% door

13% car 206 book

5% dog 7% window

A

e im 9204 nersnn
. 93% pe|| 73% person
e R'*% person
] 2% dog Fis
L
=7 1
ooy & & ML N ‘

Paolo Rech

> UNIVERSITA
ez DI TRENTO

CNNs identify
objects In a scene

|dentification is
probabilistic

Many objects with
low probability are
identified

We need to select a
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100s of layers
100,000,000 parameters
billions of operations
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performant HW: GFLOPS!

detection in real-time:
at least 40 frames per second
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Systolic Arrays

Systolic arrays are big functional units to compute matrices MAC. They are

composed of an array of connected mul and add units.
Data is pumped in while previous data is being processed.
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Tensor Processing Unit

Google’s Tensor Processing Unit (TPU)
IS an accelerator able to execute
elementary machine learning operations
(convolution, pooling, RelLU)

l\\ A host (and a good SW framework) Is
\ required to execute the neural network!

Reduced power consumption
Elementary ML operations in low data precision

Used at scale — Important to investigate their reliability
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Faults in logic have not-trivial syndrome on the output
Largely unknown for complex devices
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Setup challenges

Complex models

load the model
(1 Trillion params)

Vision Transformer (ViT) i Transformer Encoder
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Setup challenges

check for errors

A+B=C?

Atomic operations A+B
P A*B
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Setup challenges

The complexity of the
operation is similar to the
check for errors complexity of error

detection.
A+B=C?

risk: waste 50% of neutrons

Atomic operations A+B
P A*B
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The complexity of the

Golden rule:

In at least 90% time we must do something useful for
the experiment (something that gives us data)

Atomic operations —
P A*B
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Setup challenges

Objects Detection System:
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Results — FIT rates
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HOST device (in beam room)
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TPU GPU

The host device must be protected. -
Avoid scattering neutrons or thermal neutrons to corrupt the host
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HOST device (in beam room)
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~ Boron to (try to) protect
= -motherboard

”/ -SSD

" /[~ -Raspberry (for TPU)

\\\ g -Power supply
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= Boron to (try to) protect
: /;-'—':‘—‘r -motherboard

I -SSD

",’Jl -Raspberry (for TPU)
G \\\ ﬂ -Power supply

o N ’5, L Still, we experience 2-3
' failures per run...

(5.

..usually at 3am

14

Paolo Rech



SoC

SCALAR ADAPTABLE
ENGINES ENGINES

DUAL-CORE

| aaseoriextar
APPLICANCN
PROCESSOR I

VERSAL"
ADAPTABLE
HARDWARE

PLATFORM
MANZGEMEYT
COVTROY £

PROGRAMMaBLg

tetonng, Wo

IETWoo: ——
= TWORK ON cpyp
3206/
166¢

S%6bse | MUTIRATE 6000

— ETHERNET | ETHERNE, [, 6000

Coreg ”LFIILAK[M
ORES

Lconss [l

g”?sb;s

INTELLIGENT
INES

400G
CRYPTQ
ENGINES

Neutrons experiment challenges

Paolo Rech

GPU

UNIVERSITA
DI TRENTO

15



Neutrons experiment challenges

SoC

SCALAR
ENGINES

ADAPTABLE
ENGINES

VERSAL"

[/
¥ ADAPTABLE

HARDWARE

Paolo Rech

NIVERSITA
[ TRENTO

15



Neutrons experiment challenges

SoC

INTELLIGENT
IGINES

=+

J VERSAL" J
i} ADAPTABLE
/' HARDWARE

We need an extremely focused (neutron) beam
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Neutrons vs Heavy lons Experiment

2x Rasp4 failure
3x host DDR permanent failures
4x GPUs ECC/DDR problems

Multiple boards/tests
Relaxed environment

Paolo Rech
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1x TPU stuck (solved by reboot)
1 board (thinned...)

Error rate tuneable
Quick beam shutdown
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-Reliability Is a serious issue for safety-critical applications such as
autonomous vehicles

-The SW is complex (and probabillistic), the HW Iis complex (and parallel)
-We need flexible beam and focused beam

-We need to focus on critical errors, critical variables, critical resources to
have efficient hardening

-Novel technologies (HW, SW) are continuously being developed, we
need to test them

16
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What's next?

— Generalization.
We test one model, trained in one way, with one data set, with few frames...
What if something changes? We need to do it all over again.
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— Generalization.

We test one model, trained in one way, with one data set, with few frames...
What if something changes? We need to do it all over again.

— Be at speed with novelty.
ML community is faster than us. What is novel to us, it's obsolete to them.
Segmentation, Transformer... trillion parameters neural network... QNN
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— Generalization.

We test one model, trained in one way, with one data set, with few frames...
What if something changes? We need to do it all over again.

— Be at speed with novelty.
ML community is faster than us. What is novel to us, it's obsolete to them.
Segmentation, Transformer... trillion parameters neural network... QNN
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What's next? MCRESHR 5 hveRsm
— Generalization.

We test one model, trained in one way, with one data set, with few frames...
What if something changes? We need to do it all over again.

— Be at speed with novelty.
ML community is faster than us. What is novel to us, it's obsolete to them.
Segmentation, Transformer... trillion parameters neural network... QNN

— HW to fit the model.
When the model changes, the HW needs to be improved to fit the model, but
with a big delay. How can we predict the effect of the HW on the software.
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— Generalization.
We test one model, trained in one way, with one data set, with few frames...
What if something changes? We need to do it all over again.

— Be at speed with novelty.
ML community is faster than us. What is novel to us, it's obsolete to them.
Segmentation, Transformer... trillion parameters neural network... QNN

— HW to fit the model.
When the model changes, the HW needs to be improved to fit the model, but
with a big delay. How can we predict the effect of the HW on the software.

KU

— Avoid to be a Mickey Mouse.
We need to have control over what is really executed in HW.
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