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KREONET/KREONet2 enabling Science Discovery KisT!
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KREONET/KREONet2, national science and research network

KREONET/KREONet2 (AS1237/ AS17579) KREZNET

- KREONET (Korea Research Environment Open Network)

- Korea’s National Science & Research Network, managed and operated by KISTI since 1988

- Advanced Research Network in “Utilization and Promotion of National Supercomputing” Act
(implemented in 201 | in Korea)

- First 600Gbps wavelength national-wide optical backbone in Asia

- 100Gbps/400Gbps national-wide backbone with 18 Domestic Regional GigaPoPs and

6 International GigaPoPs

- About 200 connected R&E organizations : National Research Institute and Lab,
University, University Hospital, Research Institute of Company, library, Public Sector etc.

- 365%24 NOC (Network Operation Center) Service

- Directly linking domestic internet exchanges (KT, LG-U+, Sejoing Telecom) and international internet
exchanges (GIX/Seoul, Cogent/Seattle, AMS-IX/Amsterdam, HK-IX)

- Directly connected to network of public clouds (Google, Amazon, Microsoft)

- L1 Lightpath, L2VPN, L3 R&E IP service, Science DMZ

- ID Federation, Korea Access Federation (KAFE),a member of eduGAIN

a
NDeX (National Data eXchange) NDE {.



KREONET Optical Backbone 2023

Korea Research Environment Open NETwork
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KREONET Optical Transport System
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KREONET 2023

Korea Research Environment Open NETwork

& KREONET PoP & KREONet2 PoP

* Cisco NCS5504/5'1C3

* 100/400GE L2 Interface

* SR-MPLS. SR-TE. TI-LFR

* L2/L3 VPN

* Network Automation with NSO
(Network Service Orchestrator)




KREONet2, Intemational KIST!
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KREONet2, Intemational s (XD
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Global Research and Education Network (GREN), GNA-G Compliant KIS
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Global Research and Education Network (GREN), GNA-G Compliant 10
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Asia Pacific Oceania Network (APOnet) KIST!

SCTnet SCinet Spirit of Innovation Award Recognizes 17 Contributors’ Role
in Supporting International Science Activities for SC22

“The winners of the 2022 SCinet Spirit of Innovation
Award have embraced the spirit of collaboration and
cooperation that showcases the best there is to offer in
demonstrating, implementing, and operating leading-edge
solutions to challenging problems,” said Matt Zekauskas,
SCinet Chair. “This collaboration is truly special to SCinet,
and we are all encouraged by and appreciative of their
efforts to showcase partnership and innovation.”

AARNet, APONET, ARENA-PAC, CENIC, Ciena, Cisco,
HARNET, Internet2, KISTI, NICT, NII, Pacific Northwest
Gigapop, REANNZ, SingAREN, TransPAC, University of
Hawaii, and Verizon were recognized at a private
ceremony on Monday, November 14.

12



National Data eXchange (NDeX) Initiative, Korea 10

The first NREN Open eXchange in Korea, co-located

with cloud datacenter (KT/KT Cloud) nearby the largest

submarine cable landing station (CLS) in Busan city
4)Key/Technologiesjof/Datajexchange)

1. High Performance (non-blocking)
Optical/Packet Switching Fabric

2. Software Data eXchange (SDX)

3. Trust-based access and control 4. High-precision Operation and
mechanism for Data exchange Management of Data exchange
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National Data eXchange (NDeX) Initiative, Korea KIS
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LHCOPN, LHCONE and HEP Net
work of KREONET

S&T Infra,

Changing the world with Data KiSTi KR"_/@)ET



LHCOPN
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https://twiki.cern.ch/twiki/bin/view/LHCOPN/OverallNetworkMaps

Edoardo Martelli, “LtHCOPN update”, LHCOPN/LHCONE meeting #52, 10" April 2024

Numbers

- 17 sites for 15
Tierls + 1 Tier0O

- From 20Gbps to
400Gbps

- 14 countries In
3 continents

- 2.66 Tbps to
the Tier0

- CN-IHEP and
NDFG-LHEP last
connected

- TW-ASGC has
left s



https://twiki.cern.ch/twiki/bin/view/LHCOPN/OverallNetworkMaps

LHCOPN Traffic — last 12 months

Numbers:
Moved ~619 PB |

LHCOPN Total Traffic (CERN - T1s)

Name Mean Max
800 Gb = Outgoing CA-TRIUMF 69860 75760 [ the |a St 1 2 mMmon
Outgoing CN-IHEP 152Mb 216 Gb th S
700 Gb = Outgoing DE-KIT 5156 203 Gb
= Outgoing ES-PIC 596Gb 966 Gb
600 6b = Outgoing FR-IN2P3 14360 16960 [ 27% com pa I’ed T
0068 = Outgong INFN-CNAF 16100 15460 [P p revious yea r (4
= Outgoing KR-KIST] 290Mb 18,6 Gb
— = Outgoing NDGF 819Gb  110Gb 88 P B)
_ = Outgoing NL-T1 1036b  545Gb
300 Gb Outgoing-PL-NCBJ 690Mb 18.9Gb Pe 3 k at ~ 8OOG bp
B | = Outgoing RU-T1 880Gb 73.96b .
2006b = Outgoing UK-RAL 84960 40560 [N (dur|ng DC24)
= Qutgoing US-BNL 146Gb 148Gb
1o = Outgoing US-FNAL 1126b 204 Gb
5h | = Total 157Gb 797 Gb

04/2023  05/2023 06/2023  07/2023 08/2023 09/2023 10/2023 11/2023 12/2023 01/2024 02/2024  03/2024

Ref: https://monit-grafana-open.cern.ch/d/HreVOyc7z/all-lhcopn-traffic?orgld=16



https://monit-grafana-open.cern.ch/d/HreVOyc7z/all-lhcopn-traffic?orgId=16

KIAE-TRANSIT
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HEP networks over KREONET/KREONet2 KIST!

HEP: High Energy Physics
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ID Federation: Korea Access Federation (KAFE)

Federated access to create a more trustworthy R&E environment for seamless collaboration
<. KAFE

Korean Access Federation, https://www.kafe.or.kr

Korea ID federation to manage trusted ID networking
infrastructure of academic. research and industry in Korea

Sed)

U
Legacy Access
Non-standard individual ID login

Access based-on ID Federation

Standard-based integrated login.
for individual external services single sign-on
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ID Federation: Korea Access Federation (KAFE) KIST!

Domestic members =

(SNU, KAIST, etc)
52 eduGAIN -------- @ @

32712

L)1) Q
KiGam KRICT KRIER k1 “Wiom

st fill WiSTOG/ST  KiSTH

#»5

E ,.I,...U: POSTECH ibs Institute for

Basic Science

Inter—federated members
(CERN, ClLogon, etc)

AIh oistryetm (Eh BAgetm el
"" I~ I.Elllr.mn &x’é““""l_m‘“? UST

.....

Ch
q

KAFE Members

A8 X} (188769 )

KAFE Federated Services IEEE Xplore® < ACSPublications V@ o i
igital Librar
- KREONET Webinar, Globus, Portal S Dgt : - :& P,
- KISTI SuperCom Cloud Service Cleg‘lgg S Scopus e OF CHEMISTRY
(KiCloud KAIROS) Ta lor & Francis
ILEY Tak?/&Fac Grou
- KISTI Al platform (AIDA), DataOn, w ‘ 4 w ,Itgf

ScienceOn SPRINGER EL ScienceDirect THOMSON REUTERS
. NATURE 2 Clarivate WeS t laW
- IEEExplore, etc (E-journal) Web of Science™ b

- CERN, LIGO, OpenAlIRE, ...

# of KREONET Webinar users



SCION (SCALABILITY, CONTROL, AND ISOLATION ON NEXT-GENERATION NETWORKS.) L

Secure, path-aware. multfipath networking

As of Oct. 2021

SCIONLab Global Topology 2021 s

P S KREONet2 W T
/ GEANT \\ Korean Research & Education Network i .
} EU Research & Education Network Supporting up to 100 Gbps S -
& Connects 50M users and 10K;,irif}tutions Connected 35 global research networks 1 -
"\ Supporting up to 500 Gbps Internet2 P PN Bag-
N . = Global Backbone-Ring Construction US Research & Education N_‘étwork " ¥
\% € /& < s o Over 500 members includiﬁg institutions,/",-

A o B Q Q 9 organizations, and industiial partners
@ 1\@1 @ = \A—’<, Hongkong, CN N g , ( P
. o ’_' I \9 /// \
& =

(35 Daejeor
R o
#

Low Latency €O, Efficiency

7T 3

3
J Use Cases
\ " " N / \h“ N e Seattle, US Chicago; US.
k. e
\

|

=), . -
KREONet2 GEANT KT gean) 2+ DFN  SWITCH sf} Qswissom T.. MOD§ i dea WS A
Internet2 Amazon ETH_iirich B oween RS SUpEsn KOREA  KAIST @i £4¢ LA, 8

KREONET/KISTI-SCIONLAB/ETH Zurich : Secure Backbone AS (BGP hijack resilience). Low Latency Networking. CO>-Oriented Path Selection
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KISTI

KREONET N-S-C Orchestration System (1)

Globus Online:
Research Data Management

Publish Discover

Kubernetes: Virtual Dedicated Network:

Storage & Computing Resources Networking Resources

KREONET-S Virtual Dedicate Network (VDN) & User-oriented Visibility (UoV) ]

BASIC KUBERNETES ARCHITECTURE € : e (g RF_
i \ . S @
! |

uery 8

- EEEEN
b B o

nnnnnn

uuuuuuuuuuuuuuu

:
Wide-area SDN Infrastructure

KREONET-S SDN-W/

Distributed User Sites

Edge Networks
Big Data Transfer,

. , ) Sharing, Publication,
E2E High Performance Virtual Network Embedding B d Discovery

via Software-as-a-Service

Physical & Virtual Service
Resource Provisioning on demand KREONET N-S-C Orchestrator

Storage Network Instrument
- ¥ ~ -
ppspa | Phe e CcMS
=] -] <
J
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KREONET N-S-C Orchestration System (2)

KISTI

SINCE 1962

1) k8s oriented Storage & Computing Resource Management Module

O Container-based Computing and Storage Resource Management System using Kubernetes Cluster and Ceph Storage
O Easy and Integrated Log-in Facility based on KAFE (Korea Access Federation) - ID Federation Capability
O Private Image Repository Configurations using Open-source Software (e.g., Harbor)

Kubernetes
Cluster

k8sNamespace-User

k8sNamespace-User2

k8sNamespace-User3

k8sNamespace-Userd

k8sNamespace-UserN

Users

®

Development
Team

|

RBAC |

Harbor Image
| Project(s) Registry
I ,

UAA e AUTH

" (5HARBOR" U ,
@3 HARBOR

v
Build Image Push Image P St o ki ‘kubectl run’ P PKS Deployed
For CVEs Image K8s Cluster

R ——
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KREONET N-S-C Orchestration System (3) KisT!

2) VDN Management Module for Network Slicing w/ Computing and Storage Resources

O Virtual Dedicated Network Management System which interacts with Computing and Storage Resources

O Container (k8s) Auto-Selection and Provisioning based on VDN-CNI and Location-oriented Algorithms
O VDN Create, Update, and Delete Operations for Administrators

KREONET-S Virtualization & Service [VDN)

: “orgs: Virtual Network &
Slicing SDN Services

Org-SI:

" sDN
¢ Domain

Research .-
Internet |
Domains

External .\~ . . :
(SDN) : Multi-Domain SDN

Domains “/ .- WRILCCUCHREIIE
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KREONET N-S-C Orchestration System (4)

3) Monitoring & Visualization Module

KISTI

SINCE 1962

O Individual Resource (Compute, Memory, Disk, etc.) Monitoring System coupled with k8s using Prometheus and Grafana
O System Log (Warnings and Errors) Collection System using Fluentd and ELK (Elasticsearch, Logstash, Kibana), etc.

KUBERNETES

.

Grafana visualization &

AP PULL 1 3
Target /
autodiscover PUSH L
Metric alerts Notification -
els
—is3
Prometheus Alertmanager
Server(s) \
2 Y PULL
t*k 2 Data sources @
fluentd 5
- ‘ PULL
- - Kube State
red|s metrics
- Node q
exporters
- Kube
components

KUBERNETES NODES

Dashboards
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KREONET P4 Testbed KIST!

Objectives:

« Integrate the KISTI P4 switch into the global RARE network

« Provide a P4 routing platform and a global testbed for experimentation and testing of solutions to address issues
in the R&E landscape

« Improve visibility of control plane metrics by allowing quick creation of instances from the NMaaS platform

-
]
.
L
®
2,
L]
L I
°
.......................... <REGNSG ICNOOO1#show ipv4 route CORE
DTN Server 6 AutoGOLE metric  iface iz

H H Juniper MX960 .0.0. 0/0 templatel 1d16h
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110/275 sdn1.1237 2 00:00:51

0/0 sdn1.1237 1d16h

ctha/aa 24.2 0/1 sdn1.1237 null 6d21h
Juniper EX4200 KREgNetZﬁg%a(Jeéeon ' KREqutZ@Chi:ago S iig;ggg :g: i . igg; . gg ‘ gg ' gi
(Managemnet Switch) (g neskroonazney Jo2/T o2/ encinet eoneoen 1107298 sdni. 1237 241 00:00:51
eth2/1s eth2/50 5.5.5 110/308 sdn1.1237 2 00:00:51
110/290 sdn1.1237 2 00:00:04
110/291 sdn1.1237 00:00:51
s 110/371 sdn1.1237 2 00:00:51
9.9 110/292 sdn1.1237 2 00:00:51
P4 100G Switch 110/290 sdn1.1237 2 00:00:51
S 110/508 sdn1.1237 2 00:00:04
2.12.12 110/308 sdn1.1237 2 00:00:51
3.13.13 110/292 sdn1.1237 2 00:00:51
5.15.15 110/402 sdn1.1237 00:00:51

________________________ 6.16 110/499 sdn1.1237 2 00:00:51 ;Zga

ST ° ek H 1006 H 8.18.18 110/293 sdn1.1237 2 00:00:51

e H DTN Server H 24.24.2 0/0 loopback 25d21h

iDRAC : :
100GE REZRCR-Toy AT E S s 99.99.99 110/300 sdn1.1237 2 00:00:51



SCA Data Mover Challenge KIST!

Objectives:

» A competition that is run once every 2 years and it aims to bring together experts from industry and academia
in a bid to test their software and solutions for transferring huge amounts of research data.

« Optimising point-to-point data transfers between sites

« Showcase challengers by having them compete in deploying the best software tools on Data Transfer Nodes
(DTNSs) that are set up within current international Research and Education Networks across the globe.

» To bring together a community of experts in DTN deployments and operations

Data Mover Challenge 2023 Topology
R&E Global Routable IP Address

<Network Partners>

G

DTN@KAusﬁ' ‘ \n \S ol iViapan SO NG PACIFIC WAVE ~ KDDIAsia Paci 1
audi Arabia ™ e ; 1"355 2 ‘ N %
== " N Lt TN W FUNET iCAIR
/ 3 ' ARNET-SXTransPORT 4 ¢ w@oos T I | tvese

Sl

Singapore

<DTN Partners>

" - ona o Brtiant Minds
g &
KDDI Asia Pacific
UNIVERSITEITVAN. AMSTERDAM
_——
KiSTi 2
patzdl NIC7 i :NCI
mmmmmmmmmmmmm 0ol
Science and Technology Information
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KREONET QKnet KISTI

KEM based on QKD (Key Relay)

KEM based on PQC (Key Supply)

O QKD system for

KREONET U e ooy, =
- Enhancing the security of =3
KREONET through 7
. . . Q-IPSec#?2 Q-IPSec#3
preemptive action against QDS | ' ‘u
uantum computers =1 o
G P m e Q-SDN Controller § "s\
- QKD system for backbone > Authentication
network /+ Service Key n, Se':"er (CAg
- Long—distance QKD system & Acceks QKMS * g USn9 PQ
development vl 57)
- QKD system for access Server @ - %ess T
n -
network K'V'S =-

— Multiplexable QKD system
with reasonably sized
receiving end

- Networkization of QKD
system

— Reduction of cost,
complexity, and operational
difficulty of QKD system

47 Key Relay

User Network
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Korea VLBI Network (KVN) over KREONET/KREONet2 KIST!

VLBI : Very Long Baseline Interferometry

KVN (Korea VLBI Network)

N N
L =
NEW
Korea-Japan " & . . 5
Correlation . The East-Asian VLBI Network [§ 3 ‘ ‘ \‘
Center (KJCC) Pyeongchang Astronomy Observatory o o) | — = B
@Daejeon @Pyeongchang EAVN @Esst Asia AARNE

@Australia
100G

GLERIAD

Yonsei Astronomy Observatory
@Seoul

97 JIVE

S Joint Institute for VLE
ERIC

Seoul 100G KREONet2

J |VE @Europe

Ulsan Astronomy Observatory

@Ulsan
o N
&8 =X
C <0
i U

Hydrogen Optical Clock
Maser

KRISS

Korea RosearchInstitute of Standards and Science

Tamna Astronomy Observatory
@ Jeju

Time Synchronization

VLBI antenna
@ Sejong Space Geodetic Observation Center using frequency transfer

over fiber
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KSTAR over KREONET/KREONet2

KISTI

SINCE 1962

KSTAR: Korea Superconducting Tokamak Advanced Research
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i B[O L T
L A

pErper] P ‘ et e K:E ‘
, : T j (NBI-1) 1 Y "
B o o ;o
s 3 ‘ ‘?Ji"—.“'a’ﬂoﬂ'-'lxm:rlé m LR
KOREA INSTITUTE OF FUSION ENERGY,

National Laboratory
ETTEEE

y - UnisT

: 1 % \
‘ S ) JPPPL avg: 9.2Gbps

; G ebos PR avg: 0.4Gbps " wrnceron gy P
KA 9. 6L0p avg: 4.6Gbps v e
= %* ¥ /AN . A avg: 3.8Gbps

/\’ z.. MIR (4 16 ch) i = } —1006— '_,—""

Radial MWL " gopesy H ORI nodes _—""’ Campuser Room
Reflectometer L B H gz

JsenBrpcr

Tangential TCI % visible spectroscopy
Tangentaixics © LA [ Fikerscope
WV NBI 2 Beam FOA

I = \
5GB Data per Shot :
ScienceDMZ Architecture

Fluctuation Diagnostics

N

AN

Y
I
\

/

FUSION SCIENCE AND TECHNOLOGY

pr——
2021, VOL. 77, NO. 2, 98-108 Taylor & Francis potSONAR] oot
https://doi.org/10.1080/15361055.2020.1851073 Taylor & Francis Group — ?
o -
PerfSONAR . | Vs ////
A Framework for International Collaboration on ITER Using Large-Scale & / /
Data Transfer to Enable Near-Real-Time Analysis e B /
DTN POSTECH /
R. M. Churchill () 2, C. S. Chang?, J. Choi®, R. Wang®, S. Klasky®, R. Kube?, H. Park®, g E 7
socuriy ot /
M. J. Choid, J. S. Parkd, M. Wolf®, R. Hager?, S. Ku?, S. Kampel?, T. Carrol2, K. Silber?, s Contotpoits = =
o prormance ——
E. Dart®, and B. S. Chof ot — < —Y
PC UNIST
2 Princeton Plasma Physics Laboratory, Princeton, New Jersey 08540 b 0ak Ridge National Laboratory, Oak Ridge,

Tennessee 37830 © Ulsan National Institute of Science and Technology, Ulsan 689-798, Korea d National Fusion Research
Institute, Daejeon 34133, Korea © Energy Sciences Network, Lawrence Berkeley National Laboratory, Berkeley, California
94720 f KREONET Operation and Service, Korea Institute of Science and Technology Information, Daejeon 305806, Korea

33



New Sl and Optical Clock KIST!
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Inter-continental optical clock companson using broadband VLBI

Yb Optical clock

_—
National Geographic KiSTi
Information Institute
Ministry of Land, Infrastructure L Wi ke
and Transport
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"l;;f I —

CTR : Compact Triple-band Receiver (K,Q, W band)
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Inter-continental optical clock companson using broadband VLBI KIST!
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KREONET, the national science and research network of Korea
- world-class national science and research network backbone

Collaborate with global research network for enhancing reliability of global network and demonstrating
new network technology and service

Develop advanced network and application service that meets user requirements of the big Science

LHCOPN & LHCONE

- LHCOPN, dedicate network to transport of WLCG traffic between the Tier 0 and the Tier 1
- Upgraded to 100G/400G and more
LHCONE, L3VPN, private network to provide a collection of access locations, LHC T1/2/3 sites
- Scientific Network Tags (Scitags) is an initiative promoting identification of the science domains and
their high-level activities at the network level

"multiONE” with BGP communities, Each site joins only the VPNs of the groups it is collaborating
with (e.g. ATLAS-ONE, CMS-ONE, DUNE-ONE, Bellell-ONE...)

- KREONET LHCONE allows transit, if requested
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S&T Infra, oo
Changing the world with Data Kl ; I |

Thank you

Buseung Cho (bscho@kisti.re.kr)
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