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Industrial Edge
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IT

OT
Field devices, sensors, …

Cloud

Edge computing Decentral computing & storage with 
device runtime, apps and central management

Controllers
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Data intelligence for data-
driven decision making

Bringing together 
OT and IT

From Sensor to 
Edge to Cloud

Operational Technology

OT

IT
Information Technology

Field devices, sensors, motors, and drives

Controller

Cloud

Manufacturing Execution System

Edge Computing

App Development

A new virtual S7 PLC 
App at SIEMENS 
Industrial Edge

Virtual PLC



Unrestricted | © Siemens 2024 | T CED EDC-DE | March 2024

Industrial 
Edge
An open platform to integrate IT 
mechanisms into the shopfloor in 
a way software- & data handling 
becomes scalable, reliable 
and easy to use.



Industrial Edge Device

Industrial Edge Blueprint Architecture

Factory 
level

Cloud 
level

Field 
level

Industrial Edge Management 

On-Premise

App Development and Publishing 

Edge 
Runtime

Exchange of edge data
to IT/cloud systems

App 
dashboard

Automation Equipment Edge
App

Creating custom apps

connect and extract data 
via connector apps

Industrial Edge Hub 

Global app repository

App updates

Mgmt. of IEM instances 
Transaction backbone 

Edge
Apps

Edge
Apps

Cloud

Industrial Edge Marketplace 

onboard custom apps

Industrial-grade apps from 
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and other vendors



Selected industrial-grade applications from Industrial Edge Ecosystem 
Everything centrally manageable for highest scalability
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AI supported quality prediction or 
process optimization (Predictive 
Services)

Production performance and 
resource/energy consumption 
analytics

Central App & Device Management; 
Bring your own Apps to shopfloor 
(e.g., with Mendix)

Shopfloor to cloud connectivity, 
local data acquisition and pre-
processing 

Detect anomalies based on data 
patterns (torques, currents and 
voltages, temperature, …)

Virtualized automation landscapes 
HMI and PLC software 
(limited sales release) 

Low
code



Industrial Apps for Industry: More than just an App

Industrial quality & 
warranty
§ For all apps: ISO9001
§ App specific: e.g. ISO50001

Privacy by 
Default

According to General 
Data Protection Reg.1

Compliance by 
Default

e.g. Open Software clearing, 
Export control clarifications

For Industrial users
§ UX and APIs for operators, 

service & shopfloor IT
§ Seamless integration with 

OT Systems
§ Continuous improvements

Global support
Global presales & 
after sales support
e.g. Getting Started 
Services

Security by Default 
e.g. continuous vulnerability 

monitoring & fixes, 
Virus scan, DPGA

SIEMENS 
Industrial Apps 

for Industrial Edge and Insights Hub

…

1Regulation (EU) 2016/679
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The app Industrial Information Hub (IIH) is the new central data management 
hub on the bridging data from automation to IT 
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Scalability 
Scale-out by distributing Model 
between Nodes or Scale-up from 
constrained Devices to Cloud

Access Data
State of the art access via 
GraphQL, REST, OPC UAIndustrial

Information
Hub

Collect Data from OT 
Flexible integration of own, 3rd Party 
and Siemens: >90% of all devices 
in the industry  

Integrate Data
Data pre-processing, historic 
capture, live access and 
cloud sync. 

Configure Easy
One Configurator for everything 

Map OT and IT 
Use any OPC UA companion spec 
to upgrade a brown field machine to 
the latest standard



Connectivity1 is the foundation for all Industrial Edge Apps 
Extensive app portfolio that can combine to valuable end to end use cases 

Drive System
Framework

AnalyzeMy
Drives

SIMATIC
WinCC Unified
Runtime

C
on

ne
ct

iv
ity

EtherNet/IP 
Connector

3rd-party
Connectors

PROFINET IO 
Connector

PROFINET
IO OPC UA 

Server

OPC UA

MQTT 
Connector

MQTT

SIMATIC
WinCC Unified
Online Engineering

Integrated
Connectivity

SIMOTION
Trace Connector

OPC UA
Connector

Axtesys 
MSSQL

SLMP
Connector

SLMP

FESTO
Data Access

Drive Systems
Extension1

SIMATIC
WinCC Unified

D
at

a Industrial Information Hub Industrial Edge Databus

AI 
Model 
Manager

Machine
Insight

Performance 
Insight

LiveTwin

Notifier

Inventory

Machine 
Proxy

SIMATIC
Automation Tool

Energy
Manager

Speech Assistant
for machines

3rd-party 
apps

Anomaly 
DetectionA

pp
s

SeioTec
DatAIndustry

Grenzebach 
Recorder App

SIMATIC AX 
Trace Diagnostics 

Weidmüller 
ProCon Web ES

Tosibox Lock 
for Container

Mendix 
Integration

Device Scanner
Beckhoff ADS1 
Connector

SIMATIC S7
Connector

FANUC CNC
Connector

Cloud
Connector (MQTT)

SINUMERIK 840D 
Connector

Modbus TCP
Connector

Modbus
TCP
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Note: as of IE Marketplace (August 2023)

AI 
Inference 
Server

Machine 
Monitor 

Unfied 
Automation 
GDS 

Predictive 
Server 
Analyzer

Axtesys 
MySQL

Axtesys 
Postgres

Axtesys 
Oracle

AWS IoT 
SiteWise Edge

1 Estimations based on available connectivity to all major vendors in the automation market



Factory Automation
Control
Virtual PLC
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The world 
loves 
IT … … and 

runs 
on OT
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S7-1500 PLC

Edge App

S7-1500V
• virtual SIMATIC S7-1500 PLC
• Hardware independence
• TIA Portal compatible
• App Management over IT/Edge

virtual SIMATIC PLC

@SIEMENS Edge Runtime

S7-1500 
PLC 
Software 
Stack

SIMATIC S7-1500V
Virtual controller – the basic idea … we bring SIMATIC on the Industrial Edge!



SIMATIC S7-1500V 
Big picture virtual Edge Device
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Generic Hardware

Industrial Edge – Virtual Device (IEVD)Industrial Edge 
Management

VMWare ESXi

Engineering 
TIA Portal- / TIAX

CPU 1517V

Additional Virtual 
Machines
(Linux, Windows, …)

HMI App

Other Edge Apps Other Edge Apps



SIMATIC S7-1500V
Customer value of virtual PLC
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Quality – 
easy data access
openness e.g., to 3rd party 
applications ensure an easy data 
access for new functionalities 
e.g., for predictive maintenance, 
diagnostic or process analytics

Compatibility to the 
TIA Ecosystem

Reuse of existing 
applications 
and user programs
Reuse of Know How 
and Expertise
Reuse of established and 
well accepted features 
(e.g., Safety)

IT meets OT
openness to 3rd party 
applications based on 
the Edge Marketplace 
Apps ensure the usage 
of new IT technology in 
an OT graded 
environment

Availability – Reduce of 
Maintenance effort
faster innovation cycles, deploying of new 
functionalities including central Device-, 
SW- & Security Management
reduced Maintenance effort

Flexibility on 
Hardware solutions
Avoid the issue of delivery 
issues of Hardware Products 
like IPCs and Hardware 
based PLCs with a pure SW 
based solution

Reduce 
of costs

Flexible payment and new 
business models (e.g., 

subscription) based on the 
Edge Marketplace; Avoid 

Over Provisioning and 
provide scalable and 

flexible solutions

Costs

TIA Ecosystem

Openness 

New 
SoftwareUpdates

Lead 
Factory

Central 
Management 

OEM

Edge 
App

Easy data access
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Collaboration Device Management



Siemens Technology Mission
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Leveraged across 
all Siemens businesses

Deep technological 
domain know how

We accelerate 

CUSTOMER 
success and Siemens’ growth 

by LEADING the 
development of 

TOMORROW’S 
technologies, together.



Technology 

2,100
Employees worldwide

1,700
Researchers

430
Patent experts

Facts and figures on Research and Development 
Siemens group and Siemens Technology
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Research and Development at Siemens

Global research collaborationsInventions and patents –
Securing our future

2,520
Patent applications

4,480
Inventions 

16
Research and Innovation 
Ecosystems

€€

€ 4.9 bn
Expenditures for R&D

42,500
R&D employees 



Goals in OpenLab
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• Evaluate SW/HW in Real-World Context: Test our software/hardware in an 
open, industrial environment beyond standard industrial settings.

• Identify & Align: Map CERN's challenges to Siemens' technological 
strengths.

• Co-create & Innovate: Partner with CERN to create solutions that bridge 
these gaps.

• Feedback & Improve: Implement co-developed innovations into Siemens’ 
products.
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• Heterogenous system.
• Huge deployment of PLCs.

• 60% of PLCs sourced by Siemens.
• Rest from vendors like Schneider Electric.

• Main difference to other industries: huge number of 
devices.

• Also new device classes e.g., 5G / LoraWAN 
connected sensor/small devices.

CERN Control System
Su

pe
rv

is
io

n 
& 

Lo
gi

c
Co

nt
ro

l
Fi

el
d

I/O Devices Power supplies

Edge Device(s)OPC UA ServersPLCsFECs

WinCC OA HMIs Terminal Server Archiver

Office Computers

Technical 
Network

General Public 
Network

Fieldbus

Level 2

Level 1

Level 0

* Image by CERN



Pain Points
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Scoping revealed two major pain points.

Ingestion of Monitoring Data Processing and Visualization of Data



Processing and Visualizing Data
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• No complete out-of-the-box Siemens solution yet.

• CERN + Siemens Master student developed PoC covering white spots (frontend and 
backend).



Co-creation with Industrial Edge
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• Machine Insight:
• Industrial Edge App for the monitoring of PLCs.
• Evaluated previous year by CERN.
• Valuable feedback received.

• Collaboration is highly beneficial due to…
• …varied nature of CERN's infrastructure. 
• …e.g., multiple devices vendors and hardware 

versions.

• Upcoming: co-create on functionality extensions.



Evaluation vPLC @ CERN
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• We received great customer feedback for the vPLC.

• CERN allows us to evaluate the vPLC…
• …transparently and open.
• …in a large deployment, with many use-cases.

• Ideal candidate:
• Massive number of PLCs.
• Various requirements and control applications.
• Potentially upcoming new accelerator:

• Requires more flexible and larger setup.
• Virtualization of control could be helpful.



Summary and Outlook
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• Previous year: collaboration with CERN 
on device monitoring.

• This year:
• Co-creation on device monitoring.
• Evaluation of the Virtual PLC.

• Next 3-year collaboration in preparation.



Contact
Dr. Christian Kern

Siemens AG
Technology
Connectivity & Edge
Edge Computing

christian.kern@siemens.com
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