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Subprojects

• Openlab seventh phase: 2021-2023 

• Device Monitoring 

• Edge Computing 

• Openlab eighth phase: 2024-2026 

• Device Monitoring (Continued) 

• Industrial co-pilot
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Collaborative model

• Siemens provides the latest solutions to tackle challenges at CERN. 

• CERN’s complex control infrastructure is a testbed for evaluating and 
refining these solutions. 

• Siemens product owners receive feedback, enabling them to modify or 
add new features. 

• We co-develop prototype applications that integrate with various 
Siemens tools
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Device Monitoring
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Objective

• Monitor & Diagnose large array of heterogenous industrial control 
devices  

• Two main components 

• Data Aggregation 

• Data Visualization 

• Aggregation 

• Collect and consolidate device diagnostics info in real-time 

• Visualization 

• Visualize the entire system’s status in an intuitive manner
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Challenges

• Autonomy leading to heterogeneity: The engineering teams responsible 
for their control system select the PLC models and software frameworks 

• Limited Influence: Our group, BE-ICS, provides centralized service and 
product recommendations but cannot make procurement decisions 

• Lack of standardization: The teams develop their code independently 
and hence BE-ICS cannot enforce uniform standards for diagnostics 
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Example scenario

• During upgrades, cooling & ventilation engineering team decides to 
procure several S7-1500 PLCs 

• They develop the control code using frameworks developed by BE-ICS 

• They do not transfer diagnostics information to PLC data block, 
preventing it from being transmitted northbound 

• Consequently, a monitoring agent based on reverse-engineered library, 
has to be used to retrieve diagnostic information
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Cooling towers at CERN
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Monitoring agents

• Different methods for extracting 
diagnostics based on the PLC model 

• S7-300/400 - Agent based on 
LIBNODAVE 

• Old reverse-engineered library not 
supported or maintained by 
Siemens  

• S7-1500 - Web scrapping 

• Extraction of HTML data from the 
PLC’s web server  

• SE PLCs
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LIBNODAVE 
(Reverse-engineered  

S7 Library)

Web scraping 
(Reading from PLC’s 

web server)

MOON 
(Visualization of 
device status) 

S7 300/400 S7 1500

https://github.com/netdata-be/libnodave
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Siemens 
S7 400 

Schneider Electric 
M340/580

Agents retrieving diagnostic information from variety of PLCs 
and converting it to standard formats (JSON)
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Data visualization

• We developed an application for real-time 
visualization of system health 

• Based on finite state machine concepts 

• Tree representation to capture the hierarchical 
relationship between devices 

• Intuitive navigation, enabling operators to 
locate errors quickly
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User-interface to configure the device tree
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Parameters configured to interact with Siemens 
monitoring solutions 

Main-view that runs the logic that updates visualization in real-time
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Next steps

• Explore officially supported communication drivers and libraries that 
allow retrieval of diagnostic information 

• Build tools around it and integrate it with the visualization tool 

• Collaboratively work with product owners to add or modify features of 
the existing Siemens monitoring solutions
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Use case: Optimising HVAC systems

• Advanced control algorithms can optimize HVAC 
processes to reduce energy consumption 

• Model Predictive Control for Air Handling Units - 
F Ghawash et al. 2022 

• Previous setup: Run the algorithm on SCADA 
servers and send control signals to PLC 

• Proposed Upgrade: Develop, Run, and Test the 
algorithm on an Edge device
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Control

Edge device to deploy MPC algorithms for HVAC 

https://www.researchgate.net/publication/361438897_Model_Predictive_Control_of_Air_Handling_Unit_for_a_Single_Zone_Setup
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DevOps on Edge

Template 1 ⋯

IE Databus

PLC 
S7 400/1500

Postgres DB 

S7 Connector

MQTT Broker

Template Runtime Environment

Template 2 Template N

IE Flow Creator

MQTT Broker

The architecture of ‘Template Framework’ - A DevOps platform for Edge
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• Web application to interact with the MPC algorithm  

• Developed with another Edge application: IE flow creator  

• Based on flow-based programming tool: Node-red 

• The application provides node.js components and angular.js templates 
to build a full-stack web application with less effort

HMI on Edge
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Web development spectrum 

Easy DifficultControl engineer

No-code 
platforms

Full stack web 
development

Flow-based  
Programming
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Conclusion 

• Edge ecosystem consists of Drivers, Applications, and Runtime 
environments to augment a PLC with complex algorithms 

• Supports various industrial communication protocols 

• Advanced control algorithms can be deployed using a specific DevOps 
platform 

• Web applications using flow-based programming can be developed to 
provide a user interface
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Industrial Co-Pilot
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Background

• The recent rise of Large Language Models with billions of parameters 

• It can be leveraged as a tool for industrial control code development 

• Many popular LLMs are proprietary and require a license  

• Parallel movement in the LLM space: open source LLMs 

• Llama 2, BLOOM, etc. 

• Possibility for more flexibility and customization and transparency
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Objective

• Initiate the development of a tool to generate industrial control code 

• WinCC OA Control Code for the SCADA layer 

• PLC Code for the Control layer 

• Explore the application of LLMs in generating code documentation 

• Build a benchmarking suite to test the quality of various open-source 
LLMs 
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