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Why a Control System? L0

» The physicists and operators need to be able to remotely control and monitor the elements the
particle accelerators are made off

=>» this is the role of the Control System.

» The Control System's job is to provide to the physicists and operators a means to:
> set reference values (aka setting) and states in active elements (e.g. power converters),

read instruments,

monitor the health of sub-systems,

diagnose faults,

etc.
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Controls Complexity L0

CMS
> Many requirements from physicists and operators -
G|F++'~-..
~CENF

ALICE LHCb

» Accelerators made of many elements

SPS

> Early accelerators, e.g. CERN Proton Synchrotron (PS), were small 2

(< 5’000 devices) .
> Latest accelerators, e.g. LHC, are much more complex to operate 12| o ISOLDE
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the complexity and help you to do i b Rt kbiam) D ton) Pl <o
. .. . = "LEIR -ISOLDE AD/ELENA THE an
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Joe,

Control System Key Requirements

Act on accelerator elements (settings & states)

> Minimum: direct access to the hardware values

> ldeal:
» Model-driven control to work at a higher level _
» Global transactional synchronisation
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Control System Key Requirements S
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Control System Key Requirements

The CERN Accelerator School

i:i.'\ LSA Applications Suite (v 15.9.9) fusalal
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More Control System Requirements S

» Safety for machine protection & operational availability

» Minimum: Machine interlock to protect the hardware

» Ideal: High-level fast-reaction interlocks and role-based access to prevent the wrong action at the
wrong time
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Joe,

The CERN Accelerator School

More Control System Requirements

PREPARE RAMP
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> Automation
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More Control System Requirements S

» Diagnostics
» Detection, identification, and follow-up of problems in the controls infrastructure
» Minimum: Non-interactive status screens

» Ideal: Online monitoring, remote interventions (e.g. power cycle), failure prediction (Machine Learning),
analysis tools Dasnbosrd .
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And many more...
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A bit of History
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Moore’s Law

Modern days
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Data source: Wikipedia (https://en.wikipedia.org/wiki/Transistor_count)
The data visualization is available at OurWorldinData.org. There you find more visualizations and research on this topic.
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Control System Prehistory A3

» Accelerators are small and overall less complex (e.g. no superconducting magnets)

» No more than a few thousands of devices to control

» No computing infrastructure and limited possibility to model

» Actuator and monitors are physically in the local control rooms (e.g. buttons, knobs, analogue
oscilloscopes, etc.)
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Control System Prehistory
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The Early Days OO

Beginning of remote controls
» Still limited by the available performance
» Lack of standards and common frameworks = more DIY and custom solutions

» Emergence of several controls solutions, aiming at different types of accelerators (at first)
» EPICS (driven by US labs),
» Tango (driven by ESRF (Fr) — synchrotron light sources)

o EPICS

TANGAY.

1 non-exhaustive list
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Modern days | . OO

» Hardware has become powerful

» E.g. embedded systems at CERN in late 90s had 64 MB of RAM,;
Nowadays, they have 8 GB

» Most of the needs are covered

> Yet, users want more and more data (turn-by-turn acquisitions, big-data
solution for the long-term storage, etc.)

» Software industry has become a major actor worldwide.
Logged data volumes (LDB-only, post filtering)

» We can rely on many readily available technologies that open the doors to
much more powerful systems 300

800

» We still need to integrate and customise them to the very ™
specific domain of particle accelerator controls -

. . GB/day 500
> Not all solutions are appropriate;

Need to remember accelerator controls # selling plane tickets

400

300

» Mastering the different solutions with their evolution, limitations, etc. isa
major challenge 100

» The rhythm of updates is no longer under our control. E.g. recent Linux °
CentOS changes
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High-Level Hardware Architecture O
a

/ Front-end computers (FEC) PLCs \

PICMG1.3
platforms

) Client Tier

= Equipment experts’ : .
é _@ Operators’consoles consoles Fixed displays Tlp Of the |Ceberg
= Keywords:
‘g g Q g ég %@ @ @ @ Console (CERN)
el = % S | Terminal N
-
& @
I f .
o S| ( Application servers Databases File servers FECs'boot servers Server Tier
wn (= .
3l 3 Central computing
s & infrastructure
g % Keywords:
o % \ Back-End Computer (BEC) (CERN)
& 5
(W] G}

z

o

]

2

Resource Tier
Electronics close to the
accelerator

Keywords:

Front-End Computer (FEC) (CERN) Analogue

I/O Controller (I0C) (EPICS) [y & digital Fieldbuses
Device Server (Tango) Y interfacing | | /

Accelerator Equipment
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High-Level Hardware Architecture O

Resource Tier

» Open enclosures

» Easy access

» Better cooling and power available
» But expensive

> Closed enclosures

» Possible for simple functions (e.g. fieldbus
control)

» Cost effective; when deployed in big number, e.g.
LHC power converter control gateways
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High-Level Hardware Architecture O

Middle Tier

» |IT Computer centre type of hardware
» High-density
» Highly available (redundancy and hot-swap)
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High-Level Hardware Architecture O

Control Room Computers

» As much as possible COTS desktop
PCs but MTBF requirements might be
difficult to satisfy

» Users expect modern reactive GUIs

» Several layers of screens to have as
much data as possible available

Front row — Interactlve appllcatlons
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High-Level Software Architecture O

Equipment experts’

Operators’consoles consoles Fixed displays
F ront-en d T| er Application servers Databases File servers FECs'boot servers

Real-time control and acquisition

» Limited, local scope

» Fast reaction possible (interrupts)

» Limited computing power (compared to other tiers)

» Equipment processing to provides a high-level view of the
hardware

» Real-time (RT) applications relies on frameworks, which capture
the recuring aspects (react to events, publish new data, etc.) E.g.
FESA @ CERN, POGO with Tango

» Based on technologies closed to the hardware (C for drivers, C++
for RT, etc.)

CERN'’s general purpose Ethe{rnet network (GPN)

CERN's Gigabit Ethernet technical network (TN) @

Front-end computers (FEC) PLCs

RT Application

(e.q. Kicker system control)

RT Frameworks
(e.g. FESA @ CERN)

Device Drivers
(e.g. Timing receiver kernel module)
Operating System
v M (e.g. Linux @ CERN) :

®
Accelerator Equipment - SR

—\
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High-Level Software Architecture O

Equipment experts’
Operators’consoles consoles Fixed displays

53 && 4§y

Settings Long-term Automation
Management Logging Etc.

Business Tier
General purpose services & Specific
business logic

» Broader scope; able to coordinate the entire accelerator

» Powerful computers

» Less reactive (network) and at a higher-level of abstraction

» Based on technologies that are better suited for high-level
business logic (e.g. Java)

L

CERN'’s general purpose Ethernet network (GPN)

CERN's Gigabit Etheret technical network (TN) @

PICMG1.3
platforms |

w7

Analogue
| N &digital |
' interfacing

Fieldbuses
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High-Level Software Architecture
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Accelerator Equipment
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A few examples
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Accelerators Optimisation O

CMS

mise the throughput of the
Jlerators

_\ North Area
ALICE g AN O A€ LHCb equirements: Change references of
st all equipment from pulse to pulse

SPS

™ \/AE - The control system must be hard
HiRadMat ATLAS real-time
AD - The central timing system
ISOLDE ~ seqguences the entire beam
production
TT10 RIBs m REX/HIE
TOF P 2001/2015
= _ | East Area |
L '
1959 (628 m)
‘r/"/f‘ NAC , T | CLEAR
>

LEIR

LINAC 3
lons
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Use Case 1: Control Cm

Who: PS operator

What: Change the strength of the extraction septum towards the SPS for the Fixed Target

beam

Involved controls components:

INCA/LSA (Setting management)
CMW (Controls Middleware)

FESA (Real-time hardware control)
Timing (Synchronisation)

In all the examples, we assume all the configuration is already done and we focus on the run-time aspects
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xample 1 — Control -

More strength on my
extraction septum =
0.02978668

[E3] LSA Applications Suite (v 15.13.3)
File Applications Search Help
@rs [v][@c  [+][#%]®] (@ c]wpsop -]
Settings Manag it x|
Source
‘ Working Set |v‘ Parameter Type Parameter
CPS:CENTRAL_TIM-IN) | |LTIM/Permit +| logical. PE.BSW12/K
CPS:CT-TIMINGS K | |logical.PE.BSW14/K
CPS:EA-BLM-SAMPLERS SHLE L logical. PE.BSW20/K
CPS:EA-INSTRUM CGAFG/Amplitude oo
EAST 21 BRtest CPS:EIS CGAFG/Delay | | [logical.PE.SMHL6/K
EAST DUMP CPS:EIL6 CGAFG/Enable
EAST_ION_FLAT_BOTTOM CPS:EJ16-TIM CGAFG/Setting
EAST T8 21 | |eps:E161 FGC_62/REF.FUNC.PLAY | Select All
IE_AST#lb Pb ~||rps-ERIC.Codecs FGC_62/REF.PULSE.OFFSET_US > Fields Hierarchy
e Select All Select All (1/5)

000 OPERATIONAL
[] Show Sub Contexts

E—s

.

H Parameter filters... ¥

2w

i)
Trim o | " Setting Part: | ® Value (0 Target O Correction | Time Base: ® Cycle {J Beamprocess ) Injection
Trim Settings
[] Transpose table Add delta
Tr_|m Copy ¥ ‘Lé‘f —— MTE_21 $PSRING_1BF$BPO
editor < logical PE.SMHLE/K _|0.02978668
Compare ¥
Generate / Delete ¥
K=0.02978668
Acquire / Drive ¥
K, Current
Current= 15280
g—
)
\ & H Zero Settings ¥ of Trim Cancel last trim ¥ Apply Trim
Contr0| nOWI 15:57:15 - Parameters loaded for P5 -

0x3BBO*

*not a real value
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Example 1 — Control - Communication OO

( PSBEAM/MOMENTUMej1 ) [ Ingical PE.SMH16/K |

Remote Method Invocation (RMI) or Trim request (new value, context, etc.) )‘\
i \ / / Makerule: Java class to compute

REST endpoint to call the InCA server
(_logical.PE.SMH16/1 | parameters based on other parameters,
\l/ hardware characteristics (calibration
BEC curve) and cycle specific values

§

—

<ly Pl |
Spring ( PE.SMH16/SettingPPM#current |
~ Save the new values (K, |, current)

\ . .
along with some contextual info

1. Parameter hierarchy (who, what time, etc.)
2. Currentvalues (p, K, 1, ...)
3. Name of the Makerule to
Drive the new value by setting apply
the device PE.SMH16 for 4. Mapping between cycle and :
timing user timing user (“MTE 21” = ORACLE

CPS.USER.SFTPRO1 CPS.USER.SFTPRO1) ——

(Property: SettingPPM)

FEC

FESA Class
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Example 1 — Control — Low-level O

Stores the mapping between the device names and the
servers hosting them

CCDB is at the heart of our database-driven control
system

_ Stores the mapping between the server names

and their addresses (TCP://xxx)

Set request (new value, context, etc.) service
“ Very critical & Redundant

CMW-RDA based on ZeroMQ oMQ
Supports three basic operations

- Get (read) —
- Set (write)

- Subscribe (monitor)

Internal storage

alue (t-1)

FESA Server
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Example 1 — Control — Beam production L0

Internal
storage

Value (t-1)

Value (t-2)

V\

Control now!

Power
converter

vy

/

Extract now!

SPS
PS

P T N 200 N
t It

ctrl extract
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Use Case 2: Acquisition OO

« Who: PS operator

 What: Keep an eye on acquisition values of many control devices. The low-level data needs
post-processing and will be displayed as a graph in a web page

* Involved controls components:
* Timing (Synchronisation)
 FESA (Real-time hardware control)
« CMW (Controls Middleware)
« UCAP (Unified Controls Acquisition & Processing)
«  WRAP (Web Rapid Application Platform)

In all the examples, we assume all the configuration is already done and we focus on the run-time aspects
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Example 2 — Monitoring Cm

Search dashboard

PR.BLM.A

Here are the
losses, everything
is OK

PR.BLM.B

S S Y S = - I II I In__

high-level value @ t;

belowsars - thresholdBars.

——
a@t b @ t cC@t
/ :
FESA Class FESA Class Read now!
(time =t
0x61 0x62 0x63

VMEBuUSs board /V' S

*UCAP: Unified Controls Acquisition & Processing framework
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Example 2 — Monitoring — Low-level acquisition O

Rolling Buffer @MQ | CMW-RDA updates

Value (t-1)

Value (t-2) teycler tacq

.

Read now!

\ Notify for t,,

Timing System \
(GMT) Acquire now!

SPS
PS
PSB
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Example 2 — Monitoring — Post-processing OO

g acc
// \\ UCAP Node SPS _
/ N ?
/Virtual Device A PS
| PSB
Standard algorithms

* Aggregators
* Array manipulations

' + Basic maths, etc. * How to group the incoming data?
%{g Custom algorithms =» Start Cycle timestamp (AKA cyclestamp)
<= « Java + ({)056Gi

* Python «  When to trigger the post-processing?
_ = Once all the data is there or after a time-out
a

tsplit I text

T T T « spring * How long to walit for late comers?
Data updates = boot =>» Configurable time-out
. : : : -
CMW-RDA[ o~ CMW-RDA| . - CMW-RDA| - CMW-RDA| o What to do if no data |s_pu_bI|shed. r&
Update Update Update Update =>» Out-of-the-box monitoring

Grafana  prometheus
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xample 2 — Monitoring — Diagnostics

49 83 UCAP/Nodes <=3

UCAP Version Transformations Running Outgoing Subscriptions Outgoing Subscription Sources

SignalListener Status (State of Incoming subscriptions) EventBuilder Rate (events produced from incoming subscriptions)

| Yy \ Il | | | [ | T “ | \ \ | il
oYU YY VITE V) | [HEEA AR
17:30 17:35 17:40 17:45 17:50 17:55 18:00 18:10 18:15 17:30 17:35 17:40 17:45 17:50 18:05 18:10 18:15 18:20 18:25

— Total — Error — Ok — Events/sec — Timed out events/sec

State of transformations Transformation Results

I 1 T T T T | | YA (R
Lty vy ity Lt v bt [ HAN | AR

1]
17:30 17:35 17:40 17:45 17:50 18:00 18:10 18:15 17:30 17:35 17:40 17:45 17:50 17:55 18:00 18:05 18:10 18:15 18:20 18:25

— Started — Registered — Stopped — Values/sec — Errors/sec

Virtual Device Server (Outgoing subscriptions)
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Example 2 — Monitoring — Graphical User Interfa

@,

Rp! Accelerator School

B cPS:BFAS - CPS.USER.TOF - (INCA) [_ o]
File Edit View References Archives Commands Control Programs Help - . »
@ 07 Aug 2012 16:52:33 CPS - 07 TOF | TOF_doublefB o Ominn AR, Suits el
ug :52: - ~_doublel = A—
4 +8 - 1431 - erowx G o Eile View Help e oot . =
o5 &G ench dashooar @
JAPC view & DC
MKController UserPermitted User Permitted To Play Kicker Kick Count - B
BFA21P.359.F3. CONTROLLER false false 1, 0, 0, 0, 0, 0, O, O, 1 Cycles X eams X BCDs X A N G U L R
BrASP.359.73. CONTROLLER faise false 1, 0, 0, 0, 0, 0, 0, 0, . 1 J'S\
BFA215.359. F3. CONTROLLER false false 1, 1, 1, 1, 1, 0, 0, O, s General | Cycles | @ Rules
BFASS.359.73. CONTROLLER faise false 1, 1, 1, 1, 1, 0, 0, O, s PRBLM.A
DFAZ42.359.F3. CONTROLLER false false 1, 0, 0, 0, 0, 0, 0, O, 1 Filter LEI cy T PSB cy h 4 Filter CPS cyc b h 4 g -
LI LT B U UET=S Eles 1, 1, 1, 1, 1,0, 0,0, ... 5 NON_MULTIPLEXED LEIR_Ar11 ~ |AD 2021 old ~ [AD 21 Emittance_meas ~ | [Hiradmat_4inj_FB11100_FT500_020 2~
WKControtter_virtual Detayns] Detay 21 Strength[V] | Delay to Play [Delay 21 to ... Strangth to ...  Pfn Agn[V] N WLl HBLEE S Loih sl A e Fei i Hiradmat 4inj FB11100 FT500 020 3
fE. TPy o0 e o == — “NON_MULTIPLEXED_LEIR_PolarityChe | AD_low_intensity_PSB AD_21_PhaseJumpRotation Hiradmat_4inj 020 2018 V1
s o o o o0 e o — “NON_MULTIPLEXED LEIR Xe39 AD_PSE_Clone AD_21 VeryLowint_1% Hiradmat_4Inj_ 0202018 V1 Clone oabowts  baowtar - tressodsirs - beanressnctrs
Tty 550 500 50 e e ey 5 ZERO_ AD_PSE_old AD_21VLI¥2b HIRADMAT_PILOT_LB400_Q20_2021_V
PE. BFA21-953-V 2000 2000 So00 2000 2000 5000 o Arl1_2BP_2014_07_11 MD_MB test = Basic_cycle_100keV_PS AD_ARCH HIRADMAT_PILOT_Q20_2014 _V1
PE. BFAZ1-954-V 3100 3100 5000 3100 3100 s000 24 Ar11_2BP_2014_07_29_AMD_Clone_in, | Basic_cycle_280keV_PS AD_Chroma_2018 HIRADMAT PILOT_Q20_2017_V1
PE. BFAZ1-955-V 4200 4200 5000 4200 4200 5000 o Ar11_2BP_2014_08_19_BARE Cycle Basic_cycle_450keV_GPS AD_Clone HIRADMAT PILOT_Q20_2018 V1
Fi6.DFAZ4Z-Y 1000 11500 1000 11500 o Ar112BP 2014 08 29 ANOMINAL V4 | Basic_cycle 450keV HRS AD IMHS HIRADMAT PILOT Q20 2018 W1 Clon(
F15. DFAZSAS1-V 1030 5000 1030 s000 o Ar11 2BP 2014 09 15 BARE Basic_cycle_ 450keV PS AD_LHCBeamControl LHC100ns 4inj Q20 2018 V1
F16. DFA25452-V 1100 9700 1100 9700 o Ar11 2BP 2014 09 15 ECooler on BC_1.4GeV_PSB_2021 AD_NolnjSync LHC25ns_4dinj_G20_2018 V1 PR.BLM.B
F16. DFAZS453-V 2200 10000 2200 10000 o Arl1 2BP 2014 _10_03 Orbi 1 - BC 2.0GeV PS8 2021 ~| AD_TT2_DISPERSION ~| LHC25ns 020 2021 V1 =
F16. DFAZ5454-V 3100 10500 3100 10500 2 . Ao e = 5
F15. DFAZS455-V 4100 11000 3400 11000 2 -
PsCTstate Hode Local/Renote Busy External Cond. Basic Periods: 6 |~ Q »
PE. BFAZLP. STATE oFF RENOTE o FAULTY, R e S et
PE. BFAOSP. STATE on RENOTE no ok = = 7 = =
PE.BFA21_035. STATE OFF REMOTE. NO FAULTY N
F16. DFAZ42. STATE N REWOTE no [ sPS MD_26_L 7200_Q20_North_Extraction_2021_V1
F16. DFA254. STATE N REMOTE no oK 5 " 5 A
LTI Event Stare De1ay Clock str. AqnC AgnChiano
PEX, SBFA21P Disable PEX, WRF 7620 PAX. TRF - CPS LHC#1b_INDIV_DispSPS ] L
PEX. SEFASP Disavle PEX. WRF 7620 PAX.TRF - - - - - " 2 .
PEX. SBFAS Disable PEX. WRF 7614 PAX.TRE e e -
Fi6x. SDFAZ4Z Disable PEX. R 7652 PAX.TRF E E PSB | LHCINDIV_2021 Name: LHC#1b_INDIV _DispSPS
F16X. SDFAZS4 Disable PEX. WRF 1600 PAX.TRF - - R ; Length: 2 BP "
LTIN Event start Delay Clock str. AgnC AanClano L] Dese: for dispersion measurment in SPS.
PEX. SSANP-BFA Enable PEX. WRF 20000 100z 728 728000600 |~ LEI [ —p— S —
4 Il MisC:
A
@  Destination 16: The indication for fast, slow or
Mo Exception to display... MT extraction is not set (MISC)
[ ‘ REST for command/response

_tii) SWING

—

Simplified flow

UCAP Node

|CMW-RDA updates

WebSocket for live updates

v

oMQ

Accelerator Controls - S. Deghaye
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Use Case 3: Logging OO

Who: Accelerator physicist
What: Store acquisition values of many control devices long-term and perform analysis

Involved controls components:

Timing (Synchronisation)

FESA (Real-time hardware control)
CMW (Controls Middleware)
NXCALS (Data Logging)

SWAN (Web-based analysis tool)

In all the examples, we assume all the configuration is already done and we focus on the run-time aspects
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Example 3 — Logging OO

Values on the

06/06/2021 ?
, 00 = —
SWAN a, b,C@06-06-21 ,‘ | . Iﬂl A |.| .i .I-.I ) -.|-|‘L. 1
2 W)
= o '

a,b,c@
06-06-21

G abcenr

Already covered in the previous example

*SWAN: Service for Web-based ANalysis

Accelerator Controls - S. Deghaye




Example 3 —Logging - Ingestion A3

~20 BEC (48 cores, 512 GB RAM)

/ NXCALS Cluster\

High-Availability (fault tolerant & self healing)
Load balancing
/ Monitoring (see UCAP)

A akka

Local storage for 36 hours

Data reliability in case of
storage failure

APACHE To storage >
— )
2.5 TB/day
A
[ |
CMW-RDA CMW-RDA CMW-RDA CMW-RDA
Update oMG Update oM@ Update oM@ Update IGMG

G G e e
|
100s FECs

J
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Example 3 - Logging - Storage

Continuous buffered

/

NXCALS Storage (CERN IT)

writes

Periodic writes

(~2 mins)

Accelerator Controls - S. Deghaye

Joe,

The CERN Accelerator School

Nov-2021:
» ~40 servers
> 1.1 PB logged data

Recent data
~ last 4-5 days

L —

All of the data

— after compaction




7L

- Courtesy BN Edselarator School

Example 3 —Logging - extraction

e ® Analysis

Vv'[”;‘», (L <.
AT S \ L b )
NXCALS \ [ p /

Storage

Data

fres corn . mucals. apd csmnr Law L e -
\ a e
< L g kL) PR O )
APACHE -EREIRTim | RELE i |
Older data S QrK '“‘"".l.'..‘ =Y T
p i w1%, du| "wecabs_wedum, s lemenie” | #]i

.- lijr ll IHI” }f A Ii-
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Want to know more? CIX)
@)
NS

CERN Beams Department (https://beams.cern/)

Introduction to BE-CO Control System, 2019 Edition, =S
S. Deghaye & E. Fortescue, CERN, 2020.
(https://cds.cern.ch/record/2748122)

TANGA.

Tango Controls (https://www.tango-controls.org/)

EPICS
EWLAE

EPICS (https://epics-controls.org/)
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