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The Detector Safety System

a.k.a. the reason why the detectors in the biggest accelerator in the
world don't set on fire.
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What i1s DSS?
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What i1s DSS?

The Detector Safety System (DSS) is a control system that detects abnormal and potential
harmful situations and minimizes the consequent damage to experiment’'s equipment by taking
protective actions (equipment protection).
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UPS s OPC server / gateway functionality also plays a ole for ssfety, by limiting the
possibilities for operator input errors. This is achicved by
peovading d assistance to the user, and by analysing
his mput. Any detected inconsistency is rejected before
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It complements but not duplicate other

o the DSS, which is embedded in the experiment's  Alsrm-Action-Matrx, the state of the actuators is deter-
DCS, and mined and set This seauence is reneated periodically

existing systems, such as the Detector
Control System (DCS) and CERN Safety
System (CSS)

It was first presented in ICALEPCS 2003
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THE CERN DETECTOR SAFETY SY!
Luders®, R B. Flockhart, G Morpurgo, S

Abstract
The Detector Safety System (DSS), developed st
CERN in common for the four LHC experiments under
auspices of the Joint Conirols Project (JCOP), will be
oy, o sy i Seaeo, riecion o
these experiments. Therefore, the DSS requires a high
dogme ol ok ety s sty 1 cigned
of a Front-cnd and a Back-cad pa rooknd i

ced o edundat S PLE 1 which it

crtical part of the DSS task is delegated. The PLC —
end is capuble of running autonomously and of sutomati-
cally taking predefined protective actions whenever re-
quired_ I s supervised and configured by the CERN-cho-
sen PVSS SCADA system via a Siemens OPC server
The supervisory layer provides the operatoe with a statiss
display and with limited online reconfiguration capabili-
ties. Configuration of the code nunning in the PLCs is
completely data driven via the contents of a “Conligura
tion Database™. Thus, the DSS can easily adagt 10 the
diffrent and consunily evolving requirements of the
LHC experiments during their construction. comis-
sioning and explataion phases. Correnty, the DSS 15
being mstalled and commisssoned for the construction of

the CMS and LHCD experiments.

INTRODUCT

The Detector Safety System (DSS) project covers one

of the grey areas that stil existed in the development

process of the cxpeiments a the Large Hadron Coldr
HC

cially where people’s lives are, or may be, in danger” [1]
legated to the CERN Safely System (CSS). Normal
operation of the detectors is performed by the correspond-
iog Qoo éamoel s (DCS). The bt s o o
oo opecially 1 e evallabitey s ety of
sed DCS does not scem to be sufficient o ensure

ments produced a docu:
ment [2] defining requirements for a system assuring
cquipment protection for the valuable, and sometime:
imeplaceable, detectors. The oulcome of this i the DSS.

SCOPE AND REQUIREMENTS
The main gl ofthe DSS i 0 detec ool and po-
tentilly barmful situations, and to minimize the conse
uent damage o he experimen’s squipment by mmg
wotective actions”. By implementing th
radction o he osvumence of Mgher tve ke wilk
mare scrious consequences can be expected, and therefore
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n increas of the experiment’s ruaing time and eff-
should complement but pot duplic
cxising systems, suh asthe DCS ad CSS. By kg
ogether, roe sy il exsr s somions
oo ot g . g P
danger, are well covere

As a consequence of the above mentioned goals, the
following main requirements were defined for the DSS. It

tobe

ciency. The D!

o tighly bl and winlate, e woll s heple sad

B S experiment safet
ot Petmamity ety of s

of DCS and CSS,
o able to take immediate action o protect the equip-
ment,

scalable, 50 that it may evolve with the experiments
during their assembly, commissioning. o
dismantling (a time-span of approximately
maintainable over the lfedime of the experiments,
configurable. so that changes in the setup can be ac-
counted for
« conncctable to other sub-{detector-Jsystems, and
« integrated into the DCS, 50 that existing ools can be
reused, and that the look & fecl, monitoring. and
logging sre standardized
A complete overview of the DSS inside the experi-
ment's control system architecture is shown in Figure 1. It
¢ compond of e fllowing saiie

« the equipment xlm is acted upon, i<, primary ser-
vior, 1 0 copmet wer ookl o e
perimens

o foe DCS, whi oherent multi-level control sy

tem rnsing togthr with ks own fonkend wnd
which migh take corctive actin 1 mainan -

. e CSS together with its own sensors, taking all re-
quired safety a # calling the fire service) in
ase of 30 alarm and which is requised by law

Figure 1: The experiment's control infrastructure.
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How does DSS work?

1. Declare and configure sensors to check the status of the Detector
2. Define alarms that trigger when specific conditions based on the sensors verify
3. Declare and configure actuators that activates when an alarm triggers

DSS
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How does DSS work?

The DSS comprises two main components:
 Frontend : PLC application, running on a set of redundant Siemens PLCs

« Backend: SCADA Application, based on the Siemens/ETM WinCC Open Architecture
SCADA software 5SS

Input Output
- —
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Challenges
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Challenges

My goal is to maintain and refactor the SCADA (Supervisory@\%l and Data Acquisition) layer
of DSS. However, the system makes us face some cha 6

 Ciritical system (Users expect 24/7 u @e 0
« Users are very reluctant to chan

« Hardware is physically cI ?Mﬁ@
* Deployment pos&%&all dows (end of year shutdown, etc..)
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Solutions

« Critical system (Users expect 24/7 uptime)
« Test every change in a perfect physical copy of the system before deploying

» Be ready to roll-back quickly

« Users are very reluctant to change, but upgrades are required
« Put nice-for-developer changes with nice-for-users ones

* Make the new feature look more appealing

« Hardware is physically close to application
» Perform remote operations as much as possible

* Deployment possible in small time windows (end of year shutdown, etc..)
* Book these slots well in advance and be flexible with dates

» Make the users desire the upgrade
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Conclusions

Engineers like to work on latest technologies

Real world projects are legacy and have constraints

It iIs possible to reduce the gap between
iIndustry and modern software development!
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