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Goal
• Develop the approaches to

o Identify
o Intervene
o Disrupt 

Networks that facilitate procurement and sale of Illicit, 
Substandard, and Falsified Medicinal Products (ISFMP)
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• Illicit, Substandard, and 
Falsified Medical Products 
(ISFMP) include medical 
products which are:
o Stolen
o Diverted
o Price-gouged
o Unregistered
o Unlicensed
o Counterfeit

• Examples include toxic or 
ineffective:
o Prescription drugs
o Dietary supplements
o Face masks
o Vaccines
o Testing kits

Background: What are ISFMP?
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Background: Why are ISFMP a problem?

Counterfeit drugs 
account for 

approximately $75B 
of a $962B global 
pharmaceutical 

market

Cause well over half 
a million deaths 

annually

The emergence of 
long-term drug 

resistance

Production and sale 
of ISFMP
•compromise a health 
system

•undermine the production 
and procurement of 
legitimate drugs

•pose a public health 
hazard

•erode public trust
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Background: ISFMP Detection Challenges
• Current strategies to tackle counterfeit drug trade (to the 

best of our knowledge)
o do not integrate 

‒ the plurality of internet-available data
‒ intervention approaches
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Learn 
topological 
properties

Find motifs

Link prediction

Learn physical 
properties

Monte Carlo 
dynamics

Cascading 
failures

Random 
damage

Method: Finding “Weak” Links
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Think of how an 
investigator uses 
a working wall to 
solve a case…

Collect 
OSINT

Aggregate

ClusterInference

Disseminate

Evaluate
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AI-SNIPS: Pipeline
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Illustration of the AI-SNIPS pipeline after completion of the core functionality milestone.

T. A. Burt, N. Passas, and I. A. Kakadiaris, “AI-SNIPS: A Platform for Network Intelligence-Based Pharmaceutical Security,” AAAI, vol. 37, no. 13, pp. 16407–16409, Jun. 2023, doi: 
10.1609/aaai.v37i13.27061.
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• Case
o Required (1 attribute)

‒ One or more URLs suspected of 
ISFMP activity

o Optional (47 attributes)
‒ Seller PII, case notes, outcomes

• One Case represents
o One node in the output network
o One row in the stakeholder-provided 

lead sheet
• One lead sheet consists of

o Rows: cases
o Columns: attributes

• Aggregate of all ISFMP case 
attributes encountered to date

• Most not currently used to link 
sellers

• New attributes can be added 
upon stakeholder request
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AI-SNIPS: Input



Output
• Clustered Cases

‒ Cases that had no similarities 
with other cases (i.e., no 
edges) are discarded

Output, Optional
• Cluster Descriptors

‒ Summarize the most 
prominent cluster similarities

• Metrics from network analysis
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AI-SNIPS: Output



Results
• Natural period of about 

two weeks in the 
availability of ISFMP 
items
o Emerges regardless of 

lead type or initial 
scraping date
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Results (2)

• Small-world (or scale-free) 
behavior in the network’s 
degree distribution p(k)
⟹ Implies the existence of a 
scaling law between seller 
connectivity and network size
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Degree distribution p(k) of clustered nodes (degree k ≥ 1, unweighted)

𝑘𝑘𝑢𝑢𝑢𝑢𝑢𝑢 ≅ 3



Results (3)

• The average unweighted 
degree of similar seller groups 
is approximately 3
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Degree distribution p(k) of clustered nodes (degree k ≥ 1, unweighted)

𝑘𝑘𝑢𝑢𝑢𝑢𝑢𝑢 ≅ 3



Results (4)

• The average unweighted 
degree of similar seller groups 
is approximately 3
⟹ Agrees with other studies that 
pharmaceutical affiliate programs 
often consist of interactions 
between three dependent entity 
types at a single point in time
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Results (5)

• Clustered nodes distribution supports 
that most ISFMP seller groups come 
in pairs of two (≅ 60%) (might be an 
artifact…)
⟹Heavy tail implies a handful of the 
groups are much larger and probably 
involved in spamming/pharmaceutical 
affiliate programs (PAP)
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Future Research Work
• Dynamics

o Disruptions
o Validation
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Conclusions
• AI-SNIPS hopes to incorporate strategies from physics 

and machine learning into pharmaceutical security
• Validation of network disruption strategies is the hardest 

(and most time-consuming) part
• Important to address the root causes and global conditions 

that lead to pharmaceutical counterfeiting to make true 
progress
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