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Linux at CERN and the role of the CERN Linux team ()

NS

, provides

support for package and image building, as well as for the deployment and
operation of the supported Linux distributions on servers and managed

desktops.”

=> Support

Data Centres (Compute & Services)
Accelerator Infrastructure (front- and backend)
Experiment farms (Online)

Engineering clusters (Electronics)
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Managed Desktops
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Worldwide LHC Computing Grid
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Linux Strategy Evolution in the past 10 Years

=) 2014: Move from SL(C) to CentOS (HEPiX 2014%)

=) 2021: Move from CentOS to Stream

b
b

Triggered by RedHat's refocus announcement® in late 2020
Together with FNAL¥ and WLCG

=) 2022: Re-evaluation

b
b

Experience with Stream in production
Together with ENAL in Decembere(, regular updates to wLcG*

nmp 2023: Move to RHEL and AlmaLinux

(8
b

In production during Q1, phase-out of CS8/9 during 2023

Reasoning for rebuild selection'z

=) 2023: Source code availability changes

>
S

2014

Red Hat announced® they stopped publishing RHEL sources

Two-ecosystem strategy ... ?

CER/W
\

NS

wmarz Linux Future Committee Meeting

inux Future Committee Meeting

2024
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https://indico.cern.ch/event/274555/contributions/615736/attachments/495716/684970/Next_Linux_version_at_CERN.pdf
https://www.redhat.com/en/blog/furthering-evolution-centos-stream
https://indico.cern.ch/event/274555/contributions/615736/attachments/495716/684970/Next_Linux_version_at_CERN.pdf
https://linux.web.cern.ch/news/2020/12/monthly_news/
https://indico.cern.ch/event/274555/contributions/615736/attachments/495716/684970/Next_Linux_version_at_CERN.pdf
https://linux.web.cern.ch/news/2022/12/monthly_news/
https://indico.cern.ch/event/274555/contributions/615736/attachments/495716/684970/Next_Linux_version_at_CERN.pdf
https://indico.cern.ch/event/1224843/
https://indico.cern.ch/event/274555/contributions/615736/attachments/495716/684970/Next_Linux_version_at_CERN.pdf
https://indico.cern.ch/event/1224843/contributions/5195885/attachments/2574188/4438589/GDB%20Meeting%2011%20January%202023.pdf
https://indico.cern.ch/event/274555/contributions/615736/attachments/495716/684970/Next_Linux_version_at_CERN.pdf
https://www.redhat.com/en/blog/furthering-evolution-centos-stream
https://linux.web.cern.ch/news/2022/12/monthly_news/
https://indico.cern.ch/event/274555/contributions/615736/attachments/495716/684970/Next_Linux_version_at_CERN.pdf
https://indico.cern.ch/event/1224843/
https://indico.cern.ch/event/274555/contributions/615736/attachments/495716/684970/Next_Linux_version_at_CERN.pdf

Supported Linux Distributions at CERN o

=) Red Hat Enterprise Linux 8 & 9

L CERN has a site-wide license until 2029 ‘ Red Ha‘!: .
b Self-support in general, limited full support Enterprlse Linux

L We negotiated an “Extended Research Network”

=) AlmaLinux 8 & 9
L Free and open-source alternative og“) AI mq Li nux

b Credible fraction of capacity of WLCG services

L Containers

Arne Wiebalck: Preparing a multi-ecosystem Linux Strategy at CERN — HEPiX April 15, 2024




Linux at CERN: Status &)

Hardware support ... long-term availability ... modern and updated ... desktop-friendly ... freely available ... container usable ...

CERN hostnames accessing linuxsoft repos (Weekly)

‘ RedHat
Enterprise Linux 9

Unique CERN internal IPs hitting the Linux repositories in the past 12 months
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OpenStack as an O/S Migration Example o

openstack.

2200

Number of Hypervisors by OS + ® Last 9 months
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== AlmaLinux-8 == AlmaLinux-9 == CentOS-7 == CentOS-8 == RedHat-7 == RedHat-8 == RedHat-9
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AlmaLinux’s ABI Compatibility <> AlImaLinux @

L “Is AlmaLinux still a good choice”?
L CERN Linux team in constant touch with AlmaLinux upstream team

L Decided to keep course

L 95% from Stream + 5% from upstream projects

L Kernels are exactly the same
L We observed no issues so far

L Next checkpoint: Stream8 deprecation in May 2024
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https://www.redhat.com/en/blog/furthering-evolution-centos-stream
https://indico.cern.ch/event/274555/contributions/615736/attachments/495716/684970/Next_Linux_version_at_CERN.pdf

Unexpected Side-effects of “ABI Freedom” &)
|

L x86/mmu: Fix a sign-extension bug with mmu_seq that hangs vCPUs

o Patched in AlmaLinux 8 on 2023-12-04, RHEL 8 on 2024-01-10

L CVE-2024-1086: Important security vulnerability

o Patched in AlmaLinux 8 and 9 on 2023-04-01 (in testing), then RHEL 8 on 2024-04-03

o  Still no patch for RHEL 9

11 2 (under discussion!)

L Re-enabling certain PCI IDs so external drivers will continue to work on RHEL 9.4
L Re-enabling disabled in-kernel drivers in AlmaLinux 8.10 and 9.4

L Lowering the micro-architecture level in AimaLinux 10
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https://access.redhat.com/security/cve/CVE-2024-1086

CERN Linux Strategy o

/S

RHEL & Almali
° matinux ‘RedHat

o Cover our use cases and roles Enterprise Linux
o Proven to work, recent events give confidence

. <;» AlmaLinux
o Still: same ecosystem entanglement :

<> AlmaLinux

& RedHat

Enterprise Linux

1 1
2023 2024 2025




The Special Case of Accelerator Front-ends &)

=) ~65% of FECs won't be able to run RHEL10

L x86-64-v3 microarchitecture level & replacement impossible

=) | jnux Team provides Limited Debian Support

=) Repository mirroring + snapshots

b Plus a few CERN specific packages (a dEbian

=) Exploring community contribution

b LTS support

Arne Wiebalck: Preparing a multi-ecosystem Linux Strategy at CERN — HEPiX April 15, 2024


https://en.wikipedia.org/wiki/X86-64#Microarchitecture_levels

Adding Limited Debian Support (for FECs) cEn)

/S

e Front-end computers: embedded machines currently using CC7

e Limited scope, well defined use-case

©debian

<+ AlmaLinux

& RedHat

Enterprise Linux

1
2023 2024 2025




The Risk of a Single Ecosystem @)

2014 2024

=) The recent past has been quite eventful & RedHat

Enterprise Linux
L This created

L It also demonstrated -l’(‘) Almalinux

=) We should consider options to reduce our risks

New board

b of supported distributions is a contributor members!

L First action: engagement (among us and with upstream)
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https://almalinux.org/blog/2023-12-19-jun-and-alex-join-board/

ye)

Potential Future Scenario: Dual Ecosystem 4’%@4{

e Ramp up Debian support to match Red Hat / AlmaLinux

o Credible exit strategy for multiple risk scenarios

e Long-term project, major effort from multiple parties
o Requires management approval and commitment

©debian

<+ AlmaLinux

& RedHat

Enterprise Linux

1
i 272

LS3

1
1
2029

1
2023 2026




Linux at CERN: Status & Future Summary \j

|

L 8 &9 for now ... 10 added most likely during H1/2025
L Combination covers our use cases and roles

L Excellent experience

b RHEL contract ends in 2029 + AlmaLinux and RHEL are entangled
L Can we build up a credible alternative in case we need one?

L A lot of effort
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CE/RW
\

CentOS 7 EOL
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CentOS7 EOL O

=) Phase-out message consistently passed since 2019

111 2

L Status board message, IT User meetings, email campaigns

CERN hostnames accessing linuxsoft repos (Weekly)
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cc7 Last*: 6150 e= rhel7 Last*:197 e= Total Last *: 6347

Dominated by batch migration, so way too slow ...
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CentOS7 EOL: Tracking Dashboard

fome > Dashboards <&
o
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~ Full list of Hostnames

List of selected machines

Following up with individual teams (self-service) ...
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CentOS7 EOL: LxPlus Usage per O/S

System load per C8 host
System load per C9 host CPU idle per
o lIll ] llllll,l II‘ -Il-' I lIllIlIlllll |I| ‘ \Illl I‘ || |I|| | ||||||||II|I

Tracking CentOS usage in services ...

EL9 host
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CentOS7 EOL: What will happen on July 1? &N

=) Base repository mirrors will stop seeing updates!

L ELS until June 2026 (now 2028), separate repo
R

=) Selected repository mirrors will remain available, but frozen!

L No needed for reinstallations

=) CentOS7 support will stop!

b For Linux itself: no new CentOS7 cloud/container images, no ticket handling
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CentOS7 EOL: Containers as a way out? \/j

=) May work for self-sufficient and isolated containers

=) Most likely:

L Containers will get stale and present a security risk

L Clients will see no updates and may even hamper server-side infra
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CentOS7 EOL at CERN: Summary &)

=) CERN Linux team is of O/S (not )

L No control over migration, but in the path in case of delay

=) |ntensive and direct communication since mid 2023

b June 2024 EOL already in go-live announcement in 2014

L Phase-out reminders since 2019

== Special ELS offer for Accelerator Sector until June 2026

=) More and more late migrations & delay announcements ...
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