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worker node farm
« 217 aktive hardware systems HEk s e el il |7
» 42500 compute cores P et e et Y

|
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« online-storage
* 99 PB effectiv storage capacity o
- 6824 HDDs = B
100 Server '

. hearline-storage
« 85 PB saved on tapes
« 135PB available capacity on tapes

« Wwan network
2 x100Ghb/s direct to CERN (LHCOPN)
« 2 x100Ghb/s to DFN (LHCONE overley)
« 2 Xx100Gb/s to Belwue
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Building IPv6 Textbed SKIT

HEPIX- IPv6 working group asking for IPv6 only testbed

PXE boot DHCPVE

WorkerNode
Installation process %

IPv6 only testbed Sauids

% K LRMS batch processing
CVMFS

Monitoring (Ganglia)
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DE-K'T — workernode A\‘(".
migration towards IPv6

Pro-active IPv6 Monitoring at DE-KIT
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detailed monitoring at DE-KIT (GridKa) A\‘(IT

o Monitor all comunications between WorkerNodes
and

e administration
* Job submission
« Storage
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monitoring of process intercomunication IT
at DE-KIT (GridKa)

- with packetbeat collecting network data

- logstash pushing the data to opensearch (former elastic search)
for storing the data

- kibana for visualizing
(no opensearch — only easy search requests)

« started with a small set of workernodes (storing the data
Jongterm” - ~ 6 days)

« while enlarging the set of workernodes graduately
data keeping time had to be limited to less than one week only
(for not exceeding the storage size of 0,5 Thyte)

. ldentify IPv4 protocol usage
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snapshot of a dashbord SKIT

IPv4/1Pv6 incoming traffic
® ipva
® ipv6

at 08.09.22
all worker nodes already dual-stack
deployed

IPv4/IPv6 Packages
IPv4/1Pv6 outgoing traffic

® ipv4 ® ipvé

o0 0O
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Jevmis/alice.cern.ch/java/JDKs/i686/zulu17.28.13-ca-jdk17.0.0-linux_i686/bin/java

AT

Karlsruhe Institute of Technology

« Many NTP / port 123 connections
* During 24 hours approx. 210.000

* NTP - IPv4 only (depending on dualstack
enabling of rack-manager (40.000 internal))

* Monitoring was first pointing especially 10.1.12 and
10.1.18 - checking later showed that much more
racks running ntp check via private addr. (NAT)

* 160.000 external communications - some of the
destination server have quite dubious ,names”

process-tracking

* The numbers of NTP communication process
and matched process is not matching yet

SOLVED

« NTP.ORG
- returns sometimes funny addresses

Jusr/bin/curl . Curl

[cvmfs/alice.cern.ch/el6-x86_64/Packages/ROOT/vE-24-06-3/bin/root.exe . root
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Logstash = is now IPv6  <XIT

Logstash (port 5047) - dual-stack deeployed

statistic:

28-07-2022 - IPv4 385k — IPv6 1,41 M
23-10-2022 - IPv4 476k — IPv6 1,39 M
23-12-2022 - 1Pv4 227k — IPv6 450k

30-10-2023 - IPv4 906k — IPv6 864k
04-04-2024 - IPv4 1,0 M —-1PVv6 1,0 M
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Closer look at DNS SKIT

mIPv4 nIPv6 .
HIPv4 mIPVv6
40 Mio.

10.000.000 I
40000000

35000000

4, 30000000
25000000
20000000
(J 15000000
10000000

6,4 Mio.

5000000 -
0

destination.port: 53

GridKa DNS:
* |Pv4 only count : 9,412,871 (24 hours)
 DNS (Bind) Server and WN is already dual-stack

 at WN resolve.conf first lines IPv4
« Make sure IPv6 DNS server addresses listed and

« place it before IPv4

« every new deployed host:
the first lines are IPv6 resolver addresses
Of the reSO|VeCOHf f|le followed by the IPv4 addresses

nameserver 2a00:139c:address
nameserver 2a00:139c:address
nameserver 10.privat-address
nameserver 10.privat-address

-> Resolve.conf update: reprovisioning required
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WN — deployment process =XIT

. Redhat Satellite Server (foreman)

« Used for management of most GridKa hosts:
« Manages redhat Subscriptions
« Controlls kickstart installations (DHCP / PXE)
* Provides yum repos

* Provides CA (certificate authority) and ENC (encryptor)
functionalities for puppet

« Uses modular architecture. Additional functionalities can be
added via so called capsules

 TFTP server (IPv6 ready - dual-stack)
Puppetmaster (IPv6 ready - dual-stack)

Pulp (software repository management (IPv6 ready - dual-stack))
DNS (IPv6 ready - dual-stack)
DHCP (currently DHCPV6 capsule not available)
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AT

Institute of Technology

Detalls of Squid

« SQUIDS (Proxyserver and Web-Cache):
* SOome SQU'DS still IPv4 only (migration to dualstack in proccess)
 Significant part of connections via public IPv4
« =>to check: if CVMFS can prefer IPv6?

(CVMFS - CernVM-File-System)
« CVMFS sending via http request to squid

« CVMFS has DN configuriert that needs to be resolved
- default chooses IPv4 address

« Solution => cvmfs_ipfamily prefer=6
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SQUIDS migrated all to dual-stack ST

During the second half of 2022 all SQUIDS migrated to dual-stack deployment

CVMFS now

- manly IPv6 but:
- on WorkerNodes uses IPv6 (with deployed flag: CVMFS_IPFAMILY PREFER=6)

- CVMES frontier uses still IPv4 even while both systems dual-stack
- but switching of IPv4 - froniters will operate over IPv6

- the CMS CVMFS frontiers offers in site-local-config.xml the Option: <frontier-connect>
26-07-2022 23-10-2022 25-10-2023 <prefer ipfamily="6"/>
IPv4 : 1,25 mio. IPv6: 9,6 mio. IPv4 : 4,44 mio. IPv6: 18 mio. IPv4: 64k IPv6: 22 mio. </frontier-connect>
HIPv4d mIPv6 HIPv4 mIPv6 HIPv4 mIPv6
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Batch-Processing -- LRMS T
(HT-Condor) all dual-stack

 LRMS (Local Resource Management System)
HTCondor at GridKa (all dual-stack and set to prefer the
orotocoll IPv6 (Port 9618/9)

* percentage increased toward IPv6 at 28-06-2022-> |IPv4: 895k to IPv6: 255k
¢ 1,2% IPv4d 28-07-2022 - IPv4: 27k, IPv6: 2,17 mio.

« 11% IPv4 02-01-2023 - IPv4: 287k, IPv6: 2,28 mio.

 4,3% IPv4 04-40-2023 - IPv4: 767k, IPv6: 17,8 mio.

Less then 50% of IPv4 is internal traffic

(communication with home = the LRMS demons uses protocol of Home-Institution)
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A view statistics
. 15-04-2022: o ara 04-04-2024:

Karlsruhe Institute of Technology

IPv6 mIPv4

e IPv4: > 80 mio. * IPv4d: > 99,4 mio. £
e |IPV6: = 31 mio. IPv6 28% e |PV6: =2 210,6 mio. o

. 26-07-2022: B
* Ipv4 = 44 mio. ,Pvm) x Wor, (b

e |IPV6 - 144 mio.

° ' 'y CA’
Ipv6 = 50 mio. /Vodes/hifs i
. 23-10-2023: g% hoy,
e |IPV4 - 122 mio. IPV6 54% %esfal‘/;:f.)
c
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IPv6 @ LHCB ST

« DE-KIT WN farm dual-stack deployed

» representative Alexey Zhelezov |
and Raja Nandakumar assured that LHCB is IPv6-only

ready

« WN subset for LHCB IPv6 only deployed
* undeploying IPv4

« Jobs running without ony failure
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Conclusion \<IT

o Mmigration of Rackmanager —

o Narrow down the still IPv4 com
e packet monitoring configured
* to list all unhandled IPv4 packets

e 8884 — Alice: operation report
e 2049 —NFS

e 1094 — XrootD

* 961[89] — LRMS (less than 50% onl inteAr &S $@S-Far )
be aware = dependency on other §ites

* |Pv6 linux internals (resolve.conf, cvm{s + cvmfs-frontjer, ...)
* PXE — Boot + DHCPvV6 (first boot addr. jstribution)
o ldentify the next service for IPvONmMigratyon tasks

IPv4 to IPv6(-only) in the German Tier-1 Data Center of the CERN Large Hadron Collider, HEPiX 2024 Spring — April 18, 2024 Scientific Computing Center




I é !l ( I I Karlsruhe Institute of Technology

Karlsruhe Institute of Technology

Thx for your attention

KIT — The Research University in the Helmholtz Association www.Kit.edu



backup Slides SKIT

IPv4 to IPv6(-only) in the German Tier-1 Data Center of the CERN Large Hadron Collider, HEPiX 2024 Spring — April 18, 2024 Scientific Computing Center



LHCONE

William E Johnston <johnstonwe@gmail.com>

AT

Karlsruhe Institute of Technology

e LHCONE L3VPN: A global infrastructure for High Energy Physics data analysis (LHC, Belle Il, Pierre Auger Observatory, NOvA, XENON, JUNO)
7“:““ CSTNET IHEP Beijing [ Cyfronet | PIONIER NCBJ
china HCb. % e Wermot, CANET Swierk Te: CERN
(Tsinghua China [ oo arias 2 e [ CANARIE L pIENS MAN L POZNAN n%‘" LHEB TL
niyersit JUNO e e smer - Canada MOXY " 0y AuCETL PSNC y warsaw ERERIe
Internet (shenzhen) ALICE T2 il Startiane Netherland: Nordlc r e o
Internet enzhen) etherlands -7«" § 77— NOw -t
Exchange Tekya o RAL-LCG2 * /NDGF Y, \ e
c = Hong Korg tiane emsT1 § aucerz (Lol ro el
g2 @ E i atasTi Y Venr, SRR
k- E] Tsukuba IS L =2 e
] ® LHEB-TL
2 AlCETL o
: | 1 @ Aucea - i
< e A . o po
2 g J B ~ e oo
I 5 — . — & Kirl:’rule DF!
& = — GridKA
L] KREONet2 i To R EANT, NEARR Aucer: \German
z Kotas peet H To ceTET ToGEaNT £ 3 —— i
= PNU T o Glosi Researen Pratrorm Networt (GRFRer) r £ AARAULY = RWTH- el
8 e @ —1 THN 310 ] i . | £ (o Belle 1 Ukraina
= KNU, KCMS —— ESnet (;ame viE a ) LB (e = > pEsy | G5 Kharkov-KIPT =
= PNWG USA Esnet Europe) 2 Belle Il iy 3
=8 7 (Seattie) BT StarLight | g =
5 ~ savee G Peer ATursTL (Chicago) ] F 3
S o 2} ESnet, KREONet2 Balle 011 Te ASGC, 8 = o
S KRLight | KREONat2, ASGC, Esnet, Internetz, B E g -
25 e, Daejeon NERSC CANARIE CRNAIE KrEn - H i GEANT, CESMET E
£ cMsTS GEANT, GARR, CSTNET NetherLight CESNET
8 (Amsterdam) < % T Europe Czechia a
= EIN % st . 1 <> -3 MARLAN Yo 5
*:*{“ MOt Hy ey H w S| cpsectnmen norouneta, Hamburg ‘f’o F2U/praguelcg2 g
g, % . Nepy T Ay 3 ok &l ¥ /KIAL, SINET, NL-
e/ ' To Paar: internatz o by | East T2 (g £ et T1, KREONe12; Dublin Arstard 3
T g KREOHat, U, Wi AGH, %, A K] = NSCC L, Ednet, PENC, interet2 e .
asec, 2. T Aot o % o seinet s Frankfurt Prague 2
[l = xim0e) e, ‘o a0 MAN LAN T Paris ‘Q% =F
Hong Kong 2 | = g GPN 3 ‘%"k_ o New vork) z > 5=
P g o comner, Vienna =
% " B = EARN >-_ smer Internet2, CERN, ESnet, H 2 Lendon Baing ), W—— e . S
Singapore § & > > oUx NORDUnet, CANARIE g5 - et h e s Budapest Lo ¥
HKIX 3 e o : = cacy = Geneva B 5 e T
Hong Kong ¥ s o \, o N e Fd @
(HARNET), e e = ufls =
haiRE| Totsnll o B 1 . 3 Bucharest EE
. Thailand T — S sk Unass, Amharst ¥ a Lk
-] ] ASHC (sunnyvale) AGLT2 B ES MREN §s . NET2: (North East b H Milan =8
g ERX CHULANET - N Taiwan - e ot Msu S = (Chicago) iz ATLAS T2) 2 2H3
g Aisal "= eaa =z
i ) gR e I % = s, Ucso ] I )
2 B =i A\ E RO
= GRINETTH, =i S| S uic 1 EANT Opan Ao 1ol B W =
g SUT-TH i & ¥ % To Ener (London) Singapars = =
il i~ | H o = s, GEANT, CANARIE, 3 53
- £ MyREN " o ucse 3 ﬂ - [NORDUnet, SINET a
& PERN '\ { malaysia SingAREN £o 3 R Indiana wix e Esnet CERNLight &
3 e h LF 3 GigaPoP Ha00
% Slngapore 2 £ g To Esnet (mevean. va) |7 o = Y .-
£ s nsge IR o & BT Geneva \, * g
] TER AR, Ssac 5 Geneva
& Amsterdam * ™ PacWave Tor Intarnet =
oy g — Internet2 - SOX *FE CERN-TO
] [ - . i ] esnet —
Amaterdam P s Toky, 1 . [Atlants - o
= Ak 1 Sinio . g " EmerylLos Angeles) o siver. e Aot 282 LY.
= ot 20 — To MARLAN pan 235
Es s e P ST — R 2 "\ <
boh- internet2, Internet2 & ng
g GOREX e Moo, BB [ ¥ ES
a3 usa N & E L
= TIFR NKN (U of Guam) Hawaii PN e ] = ! -3
_ —_ e T Peers: UK, UFL, CANET, ( Beinst : S=
g India India Guam (U of Hawsl tincoin | JGreat Plains Net G, PURGUE, 0P, AP of americs R Belgium REDATER 2% EE
g ATiAST ESnet, CALTECH, MIT, [ — (Mizmi) RENATER i%
T INDIACMS-TIFR IN-DAE- To:ESnet, Intljget2 BEgrid-ULB-VUB
S= Iz N . UOC, NORDUNET, and GEANT London EencUl Ul France
= s oy GEANT, AARNet, and Paris via ANA 400 Crlo- SEdUNS
<] T3 IN_TIFRCIoud, o y Z ARNES RoEduNet
H =} N z (SWT2) — 1 N RedCLARA, Slovenia Romania
E ATLASTZ s T
© \ AARNet ST L ool IR . PITA / ANSP - SIGNET xx U x, 15,
= ARG 1 5141 3
\ Australia P — g, — Cranama) AissoPausc)] (e TP PG, TP, o (e
el REANNZ Maxico Arlington (Acadamic Traffic ich 72, auce 12, /Ll 52 ance 12 IPHC, SUBATECH
Perth (Auckland) (5WT2) point) -
Sydney RINAM ATLAST2
New Zealand ALICE T2
S
LHCONE Map Ver. 8.0, 2023-10-17 — WEJohnston, ESnet, wej@es.net International infrastructure by provider/collaboration \_‘ e
al .
LHCONE VRF domain/aggregator NREN/site router at exchange point various — SINET T GEANT
- A provider network. Communication links: S AARNet NORDUnet -
= Connector network or institution — ——ems <100G-1.5pt, 100G-4pt, 2006-5pt, GEANT KIAE, Russia IHCETI  LHC ALICE or LHCD site | e LB LHETI e
provides, e.g., an L2 path between 40:“ ‘6"‘::0(:( p Spt s SINET, Japan, global ring W KREONet2, Korea CNAF-TL LHC Tier 1 ATLASand CMS  Sites thatare oo Belle-1l
N Underlined link information i - GE. i Barli, Catania,
Provider network PoP router  sneanenisse indicates link provider, not use ASGC, Taiwan . BELLA: GEANT, et al, UChi LHC Tier 2/3 ATLAS and CMS 1) ONLY links involved in LHCONE are shown Frascat, Legna
g ESnet transatlantic, USA RedCLARA, et al Belle Il Tier 1/2 2) LHCOPN links are not shown an this diagram CIEMAT-LCG2, il Milano, Romal,
WLCG sites that are Double dash outline indicates distributed NICT/NCCC/ SingAREN EEN 3) For map explanation see "Interpreting the LHCONE Map” UAM-LCG2 Pisa, Napoll o 2
not connected to LHCONE site W8 Juno https://www.dropbox.com, (011ra BSKB(ISHIFCIAdeCtea?di= oring
Future site — ANA-300/400 - Various links provided by CANARIE, ESnet, 4) GEANT and CANARIE have shutdown the peering between their VRF and KIAE, as
IZ:ZI Exchange point GEANT, Internet2, NORDUnet, SURFnet, SINET,IU/NSF a result of the Ukraine war.

IPv4 to IPv6(-only) in the German Tier-1 Data Center of the CERN Large Hadron Collider, HEPiX 2024 Spring — April 18, 2024

Scientific Computing Center



Details of Alice VOBoxes: XII

« ALICE VOBoxes:
* Client to VOBox prefers IPv4 (ALICE Monitoring upr))

« =>to check the possibility of IPv6 migration with ALICE (still ongoing)
dual-stack enabling works and
if Preference towards IPVv6 is possible
ALICE is constrained by IPv6 unavailability on other sites

* - advice of Alice : switch of IPv4 at VO-BOX (the none monitoring VO-BOX)
Timing still under discussion
* Monitoring (port 8884 / IPv4 only) - 11 Mio. (/24 hours)

« XRootD:
« via public IPv4 (ALICE)
» AllALICE XRootD SE are dual-stack deployed
» older version of XRootD - upgrade to current XRootD should improve, is still pending
« > advice of Alice : get IPv6 ready — but wait for switching it on till complete Alice is IPv6 ready

« Dest port 1094 —Ipv4/ipv6 = XRootD (alice, belle2, atlas, cms)
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dCache upgrade to 7.2.15 XIT

Upgrade from dCache version 6.2.34 to 7.2.15

Two day downtime at June 20t and 21st 2022

. HTTP-TPC transfers now Prefer IPv6 address,
If both endpoints support It.

« fixed handling of Storage Resource Reporting (SRR)
requests over IPv6

. Handle IPv6 address when run_nin% HTT P(s%_
Third Party Copy (TPC) with gridsite delegation

Storage Resource Manager (SRM) : Fix IPV6 logging
for SRM
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WAN Interfaces
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- Ethernet 3/1 (Internet + LHCONE) +
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r-ig-1l (DE-KIT second Border Router):

right two Interfaces

- Ethernet 1/1 (Internet + LHCONE) +

- Ethernet 1/4 (LHCOPN)
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LHCONE IPv4 / IPv6 QAT

transfer pattern after downtime
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transfer pattern after downtime
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Monitoring

€C01-011 Cluster Load last hour
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- Migration of Ganglia to IPv6 will not persuit
- Ganglia will be replaced by opensearch, kibana and grafana

Current Scheduler Efficiency
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administatrative Services  XIT

» at each rack is a Rack Manager deployed:
 Starting in 2001 with private IPv4 only

« Migration process initiated (but still in progress)
- enable dual-stack (AAAA)

« NTP

* rsyslog (- migration - still pending (port 514))
« Monitoring (GmonD - Ganglia Client)

« DHCP (- migration to DHCPV6 pending)
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