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Abstract—Functional dependencies in complex technical infras-
tructures can cause unexpected cascades of failures. Given the
complexity and continuous evolution in time of the infrastructure
architecture, the identification of functional dependencies using the
classical methods of system decomposition and logic analysis is not
feasible. Then, we consider the availability of databases of alarm
messages and frame the identification of functional dependencies
in complex technical infrastructures as an optimization problem
whose objective is the maximization of a metric measuring the
level of dependence among alarms. A niching-based evolutionary
algorithm has been developed to sequentially evolve a population of
candidate solutions (group of alarms), maintaining diversity among
them thanks to the use of a mechanism of population augmentation.
The proposed algorithm is applied to a synthetic database of alarms
generated by a complex technical infrastructure simulation model
and to a real large-scale database of alarms collected from the
particle accelerator of European Organization for Nuclear Re-
search. The proposed algorithm is shown able to identify functional
dependencies and to overperform other approaches based on the
use of association rule mining algorithms, in terms of capability of
extracting rare rules and computational efficiency.

Index Terms—Alarm data, augmented genetic algorithm,
CERN, complex technical infrastructures (CTIs), functional
dependencies, niching-based evolutionary algorithm.

I. INTRODUCTION

THE functioning of modern society is based on goods and
services provided by Complex Technical Infrastructures

(CTIs), which are essential for people, public, and private or-
ganizations, and for the security and economy of the society
[1]. Examples of CTIs are electric power grids, natural gas
pipelines, water distribution networks, transportation networks
(e.g., railways, roads, airports, and air routes, etc.), large particle
accelerator facilities, and Internet communication networks [4].
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Since the operation of each CTI system usually relies on the
functioning of other systems and other CTIs [6], they are be-
coming more dependent and interdependent systems of systems,
making them more efficient and performant, on one side, but
more vulnerable to potential large-scale disruptions on the other
side [3]. In such a systemic setting, functional dependencies
play a crucial role for the operation and performance of the
CTIs [5], but can also constitute channels through which failures
can cascade [7]. A local component malfunction may propagate
into a CTI through groups of dependent components, originating
unexpected cascades of failures across systems, which can lead
to the overall infrastructure unavailability [8]. In this light, the
prevention and mitigation of the impacts of cascading failures
caused by functional dependencies have become great issues
of concern for the vulnerability and resilience of CTIs [9].
Comprehensive vulnerability and resilience analyses require
considering intricate dependencies among components of the
same or of different systems and infrastructures. However, clas-
sical methods of system decomposition and logic analysis are
not feasible for the identification of functional dependencies
in CTIs, which cannot be modeled using series and parallel
structures [17] and are characterized by the continuous emer-
gence of new dependencies due to the evolution of the CTI
architectures [11].

Alternatively, in the current digitalization of the Industry
4.0 era, the analysis of complex and large-scale systems can
significantly benefit from the large amount of data collected on
the components and systems thanks to the recent advancements
of sensors, data acquisition, and monitoring technologies [14]. In
this article, we rely on databases containing the tens of thousands
of alarms typically generated by CTIs in a single day [11].
Since an alarm is generated when the measured value of a key
physical quantity goes outside a predefined normal operation
range, sequences of alarms are expected to contain information
about the functional dependencies among components of differ-
ent systems. In practice, the malfunction of a given component
is expected to cause variations of correlated key quantities
and, therefore, activate the corresponding specific alarms. These
observations have motivated the development of techniques of
inferential statistics to scan alarm datasets to identify functional
dependencies in CTIs.

Recent works by the authors have proposed the use of data-
driven methods based on Association Rule Mining (ARM)
algorithms to scan alarm databases to identify functional
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dependencies in CTIs [14], [16], [23], [21]. Although the use of
ARM algorithms has been shown able to allow the identification
of unknown functional dependencies in CTIs, their applications
are limited by the required large computational efforts, the
generation of spurious rules, i.e., rules which include (by chance)
alarms that do not belong to a real dependency and the need of
postprocessing the identified rules. Section I-A provides more
details on the use of ARM algorithms for the identification of
groups of dependent alarms.

This article addresses the abovementioned issues by devel-
oping a novel Evolutionary Algorithm (EA) properly tailored
to search rare functional dependencies from alarm databases.
Compared to ARM-based methods, EAs mine rare association
rules without setting the minimum support and the minimum
confidence thresholds. As a matter of fact, in other applications,
they have been shown able to identify reduced sets of represen-
tative rules, with significant computational benefits [30]. Yet,
only one application of EAs to the identification of functional
dependencies has been reported [31]. Its main drawback is the
generation of several spurious rules and the need of perform-
ing a time-consuming rule postprocessing phase to extract the
functional dependencies from the rules.

Given these limitations, the objective of this article is to
directly identify functional dependencies without performing
the intermediate steps of association rule mining, rules post-
processing, and discrimination of spurious alarms. For this, an
EA is developed, which uses the metric of dependency as a
fitness function proposed in [16] in the different context of
evaluating the goodness of association rules found by mining
algorithms. This metric has been chosen since it allows us
discriminating spurious alarms and is robust with respect to
statistical fluctuations. Also, to avoid the premature convergence
of the EA toward local optima [32], we combine the use of
niches with a mechanism of GA augmentation [33]. The niches
preserve diversified solutions, which evolve in multiple stable
groups and produce a reduced set of representative solutions,
one for each niche [34]. GA augmentation, which consists of
the periodic injection of a population of suboptimal solutions,
maintains diversity inside the niches. Therefore, it guarantees a
more complete search space exploration, avoiding convergence
in local optima.

Concerning the development of Niching Genetic Algorithms
(NGAs), the main methodological novelties of the proposed
method are as follows.

1) It is tailored to deal with alarm message databases; specif-
ically, the metric of dependency is used for the first time
as a fitness function.

2) It embeds the mechanism of GA augmentation to explore
local regions of the search space deeply.

The effectiveness of the proposed method is shown by means
of its application to: 1) a synthetic artificial case study mimicking
the complexity of a real CTI and 2) a real large-scale database of
alarms generated by different supervision systems of the CTI of
CERN, where a particle accelerator composed by thousands of
components is located in a geographic area of a 27 km perimeter
ring. The synthetic case study allows verifying the capability
of the proposed algorithm to identify functional dependencies

in a system in which the ground-truth functional dependencies
are known, whereas the real case study allows us verifying the
contributions of the proposed method for the resilience and
vulnerability analysis of a CTI.

The remainder of this article is organized as follows. Section II
describes the problem setting, the alarm database representation,
and the work objective. Section III introduces the use of GAs
for the identification of functional dependencies. In Section IV,
the proposed methodology is described. Section V introduces
the case studies and discusses the obtained results. Finally,
Section VI conclusions this article.

A. Data-Driven Methods for the Identification of Functional
Dependencies

The authors have proposed the use of data-driven methods
to scan alarm databases to identify functional dependencies in
CTIs. Serio et al. [11] discussed the challenges of identifying
dependencies in complex infrastructures through the analysis
of alarm databases. Antonello et al. [14] tailored an ARM
algorithm to the identification of groups of dependent alarms.
Antonello et al. [23] proposed a novel ARM algorithm, which
allows identifying dependencies among components of different
systems without the need of mining the entire alarm database.
The algorithms in [14] and [23] are based on the three steps of:
1) representing the database of alarms using a binary matrix,
2) scanning the alarm databases for mining association rules
involving groups of dependent alarms, and 3) postprocessing
the obtained rules to identify functional dependencies. Step 2)
relies on the Apriori algorithm, which mines patterns of alarms
whose frequency of occurrence in the database is larger than
a predefined threshold, called minimum support [18]. Then,
association rules in the form of “if (condition) then (conse-
quence)” are derived from the identified frequent patterns only
if the conditional probability of occurrence of the alarms in the
consequence given the occurrence of the alarms in the condition
is larger than a predefined threshold, called minimum confidence
[19]. Although the use of ARM algorithms has allowed the
identification of unknown functional dependencies in CTIs,
the following issues still need to be addressed: a) setting a
minimum support threshold is in contrast with the objective of
identifying rare functional dependencies, such as those caused
by cascading malfunctions, which are among the most relevant
for vulnerability analysis [20]. A possible way out consists in
using small values of minimum support [21], which, on the other
side, cause: i) the combinatorial explosion of the number of
possible association rules [40], resulting, therefore, in large com-
putational efforts [41]; ii) the generation of spurious rules, i.e.,
rules, which include (by chance) alarms that do not belong to a
real dependency [23]. b) The final objective of functional depen-
dency analysis is to identify groups of dependent components,
whereas the ARM algorithms provide association rules that need
to be postprocessed. Since one dependency involving R alarms
can generate up to 3R − 2R+1 + 1 association rules [25], ARM
approaches typically find thousands of redundant association
rules, which make the rule postprocessing a time-consuming
task for CTIs experts and analysts [15]. Also, ARM methods
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tend to produce spurious rules, which must be postprocessed
to distinguish actual dependencies from spurious ones. To this
purpose, a metric of dependency has been introduced in [16]
to assess the quality of association rules in describing actual
dependencies.

The main contributions of the article with respect to current
approaches for functional dependencies identification are as
follows:

1) differently from [14], the identification of rare functional
dependencies is performed without the need of setting
small minimum support thresholds;

2) differently from [31], no rule postprocessing is required
since the final population directly contains the functional
dependencies;

3) differently from [23], the method does not use the infor-
mation on the CTI architecture and/or experts knowledge
to facilitate the search;

4) differently from [16], the metric of dependency has not
been used to assess the goodness of the identified associ-
ation rules in the postprocessing phase, but directly as a
fitness function of an EA.

B. Evolutionary Algorithms for Mining Association Rules

EAs have been recently used for mining sets of represen-
tative rules from databases in various application areas, such
as medical, energy, market basket analysis, banking, web- and
biomining [26]. EAs are meta-heuristic approaches inspired
by the laws of biological evolution, based on operations such
as selection, recombination, and mutation [27]. They evolve a
population of candidate association rules with the objective of
maximizing metrics properly defined to evaluate the goodness of
the rules with significant computational benefits with respect to
ARM algorithms [29]. Examples of meta-heuristic algorithms
used in the rule mining domain are Genetic Algorithms [28],
NGAs [39], Particle Swarm Algorithms [55], and Harmony
Search-based techniques [56]. Lanzarini et al. [55] proposed
the combined use of Self-Organized Map and Particle Swarm
Optimization to mine classification rules. The former technique
is used to reduce the problem dimensionality, while the latter
to mine rules. Singh and Sahana [56] proposed a modified
Harmony search algorithm to mine association rules describing
the relevant features of clusters extracted from datasets. The
final goal is to describe the patterns and features of each of the
identified clusters by means of association rules.

In the context of functional dependencies identification, a
Multiobjective Evolutionary Algorithm (MOEA) has been de-
veloped for the identification of association rules describing
functional dependencies in CTIs [31]. Specifically, to avoid
converging toward one or a limited set of optimal solutions, the
developed MOEA combines the novelty metric, which assesses
the diversity of a solution with respect to the others [36], with
metrics estimating the quality of the association rules. Although
the algorithm has been shown able to explore the solutions space
without being trapped in local optima, it tends to produce several

spurious rules, which can lead to errors when modeling func-
tional dependencies and cascading failures, and some redundant
rules formed by common subsets of alarms [15].

Among the various EAs employed for rule mining, NGAs
[37] have emerged. In [39], an NGA evolves subpopulations
of similar individuals using a Restricted Competition Selection
(RCS) mechanism, which identifies the best individual of each
subpopulation and restricts the competition among them. Al-
though RCS allows a more exhaustive exploration of the search
space with respect to traditional GA, restricting the competition
among dissimilar individuals can hinder the deep exploration of
local regions of the search space, causing the convergence of the
algorithm to suboptimal solutions.

Few NGAs are specifically tailored for dealing with cate-
gorical data, such as alarm messages. In this respect, in [34],
a sequential niching algorithm has been developed to mine
quantitative and categorical data and return a reduced set of
association rules, each one resulting from the evolution of a niche
of solutions, which explore a diversified portion of the search
space, with a low computational effort. The algorithm, applied to
various real-world databases, generates a population of external
solutions that contains the best rule of each of the evolving
niches and penalizes similar rules introducing a punishment
mechanism. A limitation of the approach is that the use of
traditional GAs within the individual niches does not guarantee
the convergence toward the optimal solution in the portion of
the search space explored by the niche [32].

II. PROBLEM SETTING

Section II-A introduces the mathematical representation of
the database of alarm messages from which the functional
dependencies are identified, whereas Section II-B states the
objective of the article and introduces the metric used to identify
the functional dependencies.

A. Alarm Data Representation

We consider a CTI composed by a large number of compo-
nents, Nc � 1, and a database containing a large number of
alarm messages, Nal >> 1, generated by the CTI during a
long period of time [t0, tf ]. The types of alarms associated to
the generic jth component cj , areMal

j , the total number of alarm

message is Mal =
∑Nc

j=1 M
al
j , the label akj

j refers to the kj th
type of alarm message associated to the jth component and A =

{a11, . . . , a
Mal

1
1 , . . . , a1j , . . . , a

Mal
j

j , . . . , a1Nc
, . . . a

Mal
Nc

Nc
} is

the set of all the types of alarm messages.
According to [15], the overall time interval [t0, tf ] is subdi-

vided into Z consecutive small time intervals of the same length
Δt =

tf−t0
Z . Then, a Boolean variable s

kj

j (z) is associated to

the occurrence of the alarm of type akj

j generated by component
cj in the zth time interval

s
kj

j (z) =

⎧⎨
⎩

1 if alarm a
kj

j occurs at least once in
[t0 + (z − 1) ·Δt, t0 + z ·Δt]
0 otherwise

(1)
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and the state of the CTI during the generic zth time interval is
represented by the Boolean vector

�T (z)=

[
s11 (z) , . . . , s

Mal
1

1 (z) , . . . , s1j (z) , . . .

. . . , s1Nc
(z) , . . . s

Mal
Nc

Nc
(z)

]
∈ [01]M

al

.

(2)
Finally, the database of alarms (ti, mi), i = 1, . . . , Nal, is

transformed into the Boolean matrix

T =

⎡
⎣ �T (1)

. . .
�T (Z)

⎤
⎦ ∈ [01]Z×Mal

(3)

whose generic zth row represents the state of the CTI during
the zth time interval and Z is number of time intervals in which
the time domain [t0, tf ] is subdivided. Therefore, T provides
a dynamic representation of the CTI state evolution in the time
interval [t0, tf ].

B. Work Objective

The objective of this article is the identification of groups
(patterns) of functionally dependent alarms. In general, two
components are functionally dependent if the operation of one is
influenced by the operation of the other [47]. Considering alarm
messages, two components c1 and c2 are functionally dependent
if a malfunction of component c1, revealed by alarm ak1

1 , causes
a malfunction of components c2, revealed by alarm ak2

2 , or
vicevesa [15].

Considering a generic pattern of R ≤ Mal alarms, X =
{ak1

j1 , . . . , a
kr

jr , . . . , a
kR

jR } ⊆ A, with ak
r

jr indicating the rth
alarm, r = 1, . . ., R, of X , the degree of dependency among
the alarms of X can be assessed by using the metric proposed
by Antonello et al. [16]

IFDEP (X) =⎧⎨
⎩

P (X)
∏

a
kj
j

∈X
P (a

kj
j )

if P (X) > α ·max
a
kj
j ∈X

(
P
(
a
kj

j

))
0 otherwise

(4)

where α is a parameter in the interval [0, 1]. The metric
considers that the probability of occurrence of a pattern of
R functionally dependent alarms, XFDEP = {ak1

j1 , . . . , ak
R

jR } ,

is P (XFDEP) > P (ak
1

j1 ) · . . . · P (ak
R

jR ) and, therefore, the ratio

IXFDEP
= P (XFDEP)∏R

r=1 P (akr

jr
)

is expected to be larger than 1.

The condition P (X) > α ·maxakr

jr
∈X(P (ak

r

jr )), where

max
a
kj
j ∈X(P (a

kj

j )) is the largest probability of occurrence

among the probabilities of occurrence of the alarms of X , is
motivated by the need of distinguishing the presence of spu-
rious alarms. It derives from the following consideration: 1)
given a pattern of functionally dependent alarms, XFDEP =
{ak1

j1 , . . . , ak
R

jR } ⊆ A, the probability of occurrence of any

alarm P (ak
r

jr ), r = 1, . . ., R, can be decomposed into the sum
of two contributions , P(ak

r

jr ) = PXFDEP
(ak

r

jr ) + PInd(a
kr

jr ),
where PXFDEP

(ak
r

jr ) and PInd(a
kr

jr ) are the probabilities that
ak

r

jr occurs due to the functional dependency and due to an

event independent of the functional dependency, respectively
[42]–[44]; 2) the probability of occurrence of a generic alarm
ak

r

jr due to a rare functional dependency PXFDEP
(ak

r

jr ) is close
to the probability of occurrence of the whole pattern involved
in the functional dependency P (XFDEP); c) the probability
of occurrence of the group P (XFDEP) is larger than the prob-
ability of co-occurrence (by chance) of any alarm ak

r

jr of the
group, r = 1, . . ., R, and a spurious (independent) alarm ak

s

js ,
P (XFDEP) > P (ak

r

jr ) · P (ak
s

js ).
Therefore, a generic pattern of alarms, X =

{ak1

j1 , . . . , a
kR

jR } ⊆ A, is functionally dependent if the
probability of occurrence of the pattern P (X) is greater
than a fraction α ∈ [0, 1] of the probability of occurrence
P (ak

r

jr ) of each alarm ak
r

jr of the pattern P (X) > α · P (ak
r

jr ),

∀akr

jr ∈ X [16].
The setting of parameter α should consider the tradeoff be-

tween the identification of rare functional dependencies, which
are among the most interesting for CTI vulnerability analysis
[19] and require relatively small α values, and the exclusion of
spurious alarms, which require relatively large α values. In this
article, the parameter α is set equal to 0.03 according to [16].

Notice that the probability of occurrence of a generic pat-
tern X = {ak1

j1 , . . . , a
kR

jR } can be estimated from the alarm

database using its support, S (X) = n(X)
Z , where n(X) is

the counter of the number of vectors �T (z) of the database T
characterized by the occurrences of at least all the alarms of
the pattern X (i.e., ∀ ak

r

jr ⊂ X, sk
r

jr (z) = 1). Therefore, (4)
becomes

IFDEP (X) =⎧⎨
⎩

S(X)
∏

akr

jr
∈X S(akr

jr
)

if S (X) > α ·maxakr

jr
∈X

(
S
(
ak

r

jr
))

0 otherwise
. (5)

III. GENETIC ALGORITHMS FOR FUNCTIONAL

DEPENDENCIES IDENTIFICATION

GA-based methods for identification of association rules from
large databases are based on the following:

1) encoding a population of Npop candidate solutions (asso-
ciation rules) in binary vectors called chromosomes;

2) using the metrics employed in ARM for evaluating the
goodness of the rules, e.g., support, confidence, lift and
interestingness [48] as fitness functions; and

3) evolving the population of candidate solutions through
the application of the genetic operators of crossover and
mutation [26].

Concerning 1), in this article, a pattern of alarms X =
{ak1

j1 , . . . , a
kR

jR } ⊆ A is encoded in a chromosome indi, i =

1, . . . , Npop formed by Mal one-bit genes, where each gene is
associated to a specific alarm. If the bit is 1(0) the corresponding
alarm akj is (not) enclosed in the pattern. Concerning 2), since
we aim at directly identifying patterns of functionally dependent
alarms without the intermediate step of association rule mining,
we directly use as the fitness of a candidate solution the value
of the metric of dependency, IFDEP (10), of the corresponding
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Fig. 1. Workflow of the proposed NAGA.

pattern of alarms. With respect to 3), the development of a GA-
based algorithm for the identification of functional dependencies
from databases of alarm messages should consider the following
two issues:

1) mono-objective GAs aim at identifying the solution char-
acterized by the largest fitness value, whereas vulnerability
analysis aims at identifying all the functional dependen-
cies occurring in the CTI;

2) the risk of a premature convergence of GAs toward a local
optimal solution, when the search space is very large and
the chromosomes are made by one-bit genes [32].

To overtake issues 1) and 2) abovementioned, a Niching
Augmented Genetic Algorithm (NAGA) has been developed.

IV. NAGA FOR FUNCTIONAL DEPENDENCIES IDENTIFICATION

The proposed NAGA is based on the successive evolution
of niches of candidate solutions through the application of
dedicated GAs and on the use of an external population (EP) as
storage for the most representative solutions. Also, a mechanism
of GA augmentation, which periodically injects suboptimal
solutions in the population to enhance the GA exploration per-
formance, is inserted in the NAGA [33].

The workflow of the proposed NAGA is based on the follow-
ing steps (see Fig. 1).

1) An initial pool of suboptimal solutions is generated ac-
cording to the procedure described in Section IV-A and an
empty EP of solutions is created.

2) The chromosomes of the pool are evaluated considering
the metric of dependency IFDEP (see Section II-B) and the
punishment mechanism proposed in [34] and described in
Section IV-C, which penalizes the chromosome similar
to the chromosomes of the EP (see Section IV-B). The
obtained best Npop chromosomes constitute the initial
population of the next step.

3) The AGA is applied (see Section IV-D).
4) The best solution found by the AGA in 3. is added to the EP

if it is sufficiently diverse from the chromosomes already
in the EP.

5) Steps 2, 3, and 4 are repeated until the stopping criterion
is satisfied, i.e., the best chromosome found by the AGA
is already in the EP.

A. Initial Pool of Suboptimal Solutions

The use of an initial pool of suboptimal solutions satisfying
some conditions (e.g., fitness larger than a threshold) has been
shown effective to drive the GA search toward better solutions
in a smaller number of generations [45]. Also, when one-bit
genes are employed, the initialization of the population using
suboptimal chromosomes made by a limited number of one-bit
genes equal to 1 can facilitate the GA convergence, as shown
in the context of features selection problems [46] and associ-
ation rules identification [31]. In this article, all the possible
Mal · (Mal − 1) couples of alarms are considered and the initial
pool is made by NPool chromosomes encoding the couples of
dependent alarms with the largest values of the IFDEP metric.
Notice that considering a group of R functionally dependent
alarms X = {ak1

j1 , . . . , a
kR

jR } , each subset of X made by two

alarms, X ′ = {ak
r
1

j
r
1
, ak

r
2

j
r
2
} , ak

r
1

j
r
1
, ak

r
2

j
r
2
∈ X , is dependent

(IFDEP(X
′)>0).

B. Niches and External Population

The EP is formed by the most representative chromosomes
contained in the niches of candidate solutions identified per-
forming the AGA [34]. In practice, after an execution of the
AGA, the resulting best chromosome indCP

j is compared to
each chromosome already in the EP indEP

i , i = 1 …, NEP by
evaluating the overlap ratio [34]

overlap
(
indEP

i , indCP
j

)
= overlap (Xi, Xj) =

= max

(
|Xi ∩Xj |

|Xi|
,
|Xi ∩Xj |

|Xj |

)
(6)

where Xi and Xj are the patterns of alarms encoded in the
chromosomes indEP

i and indCP
j , respectively, and || is the

pattern cardinality, i.e., the number of alarms involved in the
pattern. If indCP

j has overlap ratio equal to 0 with all chro-
mosomes, indEP

i i = 1 …, NEP, of the EP, then it constitutes a
novel niche, otherwise all the niches of the chromosomes indEP

i

whose overlap ratio is larger than 0 are merged and the indCP
j

chromosome is added to the merged niche [34]. Then, the EP is
updated by including only the best chromosome of each niche.

C. Punishment Mechanism

The punishment mechanism is employed to penalize the so-
lutions that belong to already explored niches [34] to drive the
search towards optimal solutions that differ from the solution
already inserted in the EP.

The penalized fitness of a generic chromosome indi is [34]

Fitness (indi) =

= IFDEP (Xi)− ρ ·
[
1−maxindEP

j ∈EP (distJ (Xi, Xj))
]
·

· IFDEP (Xi) (7)
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where ρ represents the maximum possible punishment and
maxindEP

i ∈EP(distJ (Xi, Xj)) is the largest distance among
indi and all the chromosomes of the EP. The distance among two
chromosomes indi and indj is measured by using the Jaccard
distance [49]

distJ (indi, indj) = distJ (Xi, Xj) =

=
|Xi ∪Xj | − |Xi ∩Xj |

|Xi ∪Xj |
. (8)

Notice that, if two patterns Xi and Xj are identical, i.e.,
involve the same group of alarms, distJ(indi, indj) is equal
to zero and the punishment is the maximum possible value
ρ · IFDEP(Xi). On the contrary, if the two patterns do not share
any common alarm, distJ(indi, indj) is equal to 1 and the
punishment is null.

The setting of the value of the parameter ρ should consider
the objectives of: i) diversity between population and EP and ii)
deep exploration of the local regions of the search space. Notice
that the first objective requires a large punishment of similar
chromosomes (largeρ), whereas the second objective is favoured
by an unconstrained search, which requires small ρ. A drawback
of using a too largeρvalue is that it can prevent identifying differ-
ent functional dependencies sharing some common failures. For
example, let us consider two functional dependencies, X1 and
X2 with IFDEP(X1) > IFDEP(X2), which share one common
alarm akj , among the rX1

alarms of X1 and rX2
of X2. If X1 is

identified during the first run of the AGA, then the side effect of
using a too large value of ρ is that all patterns including the alarm
akj are remarkably punished and risk not to be selected in the
initial population of the following runs of the AGA. According
to our experience, a value of ρ equal to 0.9 allows us obtaining
a satisfactory tradeoff between the two objectives.

D. Genetic Operators and Population Evolutions

A genetic algorithm with two-point crossover and flip muta-
tion is used, as suggested in [25], when standard binary chro-
mosomes are employed.

E. Augmented Genetic Algorithms

The mechanism of GA augmentation [32] is based on the
periodic injections of a small number of suboptimal solutions.
During each generation, the population of Npop chromosomes
is evolved considering the evolutionary principles of crossover
and mutation to generate Npop novel chromosomes [33]. Then,
the novel and old chromosomes are evaluated considering the
punishment mechanism described in Section IV-C and the
population of the new generation is obtained by selecting the
best Npop −N inj among them and adding N inj chromosomes
taken from the initial pool of solutions. The selection of theN inj

chromosomes is performed by identifying all the chromosomes
of the initial pool, which have an overlap ratio (6) larger than 0
with the best chromosome in the population and, then, by ran-
domly sampling N inj chromosomes among them. Notice that
the selected chromosomes of the initial pool contain some alarms
already included in the functional dependencies identified by the

AGA and some alarms not yet included, which can be useful to
identify functional dependencies formed by more alarms. This
procedure is repeated, until the restarting criteria is matched.
In details, at the end of each generation, the fraction of novel
chromosomes with respect to the population at the beginning of
the generation is computed and, if it is larger than a predefined
threshold δ, the procedure is repeated, otherwise, the augmented
GA is stopped, and the EP is updated with the best chromosome
of the current population and the restarting process is carried out
with the beginning of a novel cycle.

V. CASE STUDIES

The proposed method is applied to a synthetic alarm database
generated by simulating the behavior of a CTI (see Section
V-A) and a database of real alarms generated by the technical
infrastructure of CERN during its operation (see Section V-A).

A. Synthetic Alarm Database

We consider the synthetic alarm database described in
[23]. It contains the alarm messages generated by simulating
the behaviour of a system of Nc= 300 components, which
can be in five mutually exclusive and exhaustive states D ∈
{1, 2, 3, 4, 5} corresponding to healthy (D = 1), partially
degraded (D = 2), degraded (D = 4), very degraded
(D = 4), and failed (D = 5). Each component cj , j =
1, . . . , Nc, performs transitions among the states at exponen-
tially distributed random times, and alarm a

1j
j is triggered when

the component performs the transition from D = 2 to D = 3
and alarm a

2j
j when it performs the transition from D = 3 to

D= 4. In contrast, all the other transitions do not trigger alarms.
Notice that the synthetic case study involves a large number of
components, Nc = 300 and of types of malfunctioning, Mal =
600, to properly represent the complexity of a real CTI. The
constant transition rates among the degradation states of the CTI
components, have been taken from [23], where they were set to
obtain typical rates of occurrence of alarms in different systems
of a CTI.

We further assume the existence of seven different functional
dependencies in the CTI (see Table I). They describe cascades
of events that lead to the unavailability of the simulated CTI.
The functional dependencies are originated by the transition
from state 2 (“partially degraded”) to state 3 (“degraded”) of
seven components, which can initiate a chain of transitions
from state 4 (“very degraded”) to state 5 ("failed”) of other
components. The alarm database is obtained simulating the
CTI behavior for a period of time [t0, tf ] = [0, 360 days].
It includes Nal = 172225 alarm messages reporting different
types of malfunctions generated by the components. Observing
that the real CTI considered in [11] has produced during one year
of operation a number of alarmsNal = 253591 of the same order
of magnitude, the complexity of the synthetic case is sufficient
to validate the developed method.

Notice that the last two functional dependencies (N° 6 and N°
7) are the rarest, since their initiation depends on the failure of
components with low probabilities of occurrence. More dataset
details are reported in [23].
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TABLE I
FUNCTIONAL DEPENDENCIES AMONG CTI COMPONENTS

The entire time domain of the analysis (360 days) is dis-
cretized considering Z = 8640 time intervals of length Δt =
60 min. Since Δt should be long enough to guarantee in a
sufficiently large number of cases the occurrence of the whole
sequence of dependent alarms in a single time step [15], in
practice, it is expected to be set based on expert knowledge
about the time needed for malfunction propagation.

The proposed method for functional dependencies identifi-
cation is applied using an initial population of Npop = 100
binary chromosomes made by Mal one-bit genes. The mutation
probability is set equal to 1/Mal and the crossover probability
to 0.8, according to [54]. The parameter ρ is set equal to 0.9.
The number of chromosomes injected during the augmentation
procedure,N inj , is set equal to 10 [33]. The proposed algorithm
results in an EP of 7 chromosomes, which correspond exactly
to the simulated functional dependences reported in Table I.
The computational time is 683 s on an Intel core (TM) i7-4790
CPU@ 3.6 GHz, 16 GB RAM. Table I reports the identified
patterns of alarms corresponding to functional dependencies and
the corresponding dependence metric IFDEP values.

To understand the individual contributions of the novelties
introduced in this article, the developed method is compared
with the following:

1) the traditional Apriori-based ARM algorithm described in
[15], which represents the base case of the comparison;

2) a MOEA, which uses rule quality metrics as fitness func-
tions to identify association rules. The objective of this
comparison is to investigate the benefit of using an evo-
lutionary algorithm instead of the Apriori-based ARM of
a) Specifically, the fitness functions are the maximization
of the rule iinterestingness, which is the most effective
metric for identifying rare rules according to [49] and of
the number of alarms in the rule. A detailed description of
the method can be found in [31].

3) a MOEA-based approach, which differs from the approach
in b) since it replaces the metric of interestingness with
the metric of dependency IFDEP. The objective of this

Fig. 2. Number of functional dependencies identified considering different
values of the parameter ρ.

comparison is to investigate the benefit of using the metric
of dependency as fitness function of a MOEA.

Table II compares the outcomes of the different approaches.
Approach a) requires setting a minimum support threshold
smaller than 5 to identify all the functional dependencies. The
side effect of using a small minimum support threshold is that
the computational time is extremely long, and many association
rules, which, in some cases, include spurious functional depen-
dencies, are identified and need to be postprocessed. Approach
b) shows the benefits of replacing the ARM-based search with an
evolutionary algorithm: setting the minimum support threshold
is not required and the computational burden is reduced by
a factor of 103. This is due to the different computational
complexity of the two methods, which is exponential concerning
the number of alarms (O(2M

al+1)) for the ARM and quadratic
(O(Mal2)) for the MOEA [53]. However, the main drawback of
approach b) is that the metrics of rule quality lead to identifying
association rules containing spurious functional dependencies.
This limitation is overtaken by approach c), which employs the
metric of dependency IFDEP as fitness function. Notice that
the method proposed in this work directly identifies only the
functional dependencies thanks to the use of the niches and the
mechanism of population augmentation, without the need of
postprocessing the association rules. This is due to the capability
of the NAGA to explore different niches of solutions and to
consider only the best solution of each niche.

On the other hand, the search of NAGA is not complete, i.e.,
the overall search space is not fully explored. Therefore, the iden-
tification of the best solutions is not guaranteed. This drawback
is common to all metaheuristic optimization algorithms, such as
EA [32]. Another limitation is the difficulty of adequately setting
the method hyperparameter ρ (maximum possible punishment)
of the NAGA, whose influence on the results has been investi-
gated in the following study. With respect to the hyperparameter
setting of the proposed approach, the influence of parameter ρ
(maximum possible punishment) on the NAGA search has been
investigated. Fig. 2 shows the number of identified functional
dependencies as a function of ρ. Notice that the larger the value
of ρ, the larger the number of identified functional dependencies.
If the parameter is set equal to 0, the punishment mechanism is
not applied and only the functional dependency with the largest
fitness (functional dependency n° 3) is identified. When ρ is

Authorized licensed use limited to: CERN. Downloaded on February 11,2022 at 16:24:50 UTC from IEEE Xplore.  Restrictions apply. 



This article has been accepted for inclusion in a future issue of this journal. Content is final as presented, with the exception of pagination.

8 IEEE SYSTEMS JOURNAL

TABLE II
COMPARISON OF THE PROPOSED METHOD WITH: THE APRIORI-BASED ARM (APPROACH A)), A MOEA WHICH USES RULE QUALITY METRIC AS FITNESS

FUNCTION (APPROACH B)) AND A MOEA, WHICH USES THE METRIC OF DEPENDENCY AS FITNESS FUNCTION (APPROACH C)

set equal to 0.2, the punishment mechanism reduces the fitness
of functional dependency n° 3 enough to allow discovering
functional dependency n° 2 (7). Values of ρ lower than 0.8 cause
that the fitness (Fitness(indi), 7) of the patterns characterized
by large values of the metric of dependency IFDEP (e.g., n° 1,
2, 3, and 4 of Table I) is larger than the fitness of the patterns
describing other functional dependencies (e.g., n° 5, 6, and 7 of
Table I), and, therefore, the search remains trapped in a local
optimum. For example, if the value of ρ is set equal to 0.6, the
maximum punishment,ρ · IFDEP, which is applied to the pattern
corresponding to functional dependency N° 1 (see Table I) is
equal to 31.87, producing a fitness of the pattern associated to
functional dependency N° 1 larger than the fitness of functional
dependencies N° 5, 6, 7. Only when the maximum punishment is
increased and set equal to 0.8, the fitness associated to functional
dependency N° 3 becomes lower than the fitness associated
to functional dependency N° 5, which is equal to 14.14, and
therefore, the latter functional dependency can be identified. In
light of this, optimal values for the parameter ρ should be larger
than 0.8. To sum up, the main findings of the application of the
proposed NAGA to the synthetic alarm database are as follows:

1) all the simulated dependencies are found. This highlights
the capability of the approach to widely explore the search
space;

2) only the most relevant pattern, formed by all the involved
components, is identified for each functional dependence,
which eliminates the need for results postprocessing; and

3) none of the identified patterns are spurious thanks to the
use of the metric of dependency IFDEP as fitness func-
tion. On the other hand, commonly to all metaheuristic
approaches, the NAGA search is not complete and require
a proper setting of the hyperparameters, such as ρ.

B. CERN Complex Technical Infrastructure

The case study considers the CTI of CERN Large Hadron
Collider (LHC), which is the largest existing particle accelerator
and is composed by several systems working together for the
functioning of the LHC [50]. It consists of a 27 km ring of
superconducting magnets and infrastructures, extending over the
Swiss and French borders and located about 100 m underground.

We consider an alarms database generated during the period
[t0, tf ] = [January 1, 2016; December 31, 2016] by three
supervision systems of the LHC point 8, which is a part of the in-
frastructure representative of the overall CTI complexity. During

the considered period, Nal = 18711737 alarms reporting Mal=
13451 different types of malfunctions have occurred. Given that
CERN experts are mainly interested in functional dependen-
cies among components of different systems, the database has
been preprocessed by pruning those alarms, which are involved
in already known functional dependencies among components
belonging to the same system. The resulting pruned database
consists in Nal = 112591 alarm messages reporting Mal=
1024 different types of malfunctions. Considering that a func-
tionally dependent group made by alarms of R different types
can generate

∑R
k = 2

R!
k!(R−k)! different patterns [25], and that

groups of dependent components belonging to a unique system
may involve over than 70–80 alarms, the use of the pruned
database avoids the analysis of thousands of noninteresting
patterns.

Based on CERN operators and expert knowledge about the
malfunction propagation among components and systems, the
time interval length is set to Δt = 30 min [15]. Therefore,
the one-year period [January 1, 2016, December 31, 2016]
has been divided into Z = 17500 time intervals. Then, the
proposed method is applied to the pruned database using an
initial population of Npop = 100 binary chromosomes of Mal

bits. The mutation probability is taken equal to 1/Mal and the
crossover probability is taken equal to 0.8 [54]. The parameter
ρ is set equal to 0.9 and the number of chromosomes injected
during the augmentation procedure N inj is set equal to 10. The
proposed algorithm results in a final set of 74 solutions in a com-
putational time of 830 s on an Intel core (TM) i7-4790 CPU@
3.6 GHz, 16 GB RAM. The one with the largest IFDEP describes
the propagation of a chain of malfunctions involving breaker
EKD202_SLASH_8U of the electrical system and two pumps
of the cooling and ventilation system (SU_8_UPKA802_AL6,
SU_8_UPEA802_AL6). The solution with the second largest
IFDEP describes the propagation of a chain of malfunctions
involving breaker EKD204_SLASH_8U of the electrical system
and three different low-pressure compressors of the cryogenic
system (QSCB_8_CSY_C2). CERN experts have confirmed the
existence of functional connections among the components of
these two solutions, which might be difficult to identify using
the traditional methods of system decomposition and logic
analysis, since the components belongs to different systems
and designers. Furthermore, small changes in the design due
consolidation work might not be analyzed or detected prior to op-
eration and their collective behavior can significantly change the
dependencies between the systems. With respect to the first
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functional dependency, they have also highlighted the impor-
tance of the identification of the malfunction of the breaker as a
common cause of malfunctions, which affect redundant com-
ponents, i.e., pumps SU_8_UPKA802 and SU_8_UPEA802,
and, therefore, can lead to lose the required and designed re-
dundancy with a significant impact on the availability of the
accelerator for the physics program. Also notice that the alarm
“QSRB_8_PV100_SI1.IST” is included in the two different
solutions. It has been verified that if a too large value of ρ is
incorrectly used, both functional dependencies are not identified.

To further analyze the advantages of the proposed evolution-
ary approach, a traditional Apriori-based algorithm [15] is also
applied to the same database. The value of minimum support
threshold is set equal to 3 and the minimum confidence is set
equal to 0.006 to allow identifying rare rules. In total, 1049
association rules have been obtained in a computational time of
43959 s on an Intel core (TM) i7-4790 CPU@ 3.6 GHz, 16 GB
RAM.

Notice that the proposed evolutionary approach is able to iden-
tify interesting groups of functionally dependent alarms with a
considerable reduction of the computational effort (830 s) with
respect to the Apriori-based algorithm (43959 s), and without
requiring the setting of the minimum support. Also, it generates
a smaller number of results, which reduces the postprocessing
efforts, as well.

According to CERN experts, the application of the proposed
NAGA to the CTI can provide valuable insights to the following:

1) facilitate root cause analysis by focusing the investigation
on the identified dependencies;

2) drive the development of plans to upgrade the most critical
components and implement redundancies;

3) modify the planning of the periodic maintenance interven-
tions and the spare parts management.

VI. CONCLUSION

A novel NAGA has been developed for the identification
of functional dependencies in CTIs from alarm databases. The
search algorithm combines NGAs and a mechanism of GA aug-
mentation. The former allows us exploring the large search space
formed by all possible combinations of alarms and identifying
a reduced set of relevant and diverse solutions, while the latter
allows us avoiding a premature convergence of the niches toward
local optima. Thanks to the use as fitness function of a metric
recently proposed to quantify the level of dependence among
alarms, the identified functional dependences do not contain
spurious alarms.

The application of the proposed NAGA to synthetic and real
large-scale databases of alarms has shown its superiority with
respect to the ARM-based algorithms for functional dependence
identification in terms of the following:

1) capability of identifying rare functional dependencies
without the need of setting small minimum support thresh-
old values;

2) absence of spurious alarms in the identified functional
dependencies thanks to the use of the metric of dependency
instead of the metrics of support and confidence;

3) significant reduction of the computational efforts;
4) direct identification of the functional dependencies with-

out requiring a postprocessing step for the identification
of groups of dependent alarms from association rules.

Future works will include the modeling of the identified func-
tional dependencies in a framework for resilience and vulnera-
bility analysis. In particular, we will investigate the possibility of
using the identified groups of functional dependent components
to a) assess the effects of the functional dependencies on sys-
tem redundancies; b) identify emerging functional dependencies
linked to the evolution of design or operational parameters; c)
properly plan maintenance interventions.
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