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Single Event Upsets (SEUS) in DNNSs
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How do SEUs impact DNNs?



Can Fault Aware Training (FAT) improve the DNNSs’
robustness to SEUS?
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DNN: Matrix multiplications
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Quantized DNN
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Quantized DNN
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Quantized DNN
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How do SEUs impact DNNs?



Fault Injection

Simulate SEUs:
Design Fault Injection tool in PyTorch

Operation

hts - Flip randomly selected bits in model

Accumulator




Experiment
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Results

Fault tolerance MobileNetV2 CIFAR10: Reference

injected faults normalized
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Results

aCCLracy
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Fl in 32 bit-reg =

> Bit flips can happen in one of the
MSBs

31 24 23 17_15 8 7 0 » Large error compared to original
values
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Fl in 32 bit-reg =

> Bit flips can happen in one of the
MSBs

31 24 23 1715 8 7 0 » Large error compared to original
values

> Error will be clipped
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Can Fault Aware Training (FAT) improve the DNNSs’
robustness to multiple SEUs?



Results

Fault tolerance MobileNetV2 CIFAR10: Comparison
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Problem

> Dynamic scale factor during training
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Solution

Assume hardware protection on the 32-bit registers



Solution

Assume hardware protection on the 32-bit registers
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Conclusions

> DNNSs naturally have a certain tolerance to cope with multiple SEUS.

» Fault Aware Training can improve this tolerance.

» BUT, you have to be aware of the overdimensioned accumulator!



