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Overview 

 

– Cyber Event 

– User Satisfaction / Comments Survey 

– Email and Calendar --> Zimbra 

– VoIP Deployment 

– File Services 

– Resources 

– LQCD  

– Experimental Physics 

– Lustre 

– Planning for Review of IT in the 12 GeV Era 



Attacker’s goal: science, engineering and technology information  

Cyber Security Event – An Advanced Persistent Threat attacked Jefferson Lab  

Attack 
• Mid April  attack appears to have been initiated across multiple DOE sites 
• May 24  two externally facing Jefferson Lab webservers compromised 
• Five weeks of recon by attackers 
• June 28  escalation of privilege to domain admin (root) on the Windows environment 

Discovery & protection 
• June 30 morning  attack detected 
• June 30  block Internet access to all areas with sensitive information; inform leadership and 

DOE; block everything but incoming traffic and email; enhance monitoring; launch analysis 
• July 1 afternoon  discover PNNL also under attack; block all Internet access except email 
• Safety and physical security systems not impacted; most onsite IT systems operational 

Analysis and recovery 
• July 2  develop initial understanding of event 
• July 2 & 3  turn a year and a half “shovel ready” project into a 5-8 day activity 
• July 3-5  launch recovery activities 
• July 6-15  external website; guest wireless; new Windows “core”; new Certificate Authority; 

change all passwords; reissue all smartcards; general Internet access online 
• July 16-mid August  bring all web services online; provide an external file transfer system 

Next steps 
• Implement additional cyber security enhancements during the 6 month construction down 
• Two reviews in August by CSC, plus self assessment 



Cyber Security Event - Observations 

• JLab’s network and system segmentation and layering, plus the 
intrusion detection systems proved effective in slowing the attackers 
and detecting the attack. 

 

• Event incident management was coordinated by the JLab and PNNL 
CIOs. 
– The attacks at JLab and PNNL were discovered one day apart. The two labs 

coordinated/communicated activities for over two weeks.  
 

• All requested assistance by the DOE Office of Science, DOE Office 
of the CIO and other DOE labs and plants was provided and greatly 
appreciated. 
– Examples include the OCIO’s CIRC, Cyber Forensics Lab and CPP system, 

NNSA IARC, two Office of Science labs, and four NNSA labs and plants.  

– All of the other labs offered assistance. 
 

• While planned communication channels worked in most cases, out-
of-band communication channels could be more robust. 

 

• Senior Jefferson Lab and DOE leadership was supportive across the 
board. 



Cyber Event Recap 

• The new certificate and Windows architectures have 

greatly enhanced our protections 

– Looked into and penetration tested by CSC as part of contractor 

assurance 

• Layering and two-factoring access to the accelerator, 

experimental and controls is advancing 

• Additional event/activity monitoring is being installed 

 

The threat is the Advanced Persistent Threat,  

we have more to do. 

 

• There will be additional training to help defend against 

phishing. 



Changes After Cyber Event 

• Windows Domain Redesigned 

– Segmentation based on privileges 

– Administrators have multiple accounts 

• New Certificate Authority 

– Required reissuing of smart cards and host certificates 

• Upgrading  Security Sensors/Monitors 

– Increasing storage capacity for forensics 

– Adding addition sensors 

• Additional Mitigations For Sensitive Areas 

– BSN, FEL, Accelerator, Halls, IT 

– Internet access via white list proxy or central servers 

– Accelerator remote access via gateways, 2-factor 

– Expanding use of VPN 

 

 

 



First IT User Survey 

Key Areas to Enhance 
• Mobile Devices 

• Videoconferencing 

• Calendaring 

• Remote Access 

• MIS 



Computing and Network Infrastructure - VoIP 

• VoIP Deployments Continue With 

Much Success 

– 400 phones thus far 

– 100% CEBAF Center F-wing 

– 80% VARC 

• VoIP Deployments in FY12 

– Remainder of CEBAF Center 

– Hall-D complex, Test Lab, TEDF, 

ARC 

• Analog Support 

– For Halls, tunnels, fax machines, etc. 

– Using analog voice gateways 

– Use existing telephone wiring in 

Halls and tunnels  

–    

 

 



CNI – Email & Calendar 

• A Two System Solution 

– Zimbra for calendar users  

– Dovecot or personal email for others 

• Zimbra Pilot 

– Email, calendar, address book, 

briefcase 

– Web based, but supports 

• IMAP, CalDAV, iCal 

– Smart phone support 

• Zimbra app 

• Challenges 

– Complexity and performance 

– Unexpected costs 

• Purchased 1000 licenses 

• Did not purchase Outlook connector 



CNI – File Servers 

• Goals 

– Provide more disk space 

– Go distributed 

• Performance 

• Fault tolerance 

• FY11 Procurements 

– NetApp head unit upgrade for main central server 

• Becomes two fault tolerant servers 

– NetApp file server for Zimbra 

– Isilon file server 

• Additional 8TB 

– Installs are scheduled during the December down 

• FY12 Procurements 

– Linux based file server for /scratch, ~20TB 

 

FY11 

FY12 



CNI Updates 

• Now Selling Standard Desktops And Laptops Through 

The Stockroom 

– Successful! – items on backorder due to demand 

• Moved public_html To http://userweb.jlab.org/~user/ 

– Users request space and it requires supervisor approval 

• Computer Room Refresh And Consolidation 

• Labor Trade Offs – Increased Scope/Complexity 

– Impacting user support and project deliverables/timelines 

– Supporting video conferencing - .25 FTE and increasing 

– PDA support - requests at Helpdesk 

– NX and TeamCenter - .25 – .50 FTE 

• New CAD platform and Product Lifecycle Management suite 

• Needs additional FTE’s to deploy, manage, provide help, etc. 

– Zimbra, Drupal, VMs, Secure Configurations, FEL, … 

http://userweb.jlab.org/~user/


Scientific Computing Highlights 

  LQCD Computing 

– IB and GPU clusters upgraded to CentOS 5.5, CUDA4 

• Support for 8 quad GPU nodes with 2 Infiniband connections 

– The USQCD FY12 computing systems will be sited at Jefferson Lab.   

• Infiniband cluster: Q1, ~50% capacity upgrade 

 6-8 racks, 200-260 nodes, $800K - $1,000K  

• GPU cluster: Q3 (wait for next gen NVIDIA GPU), ~100% upgrade 

 300-400 GPUs with ECC memory: $900K - $1,100K 

  Experimental Physics Computing 

– 100 CentOS 5.3 nodes, SDR Infiniband added from decommissioned 

HPC cluster for Lustre support 

– Mostly dual quad core Intel 

– AMD 32-core nodes for interactive, and workers for multithreaded 

code, but most jobs still are not multithreaded 

 

 

  



Lustre 

 

14 Amax SuperMicro OSSs in production since 2009 

 –dual quad core systems 

 – 3ware 9650 24-port RAID controller 

 – 24 * 1TB Hitachi disks 

6 Amax SuperMicro OSSs in 2011 added 

 - dual quad core systems 

 - LSI MegaRaid 36-port RAID controller 

    - 34 * 2TB disks 

 

Lustre/NFS gateway for non-Infiniband clients 

– IB/10GE interface 

 

 



Lustre 

• Discovered truncated copy problems during file 

migrations to load balance 

– copy completes successfully 

– compare finds the file is different  - truncated 

 

– WhamCloud’s advice – upgrade to1.8.6-wc1 

• Truncated copy problem persists 

• First 14 OSSs now have much slower write speeds with Lustre 

– Rebuild of OSS with fresh ext4 filesystem doesn’t help 

 

– ??? 

 

• Also, should we upgrade all the 1.8 clients to the latest? 

 
 

 

 



6->12 GeV Computing 

Overall Goal 
 By 2015, all software and computing systems as ready as possible, 

so that the time from beam on target  to Phys Rev Letter is as short 

as possible!  

2011 Internal Mini-Review 

– No “show stoppers”, at least so far as could be determined from a 1 day 

short, limited review 

– Experimental Halls’ software tight and needs additional attention; 

additional effort needed for CLAS and GlueX in particular, either from 

within the collaborations or through additional effort at the laboratory 

2012 External Review 

– Anticipate 2 – 2½ day review in the spring or early summer 

– One major focus will be detectors’ online and offline software 

– Reviewers will include experts in HEP detector projects 


