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(Data Movement for Science

* This should not be news to anyone in this room ...

— Flows getting larger (e.g. Science datasets in the R&E
world)

— Special requirements
(e.g. Streaming media VOLUME I
is sensitive to jitter, v
bulk data transfer is : JE
sensitive to loss) / «

— Number of
users/devices is
increasing

— Locations are spread
out

— Everything is cross
domain
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http://en.wikipedia.org/wiki/This_Is_Spinal_Tap

Enplications

* Innovation relies on properly functioning
infrastructure

* Analysis and storage of data produced by a
remote device “is” the scientific process for many
VOs (Colliders, Telescopes, etc.)

* Clarifications:
— Remote = several 100 ms of latency
— Data = 100s of TBs (soon to be PBs)

— Expectations = results within hours of collection,
pushed/pulled to remote facilities over dedicated and

shared infrastructure
INTERNET
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(Network Realities

* Where are the problems?

— Network Core? Everything is well connected, well
provisioned, and flawlessly configured, RIGHT?

— End Systems?
Properly tuned
for optimal TCP
performance (no
matter the
operating
system), proper
drivers installed
and functioning
optimally,
RIGHT?

INTERNET
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Eetwork Realities

* Most network design lends itself to the introduction of
flaws:

— Heterogeneous equipment
— Cost factors heavily into design — e.g. Get what you pay for

— Design heavily favors protection and availability over
performance

* Communication protocols are not advancing as fast as
networks. TCP/IP is still the king of the protocol stack

* Guarantees reliable transfers
* Adjusts to failures in the network

* Adjusts speed to be fair for all
* End Systems are not tuned for the science use cases

INTERNET



Eearly all symptoms scale with RTT

Flaw

Backbone

99 ms Delay

*  Examples _

~ Packet loss: Rate =(MSS RTT)(1//Loss)
* Think: the extra time needed to overcome a flaw is proportional to
the RTT

* Local Client to Server
— Flaw has insignificant symptoms
— All applications work, including all standard diagnostics
— False pass all diagnostic tests

Remote Client to Server: all applications fail
— Leading to faulty implication of other components

— Implies that the flaw is in the wide are network INTERNET

perfS@NAR

powered




Eetwork Realities

* When problems exist, it’s the networks fault!

* Easy to blame a resource, but where is the real problem?
— Host (Disk, CPU, Kernel, NIC Drivers)
— Network Interface Cards (Host and Network Device)
— Routers/Switches Fabric, Routing Algorithms, Configurations
— Physical Infrastructure (Fibers, Connectors)
— Protocols
* The network is viewed as a single resource in many cases
— Reality — complex series of components
— Multiple vendors/technologies
— Multiple configuration options
— Crossing administrative domains

INTERNET



Network View (Layman’s Terms)
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(Network View (Actual)

Other hosts... Other hosts. ..

san il
Switch 2 T

Other hosts...
INTERNET
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Eerformance Measurement & Monitoring

Most sites perform their own diagnostics and monitoring
— Passive Monitoring via SNMP (e.g. Cacti, MRTG)

— Active Monitoring of network elements/hosts (e.g. NAGIOS,
Zenoss)

Typical monitoring solution: single domain focused
— Monitor (only) what you control
— Sharing is not built into the model

Typical network use case: cross domain

— Closest collaborating partners are no longer with the same
campus (or state, or country ...)

If networking is cross domain, why can’t network
diagnostics and monitoring work this way as well?

— Facilitate “end to end” operations INﬂNET



Eerformance Measurement & Monitoring

* Encourage use of existing tools
Don’ t need new tools, lots of fine measurement
software already
Work with what “others are using”, because it
probably works...
Facilitate use of remote tools and sharing of resources

* Single Step Deployment
Set it and forget it!
Ease of installation = wider deployment

* Debugging problems — end to end
Instrumentation and monitoring on all parts of the

path
Data views that correlate results automatically, suggest

solutions PN
INTERNET



Eerformance Measurement & Monitoring

* Finding a solution to network performance problems can be
broken into two distinct steps:

— Use of Diagnostic Tools to locate problems

Tools that actively measure performance (e.g. Latency, Available
Bandwidth)

Tools that passively observe performance (e.g. error counters)

— Regular Monitoring to establish performance baselines and alert
when expectation drops.
Using diagnostic tools in a structured manner
Visualizations and alarms to analyze the collected data

* Incorporation of either of these techniques must be:

— ubiquitous, e.g. the solution works best when it is available
everywhere

— seamless (e.g. federated) in presenting information from different

resources and domains INTERNET



Everyone should participate in the
monitoring infrastructure

user
performance GUI /
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EerfSONAR-PS

“Performance Monitoring Middleware”
perfSONAR was designed to sit in the middle:
— Provide access to the underlying tools and data stores

— Operate both within and between domains — federate
seamlessly.

— Provide rich APIs for GUIs and Alarms — develop tools that fit
into your NOC process instead of changing the entire process

Brass tacks:

— Access to historic measurements — ability to generate “MRTG”
like graphs for an entire end to end path, crossing multiple
domains

— Facilitation of live tests (e.g. Run an ‘iperf’ test without having
to beg for shell access on someone else’s network)

— Painless installation — easy to use packages or a “complete”

solution bundled on a Linux CD
IN@NET
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http://psps.perfsonar.net

pS Performance Toolkit

* http://psps.perfsonar.net/toolkit

*  Current Version: 3.2.1
— Cent0S 5.7 Based

— Hallway conversation w/ lan Gable — “I challenge the LHC
community to help pS Developers port this to Scientific Linux’

* Available Tools:
— Latency: PingER/OWAMP/Reverse Traceroute
— Bandwidth: BWCTL (Iperf/Nuttcp), NDT, NPAD
— Passive Measurements: (Cacti)

* Purpose:
— Install in any ‘free’ machine
— Diagnostic = non destructive to host
— Regular Monitoring = store results on host

* Live vs Disk Based Installs

)

INTERNET


http://psps.perfsonar.net/toolkit

Etallation/Configu ration/Support

Installation
— One Step — package management or all in one appliance
— Linux Live CD — Popular way to try out before committing to a distro...

*  Functionality
— One off diagnostic testing
— Regular monitoring
— Alerting capability
— Visualizations
* Open Source Development
*  Team comprised of R&E Network operators, Universities, Federal Labs
* All source code publically available though anonymous SVN
* Open Source Support
* Mailing list(s), Public bug tracking
* Upgrade Path
* BurnanewCD
* Use of Package Managers (YUM)
* Migration tools to backup historical measurement data INTERNET
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!II, eht'(ps:Hdeskl?Z.imernetZ.edu toolkit/ ¢

pS-Performance Node For Internet2 In Ann Arbor, M|

L]
~
[
g Host Information
:o_' Organization Name Internet2
i t00| klt Host Location Ann Arbor, MI
Administrator Name Aaron Brown
Administrator Email aaron@internet2.edu
s Communities This Host Participates In
Global Performance Services
Java OWAMP Client & Internet2
Reverse Traceroute 7
Reverse Ping & |Services Offered
PingER Web GUI & |Bandwidth Test Controller (BWCTL)L] Running
« tcp://[2001:468:1420:2:21b:21ff:fe4e:9203):4823
Service Graphs » tcp://deskl72.internet2.edu:4823
Throughput
One-Way Latency Lookup Service[1] Running
Ping Latency « http://[2001:468:1420:2:21b:21ff:fe4e:9203]:9995 [ perfSONAR_PS/services/hLS
SMMP Utilization » http://desk172.internet2.edu: 9995 /perfSONAR_PS/services/hLS
Cacti Graphs 2 -
Network Diagnostic Tester (NDTHILI Running
Toolkit Administration * tcp://[2001:468:1420:2:21b:21ff:fe4e:9203]:3001
Admi Inf « http://[2001:468:1420:2:21b:21ff:fe4e:9203]:7123 &
A doe » 1cp://deskl72.internet2.edu:3001
External BWCTL Limits « http://desk172.internet2.edu:7123 &
External OWAMP Limits
Enabled Services Network Path and Application Diagnosis (NPAD)L] Running
NTP * 1cp://[2001:468:1420:2:21b:21ff:fe4e:9203]:8100
Scheduled Tests ® http://[2001:468:1420:2:21b:21ff:fe4e:9203]:8000 &
» tcp://deskl72.internet2.edu:8100
(3 RIAP Rl & « http://deskl72.internet2.edu:8000 &
Performance Toolkit One-Way Ping Service (OWAMP)[L] Running
Configuration Help & « 1tcp://[2001:468:1420:2:21b:21ff:-fe4e:9203]:861
Frequently Asked Questions & » 1cp://deskl72.internet2.edu:861
About & ; vy
Credits & perfSONAR-BUOY Regular Testing (Throughput)] Running |4
" 31
perfSONAR-BUOY Measurement Archivel2] Running y
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@hat is it Good For?

* Debugging “real problems”

— Yes, they happen (frequently actually...), even on “well
provisioned R&E networks”

— End to end debugging the hard way:
Conference calls with multiple parties
Begging for access to tools, data. Still not very structured
Finger pointing, childish name calling, etc.
— End to end debugging the easy way:
Have the infrastructure in place, everywhere!

Use it when it is needed, doesn’t consume a lot of resources
when it is not needed

* Stakeholders
— Domain scientists
— NOCs
— Network Peers (e.g. SLA verification)

INTERNET



@ick Example

* USATLAS SWT2-OU and MWT2-1U

* Observations (from pS Tools):
— Throughput was reduced in one direction

— One way latency drastically different in each
direction
I”

— “Real” transfers were not an issue in this case, no
regular traffic between the two

INTERNET



OU/IU — Latency Before

Source: iut2-netl.u.edu (149.165.225.223) -- Destination: psl.ochep.ou.edu (129.15.40.231)

12:54 August 16,2011

» * [Dst to Src] Delay (MSec) 11.85 » e [Src to Dsi] Delay (MSec) 26.02 Loss Observed (SRC to DST) Lost
1 packets out of 600

2011-8-16
— . 5| /A Loss Observed (DST to SRC) Lost
1 packets out of 600
2011-8-16

P
LI
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B Source -= Destination in Mbps [l Destination -= Source in Mbps
Maximum jut2-net.in.edu <> ps2.ochep.on.edun 91494 Mbps Maximum ps2.ochep.ov.edn ->int2-net2.inedu 47027 Mbps

Average iutd-netd.in.edu > psl.ochep.on.edu 01445 Mbps Average psd.ochep.ou.edo -> int2-netd.in.edu 208.18 Mbps
Last iut2-net2 ju.edu - ps2.ochep.ow.edu 01494 Mhbps Last ps2.ochep.ou.edu -> int2-net.jiu.edu 17107 Mbps
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B Source -= Destination in Mbps
915.12 Mbps

687.18 Mbps
014.94 Mbps

Maximum ijut2-net2.iju.edu > ps2.ochep.ou.edu
Average iut2-net.in.edu <> ps2.ochep.ou.edu
Last iutd-netd.in.edu = ps2.ochep.ou.edu
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[l Destination -= Source in Mbps

Maximum ps2.ochep.ou.edn ->int2-net.in.edu

Average ps2.ochep.ouedu -> int2-net.in.edu
Last psl.ochep.ou.edu > int2-netd.iu.edu

548.77 Mbps
170.10 Mbps
17107 Mbps




Euick Example

» 15t Steps:
— Detected the abnormalities via the
dashboard/alarming applications

— Took a look at historical performance to see when
things went south

— Opened communication with
Campus/Regional/Backbone providers

e 2nd Steps:

— Suggested a change in the network (e.g. asymmetrical

routing)
IN%‘N“

— Waited to gather new baselines



OU/IU — Latency After Routing Change

D http:/ /psl.ochep.ou.edu/toolkit/gui/perfAdmin/delayGraph.cgi?url=http:/ /localhost:B085 /perfSONAR_PS/services /pSB&key=b16fc166eBe8bl4eac2f Tﬁ',’

Source: iut2-netl.in.edu (149.165.225.223) -- Destination: psl.ochep.ou.edu (129.15.40.231)

Block...

16:58 August 24, 2011
» * [Dst to Src] Delay (MSec) 26.64 » e [Src to Dst] Delay (MSec) 26.16

129.15.40.231
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M Source -= Destination in Mbps

Maximum iut2-net2.iv.edu -> ps2.ochep.ou.edu
Average int2-netd.in.edu -> ps2.ochep.ou.edu
Last int2-net2.ju.edu -> psl.ochep.ou.edu

129.15.40.232

915.00 Mbps
892.14 Mbps
900.01 Mbps
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[l Destination -> Source in Mbps

Maximum ps2.ochep.ou.edu -> iut2-net2.iu.edu
Average ps2.ochep.ou.edu -> int2-net2.iv.edu
Last ps2.ochep.ou.edu -> int2-net.in.edu

902.17 Mbps
321.69 Mbps
902.17 Mbps




11:29 August 26, 2011
» * [Dst to Src] Delay (MSec) 26.35 » e [Src to Dst] Delay (MSec) 26.48
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Source: iut2-net2.iu.edu (149.165.225.224) -- Destination: ps2.ochep.ou.edu (129.15.40.232)
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B Source -= Destination in Mbps [l Destination -= Source in Mbps

Maximum ps2.ochep.ou.edn ->int2-net2.inedn 90221 Mbps
Average psd.ochep.ou.edo -> int2-netd.in.edu 801.54 Mbps
=LAl I vibps

Last ps2.ochep.ou.edu -> int2-net.jiu.edu

Maximum fut2-net2.in.edu -> ps2.ochep.ou.edu
Average iutd-netd.in.edu > psl.ochep.on.edu
Last iut2-net2 ju.edu - ps2.ochep.ow.edu

32-10/26/2011, © 2011 Internet2 R



Source: iut2-net2.iu.edu (149.165.225.224) -- Destination: ps2.ochep.ou.edu (129.15.40.232)
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B Source -> Destination in Mbps [l Destination -> Source in Mbps
Maximum jut2-net.in.edu <> ps2.ocheponedn  915.11 Mbps Maximum ps2.ochep.ouedn -=int2-net2.inedn  902.21 Mbps

Average iut2-net2 jun.edu > ps2.ochep.ou.edu 808.05 Mbps Average ps2.ochep.ouedu -> int2-net? ju.edu 441.11 Mbps
Last iut2-net2 jun.edu - ps2.ochep.ow.edu 90191 Mhbps Last ps2.ochep.ou.edu -> int2-net.ju.edu 901.71 Mbps
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(Case Closed (?)

* The tools provide “proof”

Work best when combined with real results from the data
transfer tools (e.g. GridFTP logs, FTS results, etc.)

Problems like this can happen at any time
— Monitoring helps to identify
— Reduce the ‘surprise’ factor

INTERNET
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@se Cases - LHC

* USATLAS has been running an infrastructure since
2007

* Basic setup:

2 Nodes per T2 and T1 (one for Bandwidth, one for
Latency)

1U Boxes (“Koi Computers”, cost was < $1000 for
each at the time)

Working w/ Dell on an upgrade — possibly R310 w/ a
10G card

Regular BWCTL/OWAMP in a full mesh

Creation (by Tom Tom Wlodek @ BNL) of a
‘dashboard’ for tactical overview of all hosts

)
INWT



’ (State of the Deployment - USATLAS
(oo | acir2 w2 ISl swr2] w2

US cloud throughput measurement | US cloud latency measurement
[ o[ [ 2 3[ 4 s[ e[ 7[ g

= |IIHHHHII =
{Ihemon.bnl.gov) 0.92|0.90|(0.86||0.67(0.689 {Ihcperfmon.bnl.gov)
1:AGLT2 Ill Ill 1:AGLT2
smsul2.agh2.org) smsull.agh2.or
e HH!FHFFFF s
sum02.aglht2.org) 0.91)0.94 (V| oo | o i3 | F sum01.aglh2.org)
3:MWTZ2 3:MWTZ2
{iut2-net2.iu.edu) {iut2-netl.iu.edu)
MWTZ MWTZ
{uct2-net2.uchicago.edu) {uct2-netl.uchicago.edu)
5 NET2 : - EE EE EE EE 0 EEI EEI
(atlas-npt2.bu.edu) -npti.bu.edu IIIIIIII IIIIII
s e el ||
{ps2.ochep.ou.edu) 0.90||0.930.92|(0.91||0.93 [k ]ll0.00)
550192 192 013 093 s ||
{netmnni.atlaﬁ-f.wti.urg} 0.90(0.920.92|(0.90||0.93 0.85 0.00) -5
= E=s=m=Ez | I
snr-bwD1.slac.stanford .edu )| DNSE| | BVEE | HNEE | DVEE (0065 | BEE | G960 | 5ES 5N slzc.stanfor u
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@her Deployments

LHCOPN
— T0, and all T1s are in a pilot to evaluate the software
— Testing the OPN links directly

— May be hard to devote these testers for T2 testing in each ‘region’,
but being considered

USATLAS in ltaly T1s/T2s (T3s?)

— Mirrors the intent of the USATLAS deployment

— Was experimental, getting new hardware
Canada

— lan has the machines on order, installation “real soon now”
Many others ...

— Regional networks

— R&E Backbones in other countries

— Etc. etc. etc.

INTERNET
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Conclusions

* Performance problems will always exist

— Networks and VO ecosystems are too complex to work
‘out of the box’

— Networks break when you touch them
There is help available

— Tools such as perfSONAR and the lower level
monitoring infrastructure

— Experts that can use them to ‘fix’ things
Growing the community
— We want to see more deployments

— We want to transfer the knowledge to create new
experts

Thanks!
— zurawski@internet2.edu }
INTERNET
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perfSONAR or: How | Learned to Stop Worrying
and Love Network Performance Verification

October 26t 2011, HEPiX
Jason Zurawski, Internet2 Research Liaison

For more information, visit http://psps.perfsonar.net
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