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A database is:

- an organized collection of data or a type of data store based on the use of a database
management system (DBMS),

- the software that interacts with end users, applications, and the database itself to capture and
analyze the data.

- The DBMS additionally encompasses the core facilities provided to administer the database.
The sum total of the database, the DBMS and the associated applications can be referred to
as a database system.

Databases
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A relational model:

- organizes data into one or more tables (or "relations") of columns and rows

- a unique key identifying each row

Generally, each table/relation represents one "entity type" (such as customer or product).
The rows represent instances of that type of entity (such as "Lee" or "chair") and the columns
represent values attributed to that instance (such as address or price).

Relational databases
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Customer ID Name
123 Alice
456 Bob
789 Carol

https://en.wikipedia.org/wiki/Relational_database


Is a language used to manage data, especially in a relational database management
system (RDBMS)

create table customers (CustomerId number, Name varchar2(20));

insert into customers values (123, 'Alice');

select CustomerId from customers where Name = 'Alice';

update customers set Name = 'Unnamed';

delete from customers where CustomerId = 123;

SQL
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Customer ID Name
123 Unnamed
456 Unnamed
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789 Unnamed
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A tiny bit of theory…
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You can only have 2 out of 3

CAP theorem AKA Brewer's theorem 
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CAP theorem
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ACID

BASE

ATOMICITY
CONSISTENCY
ISOLATION
DURABILITY

EVENTUAL CONSISTENCY

https://en.wikipedia.org/wiki/CAP_theorem

https://en.wikipedia.org/wiki/CAP_theorem


How to make your database resilient?
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Basic database system
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STORAGE DATAFILES SERVER APPLICATION

select col from tab;



What if something breaks?
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Basic database system
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STORAGE DATAFILES SERVER APPLICATION

select col from tab;



Highly available database system
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STORAGE DATAFILES SERVERS
LISTENER

(LOAD BALANCER ) APPLICATION



Is that enough?

18



What if your datacenter is on fire?
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Highly available database system with DR
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REPLICATION



Highly available database system with DR
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REPLICATION



Highly available database system with DR
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Is that enough?
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What if somebody deleted some data?
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Backups
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STORAGE DATAFILES SERVERS



Modern database systems are allowing us to restore to any point in time

You need to backup the data files but also the log of all the changes

Each system has different approach to solving this issue:

Oracle: archivelogs

Postgres: write ahead log – WAL

MySQL:  binlog 

Backups
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How does our infra look on the application side?

28



Application Side
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INFRASTRUCTURE



Databases at CERN
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Oracle since 1982

• 105 Oracle databases, more than 11.800 Oracle accounts
• RAC, Active Data Guard, GoldenGate, OEM, RMAN, APEX, Cloud…
• Complex environment, ≈100 physical servers

Database on Demand (DBoD) since 2011

• ≈600 MySQL, ≈400 PostgreSQL, ≈200 InfluxDB
• Automated backup and recovery services,

monitoring, clones, replicas
• HA MySQL clusters (Proxy + primary replica)
• ≈200 servers (both VMs and physical)

https://cds.cern.ch/record/443114

https://cds.cern.ch/record/443114


Size of the database environment

31

Total size

Oracle ≈5 PB

DBoD
(MySQL, PostrgeSQL, InfluxDB) ≈150 TB

Backups ≈3 PB



Each resource should have an owner, whom you can contact in case of problems.

We give two options:

• individual owner

• service owner (which might belong to a team, group, etc.)

What do you do when people leave the organisation?

Resource management
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Oracle
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DBoD Maintenance operations

https://dbod.web.cern.ch/

https://dbod.web.cern.ch/


DBoD Configuration management
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• Indico (meeting planning, room booking system)

• Autorization Service (SSO, 2FA)

• Configuration Management (puppet, foreman), Secrets Vault

• Jira, Gitlab, Openstack

• Websites (https://home.cern/)

• CERN Document Server (https://cds.cern.ch)

• File Transfer System

• ATLAS Panda (Production and Distributed Analysis System)

• and more…

Services relying on DBoD
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https://home.cern/
https://cds.cern.ch/


DBoD
architecture
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How to use DBoD?
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• https://dbod-user-guide.web.cern.ch/

• In the DBoD platform users are responsible for managing their databases, ensuring 
security and compliance with CERN policies, and handling application-level issues. 

• The DBoD team, in contrast, provides and maintains the platform, handles 
infrastructure-level issues, ensures hardware reliability, performs automated backups, 
and offers tools for self-service.

• DBoD team doesn’t provide support for application-level problems but ensure the 
database environment remains functional and up-to-date.

DBoD manifesto
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https://dbod-user-guide.web.cern.ch/


• https://auth-resources.web.cern.ch/

How to get access to DBoD?
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https://auth-resources.web.cern.ch/


• PostgreSQL 13.13, 14.10, 15.7

• MySQL 8.0.35, 8.4.2

• InfluxDB 1.8.3

DBoD offer
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DB support schedule vs LHC schedule
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DBoD creation
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DBoD maintenace tasks
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• Upgrade

• Backup

• Restore

• Clone

• Extension of the expiration date



DBoD upgrade
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• The DBoD team provides infrastructure-level support

• DBoD team doesn’t provide traditional DBA support. You get full DBA rights.
• DBoD implements best configuration practices, etc.
• It’s a shared service, so there are some limitations. Heavy users are normally identified and separated.

• SNOW Service Element: Database on Demand Service

DBoD recap
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https://cern.service-now.com/service-portal?id=service_element&name=database-on-demand


Questions?
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You’ll work in pairs
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• Go to Google Sheets and write down your CERN Logins:

• https://cern.ch/dbod-allocation

https://cern.ch/dbod-allocation


Before we finish
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• Go to the DBoD portal:

• https://dbod.web.cern.ch/

Exercise 1. Requesting an instance
Go to the DBoD portal and request a new PgSQL instance.

DB Name: csc_pg<NN>
Category: TEST
Admin group*: csc-cc-users
Database Type: Postgres 13.13

The instance will be created and you will get an e-mail when your instance is ready.

https://dbod.web.cern.ch/


DBoD exercises
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• Requesting an instance

• Using the DBoD portal

• Logging into the MySQL/PostgreSQL instance

• Managing your instances

• Backups, Clones

• Upgrades



Thank you !

andrzejnowicki

andrzej.nowicki@cern.ch


