
DBoD exercises
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• Requesting an instance

• Using the DBoD portal

• Logging into the MySQL/PostgreSQL instance

• Managing your instances

• Backups, Clones

• Upgrades



How to connect remotely from outside of CERN

Let’s give DBeaver a try

https://dbeaver.io/

60

https://dbeaver.io/


Database Services by IT-DA-DB

Andrzej Nowicki
tCSC Ferney-Voltaire 2024

Oracle Database



Oracle
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https://resources.web.cern.ch/resources/Manage/Oracle/Default.aspx

https://resources.web.cern.ch/resources/Manage/Oracle/Default.aspx


ChatGPT generated answer

Some key services at CERN that use Oracle databases include:

1.Physics Data Management: Oracle databases support the management and storage of data from CERN's particle physics experiments, 
particularly from the Large Hadron Collider (LHC) experiments like ATLAS, CMS, ALICE, and LHCb. These databases help organize and 
facilitate access to large volumes of experimental data.

2.Accelerator Operations: The control systems for CERN's particle accelerators, including the LHC, rely on Oracle databases to store 
operational parameters, monitor data, and manage historical data. This supports real-time adjustments and historical analysis for 
optimizing accelerator performance.

3.IT and Administrative Systems: CERN uses Oracle databases for many internal administrative services, such as financial 
management, human resources, and procurement systems. These databases support the organization’s daily administrative functions and 
ensure smooth, reliable operations.

4.Data Archiving and Analysis: CERN’s large-scale archiving system uses Oracle databases to store and catalog historical data, which 
scientists and engineers access for analysis over the long term. This service ensures that data from past experiments and operational 
activities remain accessible and organized for future use.

5.Asset and Inventory Management: Oracle databases support CERN's asset and inventory tracking, ensuring all equipment, 
components, and materials are cataloged and available for use in experiments and operations.

6.Project Management and Collaboration Tools: CERN’s project management platforms, often integrated with Oracle, help scientists 
and engineers plan, track, and collaborate on complex, large-scale projects across the organization.

Which services at CERN rely on Oracle databases?
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e.g. EDH, LMS, INFOR, PAYROLL

Online and offline computing – e.g. ATONR, ATLR 

ACCCON databases

…many many more



Oracle e-groups
Databases E-Group
cerndb1
cerndbu
devdb19
devdb19u
intdb19

oracle-general-purpose-users

csdb_test
csdbrac
csdbtest

oracle-it-databases-users

aisbid
aisbip
aisbit
aisdb_dev
aisdb_preprod
aisdb_prod
aisdbt
baan6d
baan6p
baan6t
desfound
edh_service_prod
fidelio_service_prod
inforln_service_dev

oracle-administrative-
databases-users

https://resources.web.cern.ch/resources/Manage/Oracle/Subscribe.aspx

https://e-groups.cern.ch/e-groups/EgroupsSubscription.do?egroupName=oracle-general-purpose-users
https://e-groups.cern.ch/e-groups/EgroupsSubscription.do?egroupName=oracle-it-databases-users
https://e-groups.cern.ch/e-groups/EgroupsSubscription.do?egroupName=oracle-administrative-databases-users
https://e-groups.cern.ch/e-groups/EgroupsSubscription.do?egroupName=oracle-administrative-databases-users
https://resources.web.cern.ch/resources/Manage/Oracle/Subscribe.aspx


Oracle – create a new account
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Go to https://resources.web.cern.ch/

List Services ➡ Oracle ➡ New account

Login: csc_oracle<NN>

Database: devdb19

Account type: Development

Description: CERN School of Computing

Follow the naming convention, use numbers only

https://resources.web.cern.ch/


Oracle tooling
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https://cern.ch/session-manager

https://cern.ch/session-manager


Oracle tooling
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Oracle Enterprise Monitoring
used by the Oracle Database team



How to connect to your Oracle account?
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Oracle Client – SQL Developer
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Available in DFS, more info:

KB0001276

Directly from Oracle (you need an account):
https://www.oracle.com/database/sqldeveloper/technologies/download/

https://cern.service-now.com/service-portal?id=kb_article&n=KB0001276
https://www.oracle.com/database/sqldeveloper/technologies/download/


Oracle Client
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Oracle instantclient RPM Packages for CERN Alma and RedHat 8 and 9 – KB0006697

It’s also deployed to EOS – KB0001167

It’s also available in CMF for Windows Desktop

Directly from Oracle (you need an account):
https://www.oracle.com/database/technologies/instant-client/downloads.html

https://cern.service-now.com/service-portal?id=kb_article&n=KB0006697
https://cern.service-now.com/service-portal?id=kb_article&n=KB0001167
https://www.oracle.com/database/technologies/instant-client/downloads.html


Oracle Client
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There are other options:

Python Library – python-oracledb (don’t use cxOracle)

SQLPlus – command line



How to know where to connect?
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tnsnames.ora
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devdb19=
(

DESCRIPTION=
(ADDRESS= (PROTOCOL=TCP) (HOST=devdb19-s.cern.ch) (PORT=10121) )
(LOAD_BALANCE=on)
(CONNECT_DATA=

(SERVER=DEDICATED)
(SERVICE_NAME=devdb19_s.cern.ch)

)
)



tnsnames.ora
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We distribute the file in multiple ways – EOS, AFS, DFS, https, rpm file

KB0001211

It’s available inside CERN network via https:

https://service-oracle-tnsnames.web.cern.ch/service-oracle-tnsnames/tnsnames.ora

https://cern.service-now.com/service-portal?id=kb_article&n=KB0001211
https://service-oracle-tnsnames.web.cern.ch/service-oracle-tnsnames/tnsnames.ora


Oracle – remote connection
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For security, access to databases is limited to within CERN’s network

You need to do tunneling



Live demo:
How to configure SQL Developer?
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SQL Developer
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1. Download SQL Developer: https://www.oracle.com/database/sqldeveloper/technologies/download/

2. Download tnsnames.ora: https://service-oracle-tnsnames.web.cern.ch/service-oracle-tnsnames/tnsnames.ora

3. Configure the path to tnsnames.ora

4. Configure the connection
oracle.net.socksProxyHost
oracle.net.socksProxyPort
oracle.net.socksRemoteDNS

5. Remember to run the ssh tunnel:
ssh -D 9999 <nicelogin>@lxplus.cern.ch

https://www.oracle.com/database/sqldeveloper/technologies/download/
https://service-oracle-tnsnames.web.cern.ch/service-oracle-tnsnames/tnsnames.ora


More info about Oracle
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We automate things that are done often:

• Patching of database software

• Hadware migrations between servers

• New installations

• Accounts provisioning (and deletion)

What do we do?
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Automate as much as possible
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https://github.com/rundeck/rundeck

https://github.com/rundeck/rundeck


The Oracle team is performing the upgrades

• Users are informed ahead of time. LHC schedule is taken into consideration (if needed)

HA solution all the way – each component is multiplexed

Less autonomy for users, but it’s highly scalable

Oracle is sutiable for mission critical workloads

In contrast to the DBoD service
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Some nice features from Oracle
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What if you shutdown one of the db’s involved?

Database Links
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Database Links

86https://cern.ch/dblink-viewer

https://cern.ch/dblink-viewer


Data Migrations
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Oracle provides a Data Pump tool which speeds up copying of data by using

server-side processes and internal optimisations

KB0001169

https://cern.service-now.com/service-portal?id=kb_article&n=KB0001169


Data Migrations – Data Pump automation
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SQL> exec cerndb_dpuser.cp_schema('DST_DB_NAME');

SQL> exec cerndb_dpuser.cp_schema('DST_DB_NAME',
include=>'TABLE: like ''TEST%''',
exclude=>'TABLE/CONSTRAINT;STATISTICS');

KB0001169

https://cern.service-now.com/service-portal?id=kb_article&n=KB0001169


The infrastructure is complicated…
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this is where mistakes happen



Using replicas as a base for clones

Database Clones
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clone

replication

PRIMARY

PHYSICAL
STANDBY



Key points

Database Clones
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• 4 minutes to create a clone of a 10TB database

• Thin Clones (Copy On Write)
using the dNFS snapshots

clone

replication



Storage API
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Usage: sapi delete_snapshots SNAPSHOT_NAME VOLUME_NAME SUBSYSTEM <flags>

bash#  sapi delete_snapshots dbnas:/very_long_path snapshot_name subsystemX

Operation successful.



Storage API
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Usage: sapi delete_snapshots SNAPSHOT_NAME VOLUME_NAME SUBSYSTEM <flags>

bash#  sapi delete_snapshots dbnas:/very_long_path snapshot_name subsystemX



Storage API
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Usage: sapi delete_snapshots SNAPSHOT_NAME VOLUME_NAME SUBSYSTEM <flags>

bash#  sapi delete_snapshots dbnas:/very_long_path snapshot_name subsystemX



Questions?
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The final exercise
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ssh lxplus
$ sqlplus <your_requested_account>@devdb19
The password will be: change_me7
SQL> select * from anowicki2.final_exercise;



Thank you !

andrzejnowicki

andrzej.nowicki@cern.ch


