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Authentication at CERN

Directory

CERN Single Sign-On

Sign in with a CERN account Sign in with your email or organisation

-
Username Uil Home organisation - eduGAIN

External email - Guest access

Password

Sign in with a social account

transfer of your login request to the social provider and to
receive your account name, name and e-mail for
authenticating you. See more details in our Privacy Notice.

Forgot Password?

Or use another login method

G Google LinkedIn

N Two-factor authentication © GitHub f Facabiaaic

+) Kerberos

By logging in, you agree to comply with the CERN
Computing Rules, in particular OCS. CERN implements
the measures necessary to ensure compliance.

’rivac Suppc

Manage your account Privacy Notice Service Desk - +412276 77777
Service Status
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Authentication at CERN

/

& password for
an account in
Active Directory

Sign in with a CERN account

Username

\_

Password

Just ignore this...
it will disappear
once everyone

has 2FA for their
accounts...

Forgot Password?

Or use another login method

EN Two-factor authentication

\ "] Kerberos
Kerberos
. By logging in, you agree to comply with the CERN
with a CERN e
account in
ACtlve Account Privacy
Directory

Manage your account Privacy Notice

Directory

CERN username CERN Single Sign-On

Sign in with your email or organisation

-
T  Home organisation - eduGAIN

S External email - Guest access

Sign in with a social account
By clicking on the buttons below, you consent to CERN's
transfer of your login request to the social provider and to

receive your account name, name and e-mail for
authenticating you. See more details in our Privacy Notice.

G Google in Linkedin

©) GitHub f Facebook

Support
Service Desk - +41 22 76 77777
Service Status

SAML
connections
to eduGAIN

Inbuilt
Keycloak
users

OAuth
connections
to social
providers
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Authentication at CERN

Your
application




Q: Which certificates

SAM L would go into the public

metadata?
e Often used for Single-Sign-On implementations & w

older Off the Shelf software ; :?xm.}gleriionﬂl‘ﬁl" %ncoi?';:g:"?}?‘i;i> . - ; e
. Limited to web serVices E <e2:>%§%dz?:z§longum:oasis:names::c:SAm.:Z.U:prot,ocol"
e Each SAML provider provides public XML P oERE
metadata that contains e e
O Slgnlng and encryptlon Certlflcates, endpolnts, and %g :jg:iﬁ;s:;%g\zil:ode Value="um: oasis:names: te: SAML: Z. 0:status: Succesy
various other bits B et tmenes
e Authentication assertions sent as XML packets e 4
igure 10: Response in SOAP Envelope
o Can be encrypted or not
o Contain user attributes, can contain authorisation http://docs.oasis-open.ora/security/sa
e CERN Docs: ] ml/Post2.0/sstc-saml-tech-overview-2.
https://auth.docs.cern.ch/user-documentation/sa 0.html

ml/saml/
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OAuth & OIDC

e Uses bearer tokens, i.e. strings signed by an
OAuth2 Provider VI eeieoniee,
P Bearer tOkenS are often JSON Web Tokens "iss": "https://auth.cern.ch/auth/realms/cern",

. . . "aud": "oidc-attribute-viewer",
(JWTs) that contain user information subn: “hshorty,
- "typ": "Bearer",
® Non-Web and API fl"lenC"y "azp": "oidc-attribute-viewer",

"scope": "openid profile groups email",

e OIDC (OpenlID Connect) is a set profile for Mhame": "Hamnah Short,
OAuth, that specifies a fixed set of attributes ncern_mall upn": "hshort@cern.ch,

"preferred username": "hshort",

e Client IDs and secrets "given name": "Hannah",

"cern roles": [

e https://auth.docs.cern.ch/user-documentation "role2",
loidc/oidc/ | miarole!

"cern preferred language": "EN",

eyJhbGci0iJSUzIINiIsInR5cCIgOiAiS1dUIiwia2lkIiA6ICIWYUQzRDBQUMSQVZB5SMXpBLTBieVIx " faml 1 y_name R ShO re" 4
ZkhsSFVqalNFZzAxNngyY3JjaH1iIn0.eyJleHAiOjE2NTQ2MDI10Tgs ImlhdCI 6MTY 1NDYWMTM50CwW |:> "email": "hannah.short@cern.ch",
YXV0aF90aWllIjoxNjUONAWOTc4LCIGAGKi0L TAMTUWMIM2ZS0xNGUSLTRIY gt YTA4NCOZZTh] ZTMz " . .
NDY3MjgiLCJpc3MioiJodHRwezovL2F...qEGafQajAxfifRBniadLMEGDRHESp1cRy2j0PLULFAMAYVLE eduperson_orcid": "0000-0003-2187-0980",
ypYndDAFSM1 mSkGopvildbZpSTOTMGTIXKubuy9Ta8PK-XidFlyHLVH3S00GV1AG TmPKskBAfGk14Qc "cern upn": "hshort"
nYxugecGtWnR-NzuQHNoNKaiqgPHYgh6MgbDWh EH816J8jL2 1DTIXszx5FqYQOfGCQPbG5-C1GW-UU

Maht5smCYjWq7RmN8erDOT3ZrnIquOKJ7DWirEUUh noinIYOqf TK65aNTc7TiROVYYcoYDn6U360 }

e HnXxtiTgtGeMOZdkDuvLxz7Wg B B
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OAUth & OI D C [Q: Whybv;/ci)u;gocrl]flr’;t secret

You can use your client ID and (optional) client secret to request tokens from CERN SSO.

Token Lifetime at CERN Use
Access / Bearer 20 minutes Authorisation to clients
ID 20 minutes (but not applicable) | Snapshot of information about a user/subject
Refresh 12 hours or indefinite if To get more access tokens
offline_access scope
requested
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Exercise 0 - Tokens at CERN

The Users Portal sends your token to a
backend API called the Authorization
Service API. Let’s see how it works!

Go to https://users-portal.web.cern.ch

Open the web inspector, then the network
tab, refresh the page and search for
authorization-service-api

In the web request headers you will see
“Bearer A_LONG_STRING?”, this is your
OAuth jwt token

Go to https://jwt.io, paste your token and
have a look at what’s inside

My Account

Account Overview

Mail Settings Linked Accounts Secondary and Service Accounts

i HannahShort B}

Details

Username

Affiliation

authorization-ser

jame

ApiCapabilties

") providers

to_approve

) to_approve

my
primary

to_approve
baeeadfe-5342-abad-bofs-beb789fa

£ Actions

a8 Configure 2FA

hshort » Change password

STAF

Cookies. Timing  Security

en-GB,er
Bearer eyJhbGCiOUSUZIINiISInRECCIGOIAISIdUIiwia2IKIiAGICJWYUQZRDBQUMS QVZBSMXpBLTBieVixZkhsS

0aF0aMW lioxNzISN TEAMLCJadGKOIBMEYXZDAYYSOXOTNLTQEMDGIOGEEMI [wM‘NNDVIZNU\LEJD.JL‘UO\JOOHRu/\ 2orl 2F1dGQUY 2N R X
122X 20WNILWFwaSIsiN Y 2305ydCiinRB<CIBIKIY XS GeCIBIVEZX 2L YBvenRhSCls NIc 3N SfCSRAAGLIOHOZOMDMXZCTNDALTRY2UIODNAMy032Dh BRU e
9yaWdpbnMiOlsiaHROCHMBLyShdXRob3 JpemF0 W\Buuh\.anhulV‘(EpLhmﬁm’)JuLmNnHL’“MJ\uQicmN\(AF\V’VLLwav“JthRnb\JpcmFC‘AWQuL lenZpY2UtYXBpljp7inJvbGV2ijpblmNyaXRpY 2FsXavz
LCncm@1eHNdXNicilsimNlcmSYWNJb3VudCisimimYVa1c2Vy YRyl kZWEORKREX2F Kol dOHDI T2y LGJ'LUh"hnm(N\cr\N’\LLJpZ!‘\’u1u\’1 c
2VyliwiZ3JvdXB2X2FkbWIuaXNOCmFOb3ILCJ2ZX 2aW! 7X Ana,ws\nmm ZpbGUGZW1haWwgaWRIbnRpdHktck: aWQI0I0ZGQXMDMAZCTINDA
5LTRKY2UtODNhMy03ZDIwNjRiMDIAMDEILC.JpZG FIOWVhNilsmNicmSfcGVyc29uX2ikfjoi N:n,zMMxh. ci
dCisimNIcm5fbWFpbF91cG4i0iJoc2hvenRAY2VybisjaClsinByZWZicnJIZF1c2VybmFtZSiBimh: ta,ac rrdpdr“‘v’u(""vh o N R A e e
WBpc3RyYXRvcilsinNicnZpY2VfZGVzaylsimikz WE0aXREX2F kbWiluaXNOCmFOb3IiLC jcmi0 2VyliwiZG vZCThcGktdXNIcnMiLCJhcHBsaWNhdGIvbigyZ! L rn‘FMYN\m\*"ﬂd/b
XBUbGIYXRpb25 XN cisiZWS0aXREXaVZZXILCZXJWX2F Y29 bn QX SwiY2Vybiows 'rwr*lH,\ GRUZ3VhZ2UOLFTISmZhbWiseVouYWiljoU hvenQiLCA FpbCI6imhhbmShaCs
NGz Wc L2010 2 R D WM LTEODE DK BuljoiaHNob3J0In0 F nr.m‘.w‘,v.) puFndQE2
lLtPGhacBBWWVCLR-IWFAXWYDHPQBXKIWCb.-dyhcSxzScOKUFINGWCCQsTF228926WU2lypJXOIUSO
xinld8_CbMGgAREMOafdzvDaCBveZXEQ_yaFILECTPHyARHstuH2x2mxymPReP! MHCIAOWSGOWdglsTd

@1 D1 Ass7ke
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Exercise 1 - Authentication on Openshift

e Open an existing Openshift (test) application knage

Deploy an existing Image from an Image Stream or Image registry.

® If you don,t have One ® Image name from external registry

o Create a test site at https://webservices-portal.web.cern.ch/paas registry.cern.ch/dockerio/nginxinc/nginx-unprivileged
and find it in https://paas.cern.ch

o  Make sure you are on “Developer” view rather than “Administrator”

o  +Add -> “Container images” ->
registry.cern.ch/docker.io/nginxinc/nginx-unprivileged

o It should create a service called “nginx-unprivileged” on port 8080

e Add the SSO Proxy helm chart
https://paas.docs.cern.ch/4. CERN_Authentication/2-deploy-sso-proxy/#deploymen
t-from-openshift-console-web-ui

o  Be careful to specify the correct service and ports for it to connect to, and the route e.g.
your-paas-project.web.cern.ch
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Authorisation at CERN

Roles

Your
application




Authorisation at CERN

e Unlike at many organisations,
here we can define our own
groups!

e Currently egroups, but the
future = GMS

e To improve user privacy (and
SSO usability) we do not send
all groups through SSO tokens.
Instead we create roles per
application, that can be linked
to groups as needed.

24 Group Memberships: 253 / 457 (nested) A (27)Requests Signed in as: hshort

Q_ Search Groups

E2 All groups | own or manage

& Create new static group

abc

Group name: [Tt HERVTG equals

Name

abc-abc

abc-def-dyn-

jb

abc-def-ghi-

jkl

Q: Why would including
groups in tokens impact
usability?

J

CERN k
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S

Group Management System

contains

Name Type
abc-abc Static
abc-def-dyn- .

Dynamic
abc-def-ghi- ¢

Static

Dynamic

Limit: 100

Sync
Type

Replica

Replica

Replica

Replica

Description

ABC

test

test

Dynamic
group abc-
def-hannah

Blocked
Status

Enabled

Enabled

Enabled

Enabled

Owner
None

None

Paolo
Tedesco

Hannah
Short




Exercise 2 - Authorisation on Openshift

Find your Openshift application in
https://application-portal.web.cern.ch (search for
“contains” with your Openshift project name)

Create a static group in https://groups-portal.web.cern.ch
and add yourself and some colleagues from the school

In the application portal, “Roles” tab, add a required role
that is assigned to your new group (see

https://auth.docs.cern.ch/applications/role-based-permissi
ons/)

Share your application with your colleagues and see
whether they can access

Have a look in the pod logs for the proxy in Openshift to
see what’s going on

My Applications

+  AddanApplication

test-csc-hshorf n
Include: (@ Applications that | own or administer ~ All applications
Identifier Name Homepage Administrators Actions
orks- Web frameworks site t https://webservices-p. Eﬂ
[ 10/ page
m Application: Web frameworks site test-csc-hshort (paas)
550 Roles
Name Role Identifier Description Required Multifactor? Apply to all users?
Users must be from
s default-role CERN or eduGAIN to v v ﬂn
Users
have access
+ AddRole
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Don’t make Security chase you: make good choices ;)

Rule Why? What to do?

No local accounts Increases security risk. Removes login Disable local account options. Use
traceability at CERN wide level SSO!

Do not extend user sessions | A compromised user would still be able to | Use OAuth refresh tokens. Expire
access your service sessions after 12 hours.

Groups are sensitive - treat Group names can expose confidential Use SSO roles to receive authZ

them as such information data relevant to your service

Keep secrets private Avoid others impersonating users or Use Gitlab/Openshift
services variables/secrets, or centrally

provided solutions teigi/vault

Use a well supported library | These protocols are complex and you may | https://auth.docs.cern.ch/user-docu
well miss important security steps if you mentation/oidc/libraries/
implement them yourself.
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Advanced use - calling a protected API

e API Access token endpoint
https://auth.docs.cern.ch/user-documentation/oidc/api-access/
o For calling an API with your client ID and secret, much like a service account
o Not OAuth standard token request, this has been developed at CERN
o In real life the downstream APl may need to add you to some roles

e Token exchange
https://auth.docs.cern.ch/user-documentation/oidc/exchange-for-api/
o For calling a downstream API as the logged in user
o The downstream API will need to grant you Token Exchange permissions
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Exercise 3 - Your own custom application

Go to

https://glitch.com/edit/#!/csc-it-services-a

uth and “remix”

Follow the instructions in the readme
(read the hints and tricks section!)

We will call the API
https://auth-test-api.web.cern.ch which
accepts the token audience

“auth-test-api”

&Glitch

# cscit-services-auth

% Settings
) Assets
(& Files
templates/
.env o*
READHE .nd

app.py

requirements. txt

start.sh

@ status

¥ roas

README.md . EDIT MARKDOWN

Integrating a custom app with CERN
SSO

Hints and Tricks

= Always "Open in a new window" to avoid security issues with
loading Keycloak in an iframe

= To Restart the server, open the Terminal and type refresh

« Make sure your client secret does not leave the .env file (this
file is not shared if someone remixes your project)

1. CERN SSO Integration (you must use your
CERN account)

application and add an OAuth SSO registration

2. Add a redirectURI that is equal to http://<your glitch
project>.glitch.me/*

3. Add the client ID and Secret to your .env file in glitch

4. Test logging in

2. Authorisation

1. In the function authorize,, parse the incoming token for roles
and display a different html page based on the presence of a
ole (use your creativity!)

3. Call a protected API

1. Open docs.cern.chl
access/

2. follow the instructions to get an API token in the function
apitest to get an APl access token

3. You will most likely get a permissions error, find the solution in
the docs
4. We will call the AP listed in the slides

= renunal @ Toois O pReview

csc-it-services-auth.glitch.me/

CERN Authorisation Demo
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Enjoy the school!

Thanks for participating and come back to us if you need help with authentication or
authorisation
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